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2. CUVINTE CHEIE

Teza de doctorat ,,Managementul riscului informational al proiectelor de securitate
ciberneticd din cadrul infrastructurilor critice” isi propune atingerea obiectivelor si validarea
ipotezelor fiind utilizate urmatoarele cuvinte-cheie:

Securitate cibernetica

Infrastructura critica

Atacuri cibernetice

GANDCRAB

Cele mai bune practici

Management de proiect

Metodologii IT

Managementul riscului

Indicatori de performanta



3. SINTEZA LUCRARII

Importanta, actualitatea si noutatea temei
Importanta tematicii

Importanta administrarii infrastructurii critice si protejarea proiectelor de securitate
ciberneticd este una din cele mai complexe sarcini, in prezentul context al provocarilor si al
riscurilor globale. Construirea rezilientei si a bunei adaptabilitati este un exemplu de leadership si
de creare de bune practice, ghiduri de actiune si mentinerea unui climat de lucru de continuitate in
functionare normala a societatii (eng. going concern).

Multe infrastructuri critice incd functioneazad pe sisteme preluate, care s-ar putea sa nu
dispuna de caracteristicile robuste de securitate ale tehnologiilor moderne. Aceste sisteme, care
astazi sunt perimate, au fost adesea proiectate fara a lua in considerare amenintarile contemporane
la adresa securitatii cibernetice, facandu-le susceptibile de exploatare. Echilibrarea necesitatii de
modernizare a sistemului cu cerintele operationale ale serviciilor critice reprezintd o provocare
semnificativa. Imbunatatirea sistemelor preluate nu este o sarcina simpli, deoarece necesitd o
planificare atentd, investitii financiare substantiale si poate necesita Intreruperi temporare ale
serviciilor esentiale.

Infrastructurile critice se bazeaza adesea pe sisteme interconectate, creand o retea complexa
de dependente. Gestionarea riscurilor de securitate cibernetica devine o provocare din cauza
interactiunii dintre diferite componente si a potentialelor efecte in cascada ale unei Incalcari a
securitatii.

Evolutia rapida a amenintdrilor cibernetice prezintd provocdri semnificative pentru
integritatea si rezilienta infrastructurilor critice, cuprinzand sectoare precum energia, transportul,
asistenta medicald si finantele.

Intr-o lume din ce in ce mai interconectati si complexa, infrastructurile critice joaca un rol
esential in asigurarea functiondrii normale a societatii. Aceste infrastructuri care includ sectoare
vitale precum energia, transporturile, telecomunicatiile si sanatatea sunt fundamentale pentru
stabilitatea economicd, securitatea nationald si bunastarea publica. Totusi, cresterea
vulnerabilitatilor si riscurilor asociate cu aceste infrastructuri a devenit evidentd, ceea ce impune

o analizd aprofundata si o abordare strategicd pentru a le proteja. Aceastd lucrare isi propune sa



exploreze importanta infrastructurilor critice, sa identifice principalele provocdri cu care se
confrunta si sa ofere solutii pentru imbunatatirea securitatii acestora.

Prin urmare este important sa intelegem functionarea infrastructurii critice in buna
activitate a societatii moderne, dar si pentru modul de operare al securitatii nationale si de a adresa
ntr-un mod anticipativ atacurile si a preveni riscruile prin mecanismele de imbunatatire continua
si proceduri solide capabile sa faca fata, in special, situatiilor neprevazute.

Rezultatele negative ale politicilor publice care vizeaza slabirea capacitatilor de criptare in
anumite tari si sustinerea cenzurii impuse de anumite state vor persista din cauza eforturilor
organizatiilor neguvernamentale si ale militantilor pentru protejarea vietii private. Exista deja o
»asistentd voluntara” din partea industriei in legdturd cu noi tehnologii si servicii aflate in
dezvoltare. Pe acest fond, cererea utilizatorilor si gruparilor criminale pentru instrumente de

criptare a comunicatiilor si de protejare a activitatii online va creste.

Actualitatea subiectului

Actualitatea temei este una recurentd dat fiind activitatea organizatiilor a caror operare se
regaseste In domeniul infrastructurilor critice trebuie sa fie in concordantad cu dinamica globala si
regionald, care poate avea un impact asupra peisajului de risc. De exemplu, schimbarile in relatiile
internationale sau aparitia unor noi amenintari cibernetice ar putea prezenta riscuri semnificative
la adresa securitatii informatiilor. Respectarea reglementarilor si a standardelor care evolueaza
intrd, de asemenea, in domeniul de aplicare. Managementul organizatiilor trebuie sa isi adapteze
practicile de gestionare a riscurilor pentru a face fata reglementarilor legale in schimbare.

Se estimeazd cd numarul amenintarilor informatice a fost de aproximativ un miliard in
2020, nivel care se va majora in anii ce urmeaza. Firmele de securitate informatica anticipeaza ca
atacurile vor deveni din ce in ce mai sofisticate, avand consecinte devastatoare pentru activitatile
oamenilor si pentru companii. Cunoasterea trendului actual al manifestarilor amenintarilor
informatice permite organizarea masurilor tehnice si organizatorice care trebuie adoptate de catre
organizatii pentru protejarea informatiilor.

Numarul de peste 20 de miliarde de dispozitive inteligente conectate reprezintd un
stimulent semnificativ pentru atacatori si identifice noi gadgeturi vulnerabile. In absenta
standardelor minime impuse producatorilor - in special In ceea ce priveste actualizarile de

securitate, politica de colectare si procesare a datelor, si remedierea problemelor aparute pe



parcursul utilizarii - hackerii si crackerii vor continua sa exploateze vulnerabilitdtile, fie ele noi
sau deja identificate, pentru a dezvolta retele tot mai mari de dispozitive inteligente. Aceste retele
vor putea fi utilizate pentru a ataca infrastructuri, Tn special infrastructuri industriale critice.

Tn SUA costul mediu per incident cibernetic al infrastructurii critice sau in afara ei este de
aproximativ 10 milioane de dolari si se estimeaza cd pentru 2025 costurile vor cumula 10 milioarde
de dolari, conform unui studiu realizat de Universitatea Tusla din Oklahoma.

Dezvoltarea tehnologiilor deepfake in scopuri de criminalitate informatica va genera o noua
oportunitate de atac pentru infractori. Apelurile telefonice bazate pe voci ale unor persoane reale
sunt folosite In inselatorii menite sa pacdleasca angajati din companii sa transfere bani cétre
conturile atacatorilor, asa cum s-a intdmplat deja. Din pacate cel mai mult vor fi afectati bunii
platnici.

Infrastructurile critice reprezinta tinte atractive pentru actori rduvoitori, inclusiv teroristi si
state ostile, care ar putea incerca sd le compromita pentru a crea haos si instabilitate. Protejarea

acestor infrastructuri este, asadar, esentiala pentru mentinerea securitatii si stabilitdtii unei natiuni.

Noutatea abordarii

Recenzia literaturii de specialitate dovedeste ca pana in prezent abordarea infrastructurii
critice si a riscurilor aferente prezinta o persepctiva tehnica majora. Prezenta lucrare contribuie la
un nou mod de 1intelegere al managementului riscului informational al proiectelor de securitate
cibernetica din cadrul infrastrcturilor critice.

Noutatea consta in perspectiva protejarii infrastrcturii critice, pe care in prezenta teza nu o
consideram doar o chestiune tehnicd, ci si o responsabilitate strategicd si eticd. Garantarea
continuitdtii si securitdtii acestor infrastructuri esentiale necesitd angajamentul si cooperarea
tuturor actorilor implicati - de la guverne si sectorul privat la comunitati si cetateni. Investitiile in
tehnologie, educatie si politici publice sunt cruciale pentru a construi o societate mai sigura si
rezilienta.

Intr-o erd de evolutie rapidi a amenintarilor si de crestere a complexititii
interdependentelor, abordarea protectiei infrastructurilor critice reprezintd o provocare continua ce
trebuie gestionata cu seriozitate si inovatie. Doar printr-0 abordare proactiva si coordonata putem
asigura protectia acestor resurse vitale, garantand astfel securitatea si prosperitatea societatii

infromationale si a societatii in general.



Gestionarea securitatii cibernetice nu este doar o chestiune tehnica, ci o prioritate strategica
pentru protejarea serviciilor esentiale. Investitiile in securitate, colaborarea intre sectoare si
educarea publicului sunt esentiale pentru construirea unei societati mai sigure si mai reziliente.
Fara o abordare integratd si cuprinzdtoare a securitatii cibernetice, riscurile la adresa
infrastructurilor critice vor continud sd creascd, amenintdnd nu doar functionarea eficientd a
serviciilor esentiale, ci si bundstarea generala a cetatenilor.

Astfel, prioritizarea securitatii cibernetice devine nu doar o responsabilitate a conducerii
organizatiilor care opereaza aceste servicii, ci $1 0 necesitate colectiva in fata provocarilor globale.
Prin colaborare, educatie si inovatie, putem asigura cd serviciile esentiale raméan disponibile si
sigure, contribuind la un viitor mai stabil si mai prosper pentru toti. Este crucial sa intelegem ca,
in era digitala, securitatea cibernetica nu este optionald, ci o imperativa a societatii contemporane.

Perspectiva abordarii este una de imbunatatirea continua prin studii de caz si si exemplele
din lumea reala discutate evidentiazd natura dinamica si evolutivd a provocdrilor de securitate
cibernetica, subliniind necesitatea imbunatatirii si adaptarii continue. Studiile de caz, povesti de
succes si cele mai recente evolutii in materie de securitate cibernetica reprezinta parghii consistente
prin care organizatiile isi pot perfectiona continuu strategiile. Ramanand informate cu privire la
amenintdrile emergente, colaborand cu comunitatea de securitate cibernetica si adoptand o pozitie
proactiva, persoanele care activeaza in organizatii pot naviga in mod eficace in arealul complex al
riscurilor informationale din infrastructurile critice.

Tntr-un context de securitate cibernetici in permanenti schimbare, angajamentul fata de
imbunatdtirea continud si strategiile adaptive vor fi esentiale pentru a asigura rezilienta
infrastructurilor critice impotriva amenintdrilor informatice care evolueaza.

In organizatii trebuie si se acorde prioritate strategiilor proactive de gestionare a riscurilor,
cum ar fi confidentialitatea incepdnd cu momentul conceperii, divulgarea responsabild a
vulnerabilitdtilor si o abordare bazatd pe riscuri a alocarii resurselor, pentru a-si spori rezilienta
generala in materie de securitate cibernetica.

Recomandarile pentru imbunatatiri viitoare in gestionarea riscurilor informationale includ
incurajarea colaborarii inter-functionale, in special Intre departamentele IT, de securitate, juridice
si alte departamente relevante. Eforturile de colaborare asigurd o abordare holistica a alocarii

resurselor si a atenudrii riscurilor.
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Astfel, unul din elementele cheie pe care se fundamenteaza aceasta lucrare de doctorat este
rolul leadershiului in prevenirea problemelor si implementarea de standarde ISO pentru

suplimentarea legislatiei, pentru o abordare mai solida.

Provocari, amenintari, oportunitati si solutii

Intelegerea naturii dinamice a amenintarilor cibernetice este esentiald pentru anticiparea si
atenuarea riscurilor potentiale la adresa infrastructurilor critice. Tn contextul infrastructurilor
critice, domeniul de aplicare include securitatea sistemelor IT si considerente legate de elementul
uman, precum instruirea angajatilor, sensibilizarea si aderarea la politicile de securitate.

Perceptia si tratarea vulnerabilititilor in procesele de afaceri constituie componente
integrante ale gestionarii riscurilor informationale, deoarece aceste procese implica adesea
gestionarea informatiilor sensibile care pot fi susceptibile la riscuri care decurg din surse interne
sau externe.

Factorii externi care contribuie la domeniul de aplicare al gestiondrii riscurilor
informationale includ evenimentele geopolitice, conditiile economice si modificarile la nivel de
reglementare.

Implementarea unei abordari bazate pe riscuri a conformitatii nu este un efort unic, ci un
proces continuu care evolueaza odata cu natura dinamica a amenintarilor cibernetice. Reevaluarea
periodica a riscurilor si a strategiilor de conformitate este esentiald pentru a se asigura rezilienta
organizatiilor la amenintarile emergente si la modificarile cadrului normativ.

Mecanismele de Tmbunatatire continud, cum ar fi revizuirile periodice si actualizérile
evaludrilor riscurilor, permit organizatiilor sd isi adapteze strategiile de conformitate la peisajul
amenintdrilor care evolueazd, mentindnd astfel o aparare proactivd si eficace Impotriva
potentialelor amenintari cibernetice. Conformitatea este un proces continuu care necesitd o
monitorizare constantd pentru a evidentia beneficiile implementarii unor sisteme robuste de
monitorizare, care faciliteazd asigurarea conformitdtii, cu scopul de a detecta abaterile cu
promptitudine si de a inlesni actiunile corective in timp util.

Monitorizarea continua este o piatrd de temelie a strategiilor eficiente de conformitate
pentru infrastructurile critice. Implementarea unor sisteme robuste de monitorizare le permite
organizatiilor sd mentind vizibilitatea in timp real asupra situatiilor de securitate ciberneticd,

asigurandu-se ca respectd in mod consecvent cerintele de reglementare.
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Pentru ca standardele internationale sa fie eficace in contextul infrastructurilor critice,
membrii organizatiilor trebuie sa le adapteze aplicarea la specificul fiecdrui sector. Desi
standardele internationale sunt fundamentale, adaptarea este cruciala pentru a face fatad cerintelor
s1 provocarilor unice ale diverselor sectoare de infrastructurd critica.

Exista diferite metodologii de modelare a amenintarilor, fiecare adaptata la diferite nevoi
si scenarii organizationale. Metodologiile comune includ STRIDE (Spoofing, Modificare,
Repudiere, Dezvaluirea informatiilor, Refuzul serviciului, Ridicarea privilegiului) si DREAD
(Daune, Reproductibilitate, Exploatare, Utilizatori afectati, Descoperire). Aceste metodologii
ofera cadre structurate pentru identificarea si evaluarea amenintarilor pe baza diferitilor parametri,
ajutand organizatiile In evaluarea sistematica a riscurilor potentiale.

Un alt aspect important este educatia. Intr-un articol pe blogul Google din 2021, Kent
Walker, presedinte al Afacerilor Globale si Director Juridic al Google & Alphabet, a sustinut ca
existd un angajament de 10 miliarde USD in urmatorii cinci ani pentru a consolida securitatea
cibernetica, inclusiv prin extinderea programelor, asigurarea aproviziondrii cu software si
imbunatétirea securitdtii open-source pe intregul lant. Pe 1angd aceastd masurd, Google a lansat si
un program de educare a utilizatorilor cu privire la analiza datelor, pe care peste 100.000 de
americani l-au finalizat cu succes. Acest instrument educational al Google se poate dovedi util, in
cazul in care oamenii sunt efectiv interesati sa il acceseze, in special pentru citirea lucrarilor de
cercetare publicate de Google despre securitatea computerelor, abuzuri etc., compania infiintand
si un grup de analiza a amenintarilor. Recomandarile pentru Tmbunatatiri viitoare includ:

Instruirea periodica si dezvoltarea abilitdtilor: Investiti in programe periodice de formare
si dezvoltare a competentelor pentru profesionistii din domeniul securitdtii cibernetice, pentru a va
asigura cd acestia sunt la curent cu cele mai recente amenintari si tehnologii.

v' Integrarea Al si a automatizarii: Explorarea integrarii inteligentei artificiale (Al) si a
automatizarii pentru a imbunatati detectarea amenintarilor, timpii de raspuns si eficacitatea
generala a securitatii cibernetice.

v' Cercetare si dezvoltare colaborativa: Implicarea in initiative de cercetare si dezvoltare in
colaborare cu colegii din industrie, institutiile de cercetare si agentiile guvernamentale
pentru a ramane in fruntea inovatiei n domeniul securitdtii cibernetice.

v' Participarea la initiative de schimb de informatii, exercitii comune si forumuri de

colaborare pentru a aborda provocarile colective de securitate cibernetica.
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Utilizatorul reprezintd primul strat de aparare impotriva amenintarilor cibernetice, fiind
adesea primul care identificd pericolele si, atunci cand este necesar, semnaleaza aceste probleme
catre responsabilul IT al organizatiei. Capacitatea utilizatorului de a preveni daune semnificative,
atat pentru sine cat si pentru organizatie, este esentiala.

Astfel, pentru a Tmbundtati securitatea cibernetica a unei organizatii, sunt importante

urmatoarele aspecte:

e Elaborarea unei viziuni si a unor principii care sa stea la baza unei politici de securitate a
informatiilor;

e Implementarea acestei politici in intreaga organizatie si stabilirea clarda a rolurilor si
responsabilitatilor;

e C(Cultivarea unei culturi organizationale si a unei atitudini adecvate, prin aplicarea
consecventa a principiilor de securitate a informatiilor.

Evaluarea riscurilor poate fi realizatd fie prin metode cantitative, fie -calitative.
Instrumentele cantitative includ analiza Monte Carlo, simuldrile, tehnica PERT (Project
Evaluation and Review Technique), analiza modurilor de defectare si efectelor (FMEA) si
evaluarile probabilistice de sigurantd (PSA). Totusi, In practicd, proiectele dispun adesea de date

insuficiente pentru efectuarea unei analize cantitative detaliate a riscurilor.

PROBLEMATICA SI IPOTEZE
Obiectivul general

Obiectivul general al tezei este influentat de gandinrea lui Francis Bacon care avansat ideea
cd cunoasterea autentica trebuie sd fie fundamentata pe observatiile empirice ale lumii reale. Pe
baza acestei premise, Bacon a accentuat ca dobandirea cunostintelor trebuie sa fie o activitate
empirica.

Lanivel pragmatic, lucrarea urmareste sd ajute nu doar la identificarea variantelor de solutii
de securitate cibernetica aferente riscului informational din infrastructurile critice, ci si la alegerea
solutiei celei mai adecvate de catre management, folosind metode de selectie inovative.

Obiectivele generale ale tezei, sunt de a deschide o noud adordare si spatiu de cercetare

prin analizearea elementelor non-tehnice si non birocratice din cadrul infrastrcturii critice prin
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introducerea managementelui, eticii si strategiei ca piloni de baza in analiza si raspunsul la situatii
ce privesc gestiuea de riscuri informationale in infrastrcutrua critica.

Lucrearea Incearca sd capteze transformadrile rapide din mediul economic si tehnologic si
cum acestea exercitd o presiune considerabild asupra structurilor organizationale traditionale,
adesea birocratice si rezistente la schimbarile din mediul extern.

Studiul managementului proiectelor devine crucial pentru organizatiile moderne, fie ele
corporatii sau institutii publice, deoarece sunt implicate in implementarea inovatiilor, cum ar fi
dezvoltarea de produse si servicii noi, realizarea de constructii si aplicarea unor procese noi.
Cercetarea managementului ca stiintd a relevat aparitia unor noi tendinte globale in ultimele
decenii.

Obiectivul activitatilor stiintifice intreprinse pe parcursul perioadei de documentare,
precum si in etapa de conceptualizare si redactare a lucrarii, a constat in identificarea si elaborarea
unei noi perspective asupra asigurarii securitatii nationale. Aceastd abordare vizeaza crearea unor
conexiuni si relatii logice, interdependente, intre concepte precum organizatia, managementul
informatiei, arealul cibernetic, supranationalismul/realismul, diplomatia, cultura de securitate

cibernetica si securitatea nationala.

Obiectivele specifice
Obiectivele specice ale tezei deriva din obiectivele generale si acestea sunt:

o Intelegerea motivelor pentru care o anumita tehnologie a fost implementati cu succes intr-
o organizatie, dar a esuat in alta, poate varia semnificativ in functie de perspectiva teoretica
adoptata.

e Elaborarea acestor bune practici se indeamna membrii organizatiilor s adopte o
mentalitate proactiva si sa dezvolte solutii inovatoare care sa asigure ca infrastructurile
critice raman functionale si reziliente in fata unei game tot mai mari de amenintari
cibernetice.

e Armonziarea stadardelor tehnice si implementarea lor paralel cu legislatia statelor pentru

gestionarea riscurilor informationale.
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e Analiza evolutiei gestionarii riscurilor in infrastructura critica, precum si modul in care
birocratia se adapteaza pentru a spori rezilienta si a se alinia la cele mai bune practici

internationale.

intrebirile de cercetare si ipotezele de lucru

e Cum se decid bunele practici si cum se adapteaza cunostintele in cadrul managementului
de securitate?

e In ce masuria managementul de securitate este afectat de cunostintele tehnice si daci lipsa
acestora poate fi suplinitd printr-un management de excelenta?

e (Catderepede se adapteaza managementul la schimbare si ce determind schimbarea la nivel
de bune practici?

e Care sunt tendintele cheie moderne in managementul riscului informational al proiectelor
de securitate cibernetica in cadrul infrastructurilor critice si cum se aliniaza ele cu modelele
internationale de bune practici?

e Cum difera diferitele infrastructuri critice in abordarea lor fatd de managementul riscului
informational in proiectele de securitate ciberneticd si care sunt implicatiile pentru
modelele internationale de bune practici?

e Care sunt principalele provocari si obstacole cu care se confruntd organizatiile in
implementarea modelelor internationale de bune practici pentru managementul riscului
informational in proiectele de securitate cibernetica din cadrul infrastructurilor critice?

e Cum influenteazd tehnologiile emergente practicile de gestionare a riscurilor
informationale in proiectele de securitate ciberneticd din cadrul infrastructurilor critice si
ce adaptdri sunt necesare in modelele internationale de bune practici?

e Care sunt potentialele strategii si recomandari pentru Tmbundtatirea eficacitdtii
managementului riscului informational in proiectele de securitate cibernetica din cadrul
infrastructurilor critice, bazate pe o analizd cuprinzdtoare a tendintelor moderne si a

modelelor internationale de bune practici?

Existd dovezi consistente care sustin ipoteza cd adoptarea abordarilor proactive de
informatii despre amenintari si de vanatoare a amenintarilor este mai eficace in atenuarea riscurilor

cibernetice in infrastructurile critice, comparativ cu strategiile reactive traditionale. Aceasta
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eficientd sporitd se datoreaza capacititii de a preveni, detecta si raspunde rapid in fata
amenintdrilor emergente.

Numeroase studii de caz si cercetdri demonstreaza ca implementarea standardului ISO/IEC
27001 conduce la o imbunatatire semnificativa a securitdtii informatiilor, prin reducerea
incidentelor si cresterea eficientei in raspunsul la evenimentele de securitate. Certificarea ISO/IEC
27001 ofera credibilitate organizatiilor, asigurand clientii si partenerii de existenta unor masuri
adecvate de protectie a informatiilor. Totodatd, adoptarea acestui standard impune o analiza
sistematica a riscurilor si dezvoltarea de politici si proceduri de raspuns.

In ceea ce priveste tehnologiile emergente, cum ar fi Al si machine learning, acestea au
identificarea rapidd a modelelor si anomaliilor si automatizeaza raspunsurile, insd provocdrile de
implementare, inclusiv costurile ridicate si necesitatea unui personal specializat, limiteaza
integrarea pe scara larga. Evaluarea impactului acestor tehnologii este inca in curs de desfasurare,
iar preocupdrile etice si legate de incredere 1n deciziile automatizate persista.

Importanta culturii organizationale este subliniata ca fiind cruciala in succesul initiativelor
de management al riscurilor. O culturd care promoveaza constientizarea securitdtii si care
incurajeazd comportamente proactive contribuie la eficienta implementarii masurilor de securitate.
Leadershipul joacd un rol esential in formarea si mentinerea acestei culturi, iar investitiile in
formarea angajatilor se traduc in rezultate mai eficiente.

De asemenea, este analizat impactul factorilor geopolitici si rolul reglementarilor
guvernamentale, evidentiind cum influentele externe pot dicta strategiile de management al
riscurilor. Colaborarea intre organizatii si agentiile guvernamentale este esentiald pentru
prevenirea atacurilor, facilitind partajarea rapida a informatiilor despre amenintiri. In concluzie,
abordarile proactive, cum sunt threat intelligence si threat hunting, se dovedesc a fi mai eficiente
n gestionarea riscurilor cibernetice comparativ cu metodele reactive, avand capacitatea de a

preveni si a raspunde rapid la amenintarile emergente.

STRUCTURA TEZEI DE DOCTORAT
Structura tezei

Structura lucrdrii este conceputd pentru a prezenta la nivel gradual, dar si in paralel,
evolutiile sistemelor de management si cel al securitatii cibernetice, dupa cum urmeaza:
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Capitolul 1 subliniazd nevoia de adaptabilitate si inovatie continua in abordarile de
management ale proiectelor, in special in domeniile puternic influentate de tehnologie, cum ar fi
securitatea ciberneticd, dar §i nevoie de comunicare la nivel inalt. Evolutiile rapide si
complexitatea mediilor de proiecte necesitd o abordare metodica pentru planificare, executie si
esentiale pentru gestionarea eficace a echipelor intr-o lume interconectata si dinamica.

Capitolul 2 subliniaza tendintele actuale din domeniul securitatii informatiei, evidentiind
faptul cd numarul amenintarilor cibernetice creste continuu, iar atacurile devin tot mai sofisticate.
Utilizarea algoritmilor de inteligentd artificiala si tehnicilor de inginerie sociala reprezintd
provocari semnificative pentru securitatea informatiei, aspect care impune adoptarea de masuri
tehnice si organizatorice inovatoare.

O componenta esentiald a acestui capitol este utilizarea standardelor ISO/IEC 27, care ofera
un cadru de referinta pentru dezvoltarea si implementarea sistemelor de management al securitatii
informatiei (SMSI). Adoptarea acestor standarde permite organizatiilor sd protejeze eficient
informatiile financiare, proprietatile intelectuale si datele personale, asigurand astfel continuitatea
si succesul operational.

Capitolul 3 demonstreaza importanta unei metodologii de cercetare bine fundate pentru a
oferi o contributie semnificativa la domeniul securitatii cibernetice. Integrarea metodei calitative
si a realismului critic s-a dovedit adecvatd pentru documentarea si intelegerea fenomenelor
complexe si dinamice specific acestui domeniu, asigurand in acelasi timp o aliniere teoretica si
practica ce va ghida cercetarile viitoare.

Utilizarea chestionarelor structurate, alaturi de analiza datelor primare si secundare, a oferit
rezultate complexe care au demonstrat rigoarea stiintifica si relevanta practica a cercetarii. Studiul
de caz GandCrab a servit ca punct focal pentru aplicarea teoriei in practica. El reliefeaza importanta
unei abordari integrate si multidimensionale in intelegerea si gestionarea riscurilor de securitate
cibernetica.

Capitolul 4 analizeaza impactul ransomware-ului GandCrab asupra infrastructurilor critice,
evidentiind metodele sale de operare si implicatiile cibernetice. GandCrab, un ransomware extrem
de sofisticat, a fost activ din 2018 si a folosit tehnici avansate de criptare pentru a bloca accesul la

datele utilizatorilor, solicitand rascumpdrari in Bitcoin.
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Studiul de caz prezentat se concentreazd pe un atac specific asupra unei firme de
contabilitate din Statele Unite, unde un angajat a deschis un e-mail infectat, ce a dus la criptarea
rapida a fisierelor esentiale.

Compania, cu masuri de securitate minimale, a fost nevoitd sa plateasca o rdscumparare
semnificativd pentru a recupera datele, ceea ce a afectat atat operatiunile interne, cat si reputatia
sa exterioara. Lectiile Invatate subliniazd importanta masurilor proactive de securitate cibernetica,
inclusiv educatia angajatilor si backup-uri regulate.

Capitolul abordeaza, de asemenea, modul in care comunitatea de securitate cibernetica s-a
adaptat la amenintarile emergente, promovand masuri precum gestionarea corectd a corecturilor
software, autentificarea multifactor si formarea in domeniul securitatii cibernetice.

Sectiunea referitoare la integrarea abordarilor C4ISR si SIIMA subliniaza importanta unui
sistem informatic integrat pentru gestionarea fluxurilor informationale si a securitdtii in
organizatiile critice. Aceasta abordeaza conceptele fundamentale ale securitdtii cibernetice —
confidentialitate, integritate, disponibilitate, autentificare si control al accesului — si modul in care
acestea trebuie implementate pentru a proteja datele esentiale.

Capitolul 5 abordeaza gestionarea riscurilor informationale in cadrul infrastructurilor
critice, evidentiind importanta unei abordari sistematice de identificare, evaluare si prioritizare a
riscurilor. Stabilirea unui cadru cuprinzator de gestionare a riscurilor, conform indrumarilor oferite
de NIST, este esentiald, incluzand etape precum clasificarea sistemelor informatice, selectarea si
implementarea controalelor de securitate, evaluarea eficacitatii acestora si monitorizarea continua
a gradului de securitate. Evaluarile periodice ale riscurilor sunt necesare pentru a mentine o
intelegere actualizata a amenintarilor si vulnerabilitatilor In infrastructurile critice.

In plus, sectiunea discuta despre importanta formarii continue si a educatiei angajatilor in
crearea unei culturi de securitate cibernetica. Se recomanda utilizarea de tehnici de modelare a
amenintdrilor, precum STRIDE si DREAD, pentru a identifica si evalua riscurile specifice, si
implementarea unui plan de raspuns la incidente care sa includd proceduri clare de comunicare si
roluri bine definite.

Colaborarea intre sectoarele public si privat, prin parteneriate si platforme de schimb de
informatii, este esentiald pentru consolidarea securitdtii cibernetice. Comunicarea transparenta si
partajarea informatiilor ajutd la Tmbunatétirea capacitatilor de raspuns la riscuri, fiind esential sa

se stabilesca cadrele legale si protocoalele necesare pentru un schimb de informatii eficient.
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In cadrul capitolului 5, am explorat importanta gestionarii riscurilor informationale in
securitatea cibernetica a infrastructurilor critice. Gestioneaza eficacitatea acestor riscuri printr-0
abordare sistematica care implica identificarea, evaluarea si prioritizarea riscurilor asociate. Un
cadru cuprinzator de gestionare a riscurilor este esential pentru a asigura o securitate robusta pe
parcursul Intregului ciclu de viata al proiectelor de securitate cibernetica. Metodele standardizate
precum RMF de la NIST ofera un proces structurat pentru acest tip de gestionare.

Evaluarile periodice ale riscurilor sunt fundamentale, deoarece mentin o Iintelegere
actualizatd a amenintdrilor si vulnerabilitatilor. Identificarea activelor critice si a controalelor de
securitate este necesard pentru a prioritiza resursele si a proteja eficient infrastructurile critice.
Personalizarea cadrelor existente pentru a se adapta nevoilor specifice ale sectorului cristic, cum
ar fi energia sau finantele, este un alt aspect esential. In plus, rolul conducerii este vital pentru
dezvoltarea unei culturi a securitatii cibernetice.

De asemenea, se evidentiaza necesitatea unei structuri solide pentru planul de raspuns la
incidente, impreuna cu utilizarea tehnologiilor avansate, pentru a proteja infrastructurile critice de
amenintdrile cibernetice in continud schimbare. Un plan eficient trebuie sa includa proceduri clare
pentru detectarea, clasificarea si gestionarea incidentelor, iar atribuirea responsabilitatilor in
echipele de raspuns este esentiala pentru a evita confuziile. Testarea constanta si adaptarea acestuia
la situatii reale sunt cruciale pentru eficienta raspunsului in fata incidentelor.

Totodatd, se subliniazd importanta unui cadru cuprinzitor pentru gestionarea riscurilor
asociate furnizorilor terti, evidentiind necesitatea evaludrilor riguroase ale practicilor de securitate
ciberneticd ale acestora. Realizarea auditurilor de securitate este esentiald pentru a asigura
conformitatea furnizorilor cu standardele necesare, iar definirea clard a obligatiilor contractuale
referitoare la securitate cibernetica contribuie la stabilirea unor asteptari si responsabilitati bine

conturate in relatia cu acestia.

CONCLUZII GENERALE

Lucrarea concluzioneaza prin accentuarea responsabilitatii personale si organizationale in
adoptarea unei mentalitati proactive de securitate. Intr-o lume interconectata, fiecare entitate, fie
ea guvernamentald, corporativa sau individuald, joacad un rol in mentinerea unei infrastructuri de

securitate ciberneticd robusta si rezilienta.
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In lumina analizelor si concluziilor extrase, se propune un model holistic de gestionare a
riscurilor care sa fie aplicat nu doar pentru a rezolva problemele actuale, ci si pentru a pregati
viitorul in fata amenintarilor neprevazute. Acest model ar trebui sa fie adoptat cu flexibilitatea
necesara adaptarii la schimbarile rapide din peisajul cibernetic global. Astfel, lucrarea serveste ca
un ghid comprehensiv si un apel la actiune pentru toti cei implicati in protejarea infrastructurilor
critice Tmpotriva provocarilor cibernetice ale secolului XXI.

Concluzia generald reitereaza necesitatea implementarii si adaptarii continue a solutiilor
de securitate cibernetica in cadrul infrastructurilor critice. Prin utilizarea eficientd a metodologiilor
propuse, combinatd cu un angajament puternic din partea tuturor actorilor implicati, se poate
asigura nu doar stabilitatea organizationala, ci si securitatea nationala — un obiectiv vital in lumea
interconectata de astazi.

Pentru a proteja eficient infrastructurile critice impotriva amenintarilor cibernetice,
membrii organizatiilor trebuie sa adopte strategii prompte si sa se angajeze intr-un proces continuu
de evaluare, adaptare si Tmbunatatire a securitatii. Numai printr-0 abordare coerenta si integrata
vor putea acestea sa navigheze in peisajul riscurilor cibernetice tot mai complexe si sa asigure o
protectie adecvata a datelor si sistemelor lor critice.

Practicile robuste de gestionare a riscurilor trebuie sd cuprindd masuri de prevenire,
detectare si raspuns la incidentele de tip ransomware, cum ar fi efectuarea de copii de rezerva
regulate ale datelor, instruirea angajatilor si planuri de raspuns la incidente adaptate la rezilienta
infrastructurii critice.

Armonizarea standardelor international si implementarea lor va furnizeaza un cadru
consistent si recunoscut global pentru gestionarea riscurilor informationale, suplimentar legilor

nationale si portitelor existente prin interpretarea legislativa.

APORTURILE STIINTIFICE ALE TEZEI DE DOCTORAT PERSPECTIVE DE
CERCETARE
e Construirea unei recenzii a literaturii de specialitate la zi si prezentarea intr-un cadru
structurat a teoriilor existe §i a rezultatelor obtiunute de alti cercetatori dintr-o perspectiva
critica si identificarea unor nise de cercetare.
e Prezentarea perspectivelor de metdologie calitativa, cantitativa si mixtd in cadrul

variantelor de cercetare, dar si a logicii inductive si deductive in argumentare si a unui
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spectru large de perspective metodologice si filosofice pentru tema aleasd oferind o
perspectiva completa a variantelor de cercetare existente.

e Contribuirea la o intelegere globala a gestionarii riscurilor informationale in contextul
infrastructurilor critice;

e Prezentarea perspectivelor practice si strategii de actiune pentru Imbunatatirea eficacitatii
proiectelor de securitate cibernetica;

e Informarea organizatiilor in vederea stabilirii unui cadru robust de securitate cibernetica
prin care sd se alinieze cerintelor de reglementare si standardelor in materie.

e Promovarea unei culturi a colaborarii, a constientizarii si a imbundtdtirii continue in

domeniul securitdtii cibernetice a infrastructurilor critice.

CONTRIBUTII PERSONALE

Contributiile personale sunt ceea ce dau valoare unei teze de doctorat atat la nivel de
cercetare academica , cat si de aport la imbunétatirea practicilor in lumea profesionld, cu rezultate
testate, venite din perspectiva independenta.

Contributia personald se rezuma la alegerea facutd de cercetitor In ceea ce priveste
metodologia si perspectiva cercetarii. Anume, noutatea consta in studiul de caz ales pe GandCrab
si ISO 27001 si departarea de aspectul tehnic deja cercetat din acest unghi evident. Ca aport
personal, am incercat sd am o abordare noua in protejarea infrastrcturii critice, non-tehnica, dar ca
o chestiune tehnica, ci si o responsabilitate strategica si eticd, unde u doar expertii sunt respinsabili
ci si utilizatorii, care trebuie sa devina responsabili si educati in recunoasterea si adresarea
riscurilor.

Astfel, am avut in vedere elaborarea unei viziuni si a unor principii care sa stea la baza unei
politici de securitate a informatiilor prin cultivarea unei culturi organizationale si a unei atitudini

adecvate n societate, nu numai in mediile specializate.

POSIBILE ERORI SI LIMITE ALE STUDIULU

Pe masura ce transformarea digitala se accelereaza, studiul de caz si propunerile facute vor

fi depasite din punct de vedere al solutiilor propuse.
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Viitorul multor organizatii este strans legat de capacitatea lor de a valorifica potentialul
Tehnologiei Informatiei, dar si ale bunelor practici manageriale si de leadership care sunt in
continud transformare, §i atat bunele practici trebuie sa {ina pasul cu activitatea dinamica din piata,
cat si piata sa raspunda pozitiv la modul de administrare public si la nevoile din mediul privat.

Eroarea de analiza poate surveni din observatiile cercetatoarei si raportarea la subiect ca
observator obiectiv si neutru, dar si din limitarea cunoasterii la momentul efectuarii cercetarii. Prin
prezentarea unei palete largi metodologice si a avantajelor si a dezavantajelor existente ca de
demersul stiintific al unei lucrari academice si etica profesionald limiteaza partinirea sau
prezentarea datelor Tntr-un mod nereal.

Ca perspective viitoare de cercetare consideram:

e Construirea unei recenzii a literaturii de specialitate la zi si prezentarea intr-un cadru
structurat a teoriilor existe si a rezultatelor obtiunute de alti cercetatori dintr-o perspectiva
critica si identificarea unor nise de cercetare.

e Prezentarea perspectivelor de metdologie calitativa, cantitativa si mixtd in cadrul
variantelor de cercetare, dar si a logicii inductive si deductive in argumentare si a unui
spectru larg de perspective metodologice si filosofice pentru tema aleasd oferind 0
perspectiva completd a variantelor de cercetare existente.

e Contribuirea la o Intelegere globald a gestionarii riscurilor informationale In contextul
infrastructurilor critice;

e Prezentarea perspectivelor practice si strategii de actiune pentru imbunatatirea eficacitatii
proiectelor de securitate cibernetica;

e Informarea organizatiilor in vederea stabilirii unui cadru robust de securitate cibernetica
prin care sa se alinieze cerintelor de reglementare si standardelor in materie.

e Promovarea unei culturi a colaborarii, a constientizarii si a Imbunatatirii continue in

domeniul securitdtii cibernetice a infrastructurilor critice.
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Rusa

Competente de comunicare

Permis de conducere
INFORMATII SUPLIMENTARE

Referinte

Competente
organizationale/manageriale

A1 Al Al A1 A1

= Discretie si loialitate

= Disciplinata si ordonata la locul de munca si in societate.

= Organizata, convingatore si constiinciosa.

= Capacitate de relationare cu persoane ce provin din medii culturale si etnice diverse.
= Adaptabilitate in fata unor situatii noi sau neprevazute.

= Norica Nicolai — Europarlamentar — 0723633810
= Marilena Stroescu — Inspector Scolar — 0740209777
= Dr. loana Stancel - 0744499317

o Abilitati Tn planificarea activitatii, creativitate si initiativa.

o Abilitati de evaluare si coordonare a echipelor din subordine

o Abilitati Tn aplicarea si respectarea regulilor.

¢ O buna cunoastere a procedurilor de lucru specifice departamentului.

¢ Pot actiona ca interfat cu departamentele corespunzatoare pentru a rezolva problemele aparute si a
imbunatati procesul de comunicare/solutionare aproblemelor aparute.

25



5. LISTA ARTICOLELOR PUBLICATE

A. LUCRARI PUBLICATE

Manole, A.M., Sima, A., Mieila, C., Hojda, M.H., (2024), Quality of Public Communication, as
a Determinant of Romanian Citizens’ Trust in Public Institutions Annals of “Dunarea de Jos”
University of Galati, Fascicle I. Economics and Applied Informatics, 30(2), 92 —99. ISSN-L 1584-
0409, indexatda ERIH+, RePEc DOAJ, ULRICH, WorldCat, EconLit, EBSCO, ECONIS, ZBW.
https://doi.org/10.35219/eai15840409415

Isac, N., Hoinaru, R., Cismasu, I.D., Hojda, M.H., Yousaf, Z., (2024), Strategic Business
Performance in Digital Paradigm: Interplay Among Digital Orientation, Competence, and Team
Creativity, Journal of the Knowledge Economy (2024) elSSN 1868-7873, JIF 4s
https://doi.org/10.1007/s13132-024-02199-y

Hojda, M.H., (2022), Resilience for the future: between economic value and ESG struggle to
deliver value. The Journal Contemporary Economy. 7(1): 96 — 103. ISSN 2537 — 4222. BDI:
EconPapers (RePEC), IDEAS, BASE, SCIP10, OAJI, CEEOL.
http://www.revec.ro/images/images_site/articole/article_b3712ed0382cdd07cb5335a0b8bce6f2.p
df

Hojda, M.H., (2022), Information security economics: cyber security threats. Proceedings of the
International Conference on Business Excellence. 16(1): 584-592. eISSN 2558-9652.
https://sciendo.com/article/10.2478/picbe-2022-0056

B. PARTICIPARI LA CONFERINTE INTERNATIONALE

1. Hojda, M.H., Dafina, L.C., Necula, A.l., (2024), Big data's economic impact on policy
making: the way forward? International Scientific Conference “Accounting and Finance —
The Global Languages in Business” 9" Edition. Pitesti, 26 Aprilie.
https://univcb.ro/storage/app/media/uploaded-files/brosura-conferinta-
AFISC2024 ultvar.pdf

26


https://doi.org/10.35219/eai15840409415
http://www.revec.ro/images/images_site/articole/article_b3712ed0382cdd07cb5335a0b8bce6f2.pdf
http://www.revec.ro/images/images_site/articole/article_b3712ed0382cdd07cb5335a0b8bce6f2.pdf
https://sciendo.com/article/10.2478/picbe-2022-0056
https://univcb.ro/storage/app/media/uploaded-files/brosura-conferinta-AFISC2024_ultvar.pdf
https://univcb.ro/storage/app/media/uploaded-files/brosura-conferinta-AFISC2024_ultvar.pdf

Necula, A.l, Constantin, M., Hojda, M.H., Dafina, L.C., (2024), Exploring the
intersection of computer science and accounting: an overview, International Scientific
Conference “Accounting and Finance — The Global Languages in Business, 9™ Edition.
Pitesti, 26 Aprilie.

https://univcb.ro/storage/app/media/uploaded-files/brosura-conferinta-

AFISC2024 ultvar.pdf

Hojda, M.H., (2022), Information security economics: cyber security threats.
International Conference on Business Excellence. Fabiz, Academia de Studii Economice
Bucuresti, 24-25 martie.

https://bizexcellence.ro/icbe-conference/past-conferences/

Hojda, M.H., (2022), Big Data's economic impact for policy making: the way forward?
International Conference on Innovational Challenges in Economics, Business and Applied
Psychology (CEBAP), May, 7 — 8.

https://issr-education.com/past-conferences/

27


https://univcb.ro/storage/app/media/uploaded-files/brosura-conferinta-AFISC2024_ultvar.pdf
https://univcb.ro/storage/app/media/uploaded-files/brosura-conferinta-AFISC2024_ultvar.pdf
https://bizexcellence.ro/icbe-conference/past-conferences/
https://issr-education.com/past-conferences/

MINISTRY OF EDUCATION
‘ ‘ — “VALAHIA” UNIVERSITY FROM TARGOVISTE

s e I0SUD - DOCTORAL SCHOOL OF ECONOMIC SCIENCES AND HUMANITIES
FUNDAMENTAL FIELD ECONOMIC SCIENCES
FIELD MANAGEMENT

1992

PhD THESIS SUMMARY

»RISK MANAGEMENT OF INFORMATION IN CYBERSECURITY
PROJECTS WITHIN CRITICAL INFRASTRUCTURES”

SCIENTIFIC SUPERVISOR,
Prof. Mihai MIEILA, PhD

PhD CANDIDATE,
Mihaela Hortensia HOJDA

TARGOVISTE
2024

28



6. CONTENTS OF THE DOCTORAL THESIS

“Risk management of information in cybersecurity projects within critical infrastructures”

Part | — The Current State of Knowledge in the Field of Information Risk Management

within Critical Infrastructures
e Chapter 1: Current State of Knowledge in Cybersecurity Project Management
e Chapter 2: Information Security Management in Critical Infrastructures

e Chapter 3: Epistemological, Methodological, and Ontological Framework of the

Scientific Approach

Part Il — Strategies and Practices in the Field of Information Risk Management within

Critical Infrastructures
e Chapter 4: Approach to Cybersecurity of Critical Infrastructures

e Chapter 5: Best Practices Guide for Improving Effectiveness in Information Risk

Management for Cybersecurity Projects within Critical Infrastructures
Conclusions, Personal Contributions and Future Research Directions
Abstract Of The Doctoral Thesis
Bibliography

Appendix

29



7. KEYWORDS

The doctoral thesis “Risk management of information in cybersecurity projects within
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8. SUMMARY

Importance, Relevance, and Novelty of the Topic

Importance of the Subject The significance of managing critical infrastructure and
safeguarding cybersecurity projects is one of the most complex tasks, especially in the current
context of global challenges and risks. Building resilience and adaptability exemplifies leadership
and the creation of best practices, action guidelines, and maintaining a working climate of
continuity in the normal functioning of society (i.e., going concern).

Many critical infrastructures still operate on outdated systems that may lack the robust
security features of modern technologies. These systems, which are now obsolete, were often
designed without considering contemporary cybersecurity threats, making them susceptible to
exploitation. Balancing the need for system modernization with the operational requirements of
critical services poses a significant challenge. Upgrading legacy systems is not a straightforward
task, as it requires careful planning, substantial financial investments, and may necessitate
temporary interruptions of essential services.

Critical infrastructures often rely on interconnected systems, creating a complex web of
dependencies. Managing cybersecurity risks becomes challenging due to the interplay between
different components and the potential cascading effects of a security breach. The rapid evolution
of cyber threats presents significant challenges to the integrity and resilience of critical
infrastructures, encompassing sectors such as energy, transportation, healthcare, and finance.

Relevance of the Topic

The relevance of the theme is recurring, given that the activities of organizations engaged
in the field of critical infrastructures must align with global and regional dynamics that may impact
the risk landscape. For example, changes in international relations or the emergence of new cyber
threats could pose significant risks to information security. Compliance with evolving regulations
and standards also falls within the scope. Organizations' management must adapt their risk
management practices to comply with changing legal regulations.

It is estimated that the number of cyber threats was approximately one billion in 2020, a

level expected to rise in the coming years. Cybersecurity companies anticipate that attacks will
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become increasingly sophisticated, with devastating consequences for individual activities and
companies. Understanding the current trends in cyber threat manifestations allows organizations
to organize the technical and organizational measures necessary to protect information.

The number of over 20 billion connected smart devices represents a significant incentive
for attackers to identify new vulnerable gadgets. In the absence of minimum standards imposed on
manufacturers—particularly concerning security updates, data collection and processing policies,
and remediation of issues arising during use—hackers and crackers will continue to exploit
vulnerabilities, whether new or previously identified, to develop increasingly larger networks of
smart devices. These networks could be used to attack infrastructures, especially critical industrial
infrastructures.

In the USA, the average cost per cyber incident for critical infrastructure or beyond is
approximately $10 million, and it is estimated that by 2025, costs will accumulate to $10 billion,
according to a study conducted by the University of Tulsa in Oklahoma. The development of
deepfake technologies for cybercrime will generate new opportunities for attacks for criminals.
Voice calls based on real people's voices are used in scams meant to trick employees into
transferring money to the attackers' accounts, as has already happened. Unfortunately, good payers
will be the most affected.

Critical infrastructures represent attractive targets for malicious actors, including terrorists
and hostile states, who may attempt to compromise them to create chaos and instability. Protecting
these infrastructures is, therefore, essential for maintaining a nation’s security and stability.

Novelty of the Approach

The review of the specialized literature shows that, until now, the approach to critical
infrastructure and its associated risks presented a major technical perspective. This work
contributes to a new understanding of the information risk management of cybersecurity projects
within critical infrastructures. The novelty lies in the perspective of protecting critical
infrastructure, which the author of this thesis does not consider merely a technical matter but also
a strategic and ethical responsibility. Ensuring the continuity and security of these essential
infrastructures requires the commitment and cooperation of all involved parties—from
governments and the private sector to communities and citizens. Investments in technology,
education, and public policies are crucial for building a safer and more resilient society. In an era

of rapidly evolving threats and increasing complexity of interdependencies, addressing the
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protection of critical infrastructures presents an ongoing challenge that must be managed with
seriousness and innovation. Only through a proactive and coordinated approach can we ensure the
protection of these vital resources, thereby guaranteeing the security and prosperity of the
information society and society in general.

Managing cybersecurity is not just a technical issue but a strategic priority for protecting
essential services. Investments in security, collaboration between sectors, and educating the public
are essential for building a safer and more resilient society. Without an integrated and
comprehensive approach to cybersecurity, the risks to critical infrastructures will continue to grow,
threatening not only the efficient operation of essential services but also the overall well-being of
citizens.

Thus, prioritizing cybersecurity becomes not only a responsibility of the leadership of the
organizations operating these services but also a collective necessity in the face of global
challenges. Through collaboration, education, and innovation, we can ensure that essential services
remain available and secure, contributing to a more stable and prosperous future for all. It is crucial
to understand that, in the digital age, cybersecurity is not optional but an imperative of
contemporary society.

The perspective of the approach is one of continuous improvement, with case studies and
real-world examples discussed highlighting the dynamic and evolving nature of cybersecurity
challenges, emphasizing the need for ongoing enhancement and adaptation. By remaining
informed about emerging threats, collaborating with the cybersecurity community, and taking a
proactive stance, individuals working in organizations can effectively navigate the complex terrain
of information risks within critical infrastructures.

In an ever-changing cybersecurity context, the commitment to continuous improvement
and adaptive strategies will be essential for ensuring the resilience of critical infrastructures against
evolving cyber threats. Organizations should prioritize proactive risk management strategies, such
as privacy from the design stage, responsible disclosure of vulnerabilities, and a risk-based
approach to resource allocation, to enhance their overall cybersecurity resilience.

Recommendations for future improvements in information risk management include
encouraging cross-functional collaboration, particularly between IT, security, legal, and other
relevant departments. Collaborative efforts ensure a holistic approach to resource allocation and

risk mitigation.
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Therefore, one of the key elements on which my doctoral thesis relies is the role of
leadership in preventing issues and implementing 1SO standards to supplement legislation for a

more robust approach.

Challenges, Threats, Opportunities, and Solutions

Understanding the dynamic nature of cyber threats is essential for anticipating and
mitigating potential risks to critical infrastructures. Within the context of critical infrastructures,
the scope includes the security of IT systems and considerations related to the human element,
such as employee training, awareness, and adherence to security policies. Perception and
addressing vulnerabilities in business processes constitute integral components of information risk
management, as these processes often involve managing sensitive information that may be
susceptible to risks arising from internal or external sources.

External factors contributing to the scope of information risk management include
geopolitical events, economic conditions, and regulatory changes.

Implementing a risk-based approach to compliance is not a one-time effort but a continuous
process that evolves alongside the dynamic nature of cyber threats. Periodic reassessment of risks
and compliance strategies is essential to ensure organizations' resilience to emerging threats and
changes in the regulatory landscape.

Continuous improvement mechanisms, such as periodic reviews and updates of risk
assessments, enable organizations to adapt their compliance strategies to the evolving threat
landscape, thereby maintaining proactive and effective defense against potential cyber threats.
Compliance is an ongoing process that requires constant monitoring to highlight the benefits of
implementing robust monitoring systems, facilitating timely detection of deviations and enabling
timely corrective actions.

Continuous monitoring is a cornerstone of effective compliance strategies for critical
infrastructures. Implementing robust monitoring systems enables organizations to maintain real-
time visibility over their cybersecurity posture, ensuring consistent adherence to regulatory
requirements.

To ensure that international standards are effective within critical infrastructures,

organizations must adapt their implementation to the specificities of each sector. While
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international standards are fundamental, adaptation is crucial to address the unigque requirements
and challenges of various critical infrastructure sectors.

Various threat modeling methodologies are available, each tailored to different
organizational needs and scenarios. Common methodologies include STRIDE (Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege) and
DREAD (Damage, Reproducibility, Exploitability, Affected Users, Discoverability). These
methodologies provide structured frameworks for identifying and assessing threats based on
various parameters, assisting organizations in systematically evaluating potential risks.

Another important aspect is education. In a 2021 blog post, Google’s Global Affairs
President and Legal Director Kent Walker stated that there is a commitment of $10 billion over
the next five years to enhance cybersecurity, including through expanding programs, ensuring
software supply, and improving open-source security across the board. In addition to this measure,
Google has also launched a user education program focused on data analysis, which over 100,000
Americans have successfully completed. This educational tool from Google can prove helpful,
provided individuals are genuinely interested in accessing it, particularly for reading research
papers published by Google on computer security, abuse, etc., as the company has established a
threat analysis group. Recommendations for future improvements include:

e Periodic Training and Skill Development: Invest in ongoing training programs for
cybersecurity professionals to ensure they stay updated with the latest threats and
technologies.

o Integration of Al and Automation: Explore the integration of artificial intelligence (Al)
and automation to enhance threat detection, response times, and overall cybersecurity
effectiveness.

e Collaborative Research and Development: Engage in collaborative research and
development initiatives with industry peers, research institutions, and government agencies
to remain at the forefront of cybersecurity innovation.

« Participation in Information Sharing Initiatives: Engage in information-sharing
initiatives, joint exercises, and collaborative forums to address collective cybersecurity

challenges.
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The user represents the first line of defense against cyber threats, often being the first to
identify dangers and, when necessary, report these issues to the organization's IT lead. The user's
ability to prevent significant harm, both to themselves and the organization, is essential.

Thus, to enhance an organization's cybersecurity, the following aspects are important:

o Formulating a vision and principles that underlie an information security policy.

« Implementing this policy organization-wide and clearly defining roles and responsibilities.

o Cultivating an organizational culture and appropriate attitudes through the consistent
application of information security principles.

Risk assessment can be conducted through either quantitative or qualitative methods.
Quantitative tools include Monte Carlo analysis, simulations, PERT (Project Evaluation and
Review Technique), Failure Modes and Effects Analysis (FMEA), and probabilistic safety
assessments (PSA). However, in practice, projects often have insufficient data for a detailed

quantitative risk analysis.

PROBLEMATIC AND HYPOTHESES

General Objective

The general objective of the thesis is influenced by Francis Bacon's thinking, who posited
that genuine knowledge must be founded on empirical observations of the real world. Based on
this premise, Bacon emphasized that acquiring knowledge must be an empirical activity.
Practically, the work aims not only to identify alternative cybersecurity solutions related to
information risk within critical infrastructures but also to assist management in choosing the most
appropriate solution using innovative selection methods.

The general objectives of the thesis are to open a new approach and research space by
analyzing the non-technical and non-bureaucratic elements within critical infrastructure by
introducing management, ethics, and strategy as foundational pillars in the analysis and response
to situations related to the management of information risks in critical infrastructure.

The work seeks to capture the rapid transformations in the economic and technological
environment and how these exert considerable pressure on traditional organizational structures,
often bureaucratic and resistant to changes in the external environment.

Studying project management becomes crucial for modern organizations, whether they are

corporations or public institutions, as they are involved in implementing innovations such as
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developing new products and services, conducting construction projects, and applying new
processes. Research in management as a science has revealed the emergence of new global trends
in recent decades.

The objective of the scientific activities undertaken during the documentation phase, as
well as during the conceptualization and writing stage of the thesis, has been to identify and
develop a new perspective on ensuring national security. This approach aims to create logical,
interdependent connections and relationships between concepts such as organization, information
management, cyberspace, supranationalism/realism, diplomacy, cybersecurity culture, and

national security.

Specific Objectives
The specific objectives of the thesis derive from the general objectives and are:

« Understanding the reasons why a certain technology has been successfully implemented in
one organization but failed in another may vary significantly depending on the theoretical
perspective adopted.

o Elaborating these best practices encourages organization members to adopt a proactive
mindset and develop innovative solutions that ensure critical infrastructures remain
functional and resilient against an increasingly diverse range of cyber threats.

e Harmonizing technical standards and implementing them in parallel with the legislation of
states for managing information risks.

e Analysis of the evolution of risk management in critical infrastructure, as well as how

bureaucracy is adapting to enhance resilience and align with international best practices

Research Questions and Hypotheses

e How are best practices decided and how is knowledge adapted within security
management?

o To what extent is security management affected by technical knowledge and can a lack of
it be compensated for by excellence in management?

e How quickly does management adapt to change and what determines changes in best

practices?
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o What are the key modern trends in information risk management for cybersecurity projects
within critical infrastructures and how do they align with international best practice
models?

e How do different critical infrastructures differ in their approach to information risk
management in cybersecurity projects and what are the implications for international best
practice models?

« What are the main challenges and obstacles organizations face in implementing
international best practice models for information risk management in cybersecurity
projects within critical infrastructures?

e« How do emerging technologies influence information risk management practices in
cybersecurity projects within critical infrastructures and what adaptations are necessary in
international best practice models?

e What are the potential strategies and recommendations for improving the effectiveness of
information risk management in cybersecurity projects within critical infrastructures, based
on a comprehensive analysis of modern trends and international best practice models?
There is consistent evidence supporting the hypothesis that adopting proactive threat

intelligence and threat hunting approaches is more effective in mitigating cyber risks in critical
infrastructures compared to traditional reactive strategies. This increased effectiveness stems from
the ability to prevent, detect, and rapidly respond to emerging threats.

Numerous case studies and research demonstrate that implementing the ISO/IEC 27001
standard leads to a significant improvement in information security by reducing incidents and
enhancing the efficiency of responses to security events. ISO/IEC 27001 certification provides
credibility to organizations, assuring clients and partners of the existence of adequate information
protection measures. Additionally, adopting this standard mandates a systematic risk analysis and
the development of response policies and procedures.

Regarding emerging technologies such as Al and machine learning, these have begun to
improve the management of cyber risks. These technologies enable the rapid identification of
patterns and anomalies and automate responses; however, implementation challenges, including
high costs and the need for specialized personnel, limit widespread integration. The impact of these
technologies is still being assessed, and ethical concerns regarding trust in automated decisions

persist.
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The importance of organizational culture is emphasized as crucial for the success of risk
management initiatives. A culture that promotes security awareness and encourages proactive
behaviors contributes to the effectiveness of implementing security measures. Leadership plays a
vital role in shaping and maintaining this culture, and investments in employee training translate
into more effective outcomes.

Moreover, the text analyzes the impact of geopolitical factors and the role of government
regulations, highlighting how external influences can dictate risk management strategies.
Collaboration between organizations and government agencies is essential for preventing attacks,
facilitating the rapid sharing of threat information. In conclusion, proactive approaches, such as
threat intelligence and threat hunting, prove to be more effective in managing cyber risks compared

to reactive methods, having the capacity to prevent and respond swiftly to emerging threats.

STRUCTURE OF THE DOCTORAL THESIS

Thesis Structure

The structure of the paper is designed to present, in a gradual manner but also in parallel,
the developments of management systems and cybersecurity, as follows:

Chapter | emphasizes the need for adaptability and continuous innovation in project
management approaches, especially in areas heavily influenced by technology, such as
cybersecurity, as well as the need for high-level communication. Rapid developments and the
complexity of project environments necessitate a methodical approach to planning, execution, and
control, which includes a combination of technical expertise and strong interpersonal skills
essential for effectively managing teams in an interconnected and dynamic world.

Chapter Il highlights current trends in information security, noting that the number of cyber
threats continues to grow, with attacks becoming increasingly sophisticated. The use of artificial
intelligence algorithms and social engineering techniques presents significant challenges for
information security, necessitating the adoption of innovative technical and organizational
measures. A key component of this chapter is the utilization of ISO/IEC 27 standards, which
provide a reference framework for developing and implementing information security
management systems (ISMS). Adopting these standards allows organizations to effectively protect
financial information, intellectual property, and personal data, ensuring operational continuity and

SUCCESS.
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Chapter Il demonstrates the importance of a well-founded research methodology to
provide a significant contribution to the field of cybersecurity. The integration of qualitative
methods and critical realism has proven suitable for documenting and understanding the complex
and dynamic phenomena characteristic of this field, while ensuring a theoretical and practical
alignment that will guide future research. The utilization of structured questionnaires, alongside
the analysis of primary and secondary data, has yielded complex results demonstrating the
scientific rigor and practical relevance of the research. The GandCrab case study served as a focal
point for applying theory in practice, highlighting the importance of an integrated and
multidimensional approach to understanding and managing cybersecurity risks.

Chapter 1V analyzes the impact of the GandCrab ransomware on critical infrastructures,
highlighting its operating methods and cyber implications. GandCrab, an extremely sophisticated
ransomware, has been active since 2018, using advanced encryption techniques to lock users'
access to data, demanding ransom payments in Bitcoin. The presented case study focuses on a
specific attack on an accounting firm in the United States, where an employee opened an infected
email, leading to the rapid encryption of essential files. The company, with minimal security
measures, was forced to pay a significant ransom to recover the data, affecting both internal
operations and its external reputation. The lessons learned underline the importance of proactive
cybersecurity measures, including employee education and regular backups.

The chapter also addresses how the cybersecurity community has adapted to emerging
threats, promoting measures such as proper software patch management, multifactor
authentication, and cybersecurity training. The section regarding the integration of C4ISR and
SIIMA approaches highlights the importance of an integrated information system for managing
information flows and security in critical organizations. Fundamental concepts of cybersecurity—
confidentiality, integrity, availability, authentication, and access control—are examined along
with how they should be implemented to protect essential data.

Chapter V discusses the management of information risks within critical infrastructures,
emphasizing the importance of a systematic approach to identifying, assessing, and prioritizing
risks. Establishing a comprehensive risk management framework following NIST guidelines is
essential, including steps such as classifying information systems, selecting and implementing

security controls, assessing their effectiveness, and continuously monitoring security levels.
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Periodic risk assessments are crucial for maintaining an updated understanding of threats and
vulnerabilities within critical infrastructures.

Additionally, the section discusses the importance of continuous training and employee
education in fostering a cybersecurity culture. It is recommended to use threat modeling techniques
such as STRIDE and DREAD to identify and assess specific risks and to implement an incident
response plan that includes clear communication procedures and well-defined roles.

Collaboration between the public and private sectors, through partnerships and information
sharing platforms, is vital for enhancing cybersecurity. Transparent communication and
information sharing help improve risk response capabilities, making it essential to establish the
necessary legal frameworks and protocols for effective information exchange.

Within Chapter V, | explored the importance of managing information risks in the
cybersecurity of critical infrastructures. It addresses the effectiveness of these risks through a
systematic approach involving the identification, assessment, and prioritization of associated risks.
A comprehensive risk management framework is essential for ensuring robust security throughout
the entire lifecycle of cybersecurity projects. Standardized methods such as NIST’s RMF offer a
structured process for this type of management.

GENERAL CONCLUSIONS

The thesis concludes by emphasizing personal and organizational responsibility in
adopting a proactive security mindset. In an interconnected world, every entity—whether
governmental, corporate, or individual—plays a role in maintaining a robust and resilient
cybersecurity infrastructure. In light of the analyses and conclusions drawn, a holistic risk
management model is proposed that should be applied not only to address current issues but also
to prepare for the future against unforeseen threats. This model should be adopted with the
necessary flexibility to adapt to rapid changes in the global cyber landscape. Thus, the thesis serves
as a comprehensive guide and a call to action for all those involved in protecting critical
infrastructures against the cybersecurity challenges of the 21st century.

The general conclusion reiterates the necessity for the continuous implementation and
adaptation of cybersecurity solutions within critical infrastructures. By effectively utilizing the
proposed methodologies, combined with a strong commitment from all involved actors, it is
possible to ensure not only organizational stability but also national security—a vital objective in

today’s interconnected world.
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To effectively protect critical infrastructures against cyber threats, organization members
must adopt prompt strategies and engage in an ongoing process of evaluation, adaptation, and
improvement of security. Only through a coherent and integrated approach will they be able to
navigate the increasingly complex landscape of cyber risks and provide adequate protection for
their critical data and systems.

Robust risk management practices must include prevention, detection, and response
measures for ransomware incidents, such as conducting regular data backups, employee training,
and incident response plans tailored to the resilience of critical infrastructure. Harmonizing
international standards and implementing them will provide a consistent and globally recognized
framework for managing informational risks, supplementing national laws and existing loopholes
through legislative interpretation.

SCIENTIFIC CONTRIBUTIONS OF THE DOCTORAL THESIS - RESEARCH
PERSPECTIVES

- Building a current literature review and presenting existing theories and results obtained
by other researchers from a critical perspective, identifying research niches.

- Presenting qualitative, quantitative, and mixed methodology perspectives within research
variants, as well as inductive and deductive reasoning, offering a broad range of methodological
and philosophical perspectives for the chosen theme.

- Contributing to a global understanding of information risk management in the context of
critical infrastructures.

- Presenting practical perspectives and action strategies to improve the effectiveness of
cybersecurity projects.

- Informing organizations to establish a robust cybersecurity framework that aligns with
regulatory requirements and standards.

- Promoting a culture of collaboration, awareness, and continuous improvement in the

cybersecurity of critical infrastructures.
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PERSONAL CONTRIBUTIONS

Personal contributions are what add value to a doctoral thesis, both in terms of academic
research and in improving practices in the professional world, with tested results coming from an
independent perspective. The personal contribution boils down to the researcher’s choice
regarding the methodology and perspective of the research. Specifically, the novelty lies in the
chosen case study of GandCrab and 1SO 27001 and the departure from the already researched
technical aspect from this evident angle.

As a personal contribution, | aimed to take a new approach to protecting critical
infrastructure—not only as a technical matter but also as a strategic and ethical responsibility,
where not only experts are responsible, but also users, who must become responsible and educated
in recognizing and addressing risks. Thus, | considered developing a vision and principles that
underpin an information security policy by cultivating an organizational culture and appropriate

attitudes within society, not only in specialized environments.

POSSIBLE ERRORS AND LIMITATIONS OF THE STUDY

As digital transformation accelerates, case studies and the proposals made may become
outdated in terms of the solutions proposed. The future of many organizations is closely linked to
their ability to harness the potential of Information Technology, as well as good managerial and
leadership practices that are continually evolving. Both practices must keep pace with the dynamic
market activity, and the market must respond positively to public management and the needs of
the private sector. Analysis errors may arise from the researcher's observations and their objective
and neutral stance on the subject, as well as from the limitation of knowledge at the time of
research. By presenting a wide methodological palette and the existing advantages and
disadvantages, such as the limitation of generalization possibilities and analysis and attribution
errors, can occur. However, the scientific approach of an academic work and professional ethics
limit bias or the presentation of data unrealistically. Future research perspectives we consider
include:

- Building an up-to-date literature review and presenting existing theories and results
obtained by other researchers in a structured framework from a critical perspective, identifying

research niches.
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- Presenting qualitative, quantitative, and mixed methodology perspectives within research
options, as well as inductive and deductive logic in argumentation and a broad spectrum of
methodological and philosophical perspectives for the chosen topic, providing a comprehensive
view of existing research options.

- Contributing to a global understanding of information risk management in the context of
critical infrastructures.

- Presenting practical perspectives and action strategies to improve the effectiveness of
cybersecurity projects.

- Informing organizations to establish a robust cybersecurity framework aligned with
regulatory requirements and standards.

- Promoting a culture of collaboration, awareness, and continuous improvement in the

cybersecurity of critical infrastructures.
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