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3. SINTEZA LUCRARII

Digitalizarea transformd rapid peisajul de management al serviciilor IT, permitand
companiilor sa imbunatateasca eficienta, agilitatea si satisfactia clientilor. Cu toate acestea,
adaptarea la acest nou peisaj necesitd investitii semnificative in noi competente, instrumente si
tehnologii. Urmand cele mai bune practici si investind in formare si dezvoltare, companiile pot
implementa cu succes un management al serviciilor IT si pot rdiméane in fruntea concurentei.

Managementul serviciilor IT 1n contextul digitalizarii ofera mai multe beneficii
intreprinderilor, inclusiv eficientd Tmbunatatita, agilitate sporitd si satisfactie sporitd a clientilor.
Prin automatizarea sarcinilor de rutind, companiile pot reduce timpul si efortul necesar pentru
gestionarea serviciilor IT, eliberand personalul pentru a se concentra pe sarcini mai complexe.
Astfel, instrumentele digitale privind managementul serviciilor IT oferd informatii in timp real
asupra performantei serviciilor, permitdnd companiilor sa identifice si sa rezolve rapid problemele.

Tehnologiile digitale ar face cererile clientilor mai transparente si le-ar permite sa fie
prognozate mai precis pe baza evolutiilor pietei. Gestionarea proceselor de productie devine tot mai
ugoard si poate fi din ce In ce mai automatizatd prin utilizarea inteligentei artificiale. Reteaua
progresiva a lantului valoric inseamna ca lanturile de aprovizionare pot fi mai bine sincronizate,
duratele de productie reduse si ciclurile de inovare accelerate, ceea ce duce la schimbari in lanturile
valorice . In competitia globald, comunicarea interconectati, colaborarea mai rapidd in cadrul si
intre companii, ciclurile scurte de produse, dimensiunile mici ale loturilor si productia cat mai
individualizata posibil, devin din ce in ce mai importante. Prin transformarea digitala, atat procesele
de afaceri orizontale, cat si cele verticale din lantul valoric pot fi externalizate sau transformate in
noi procese de afaceri.

Un domeniu in care automatizarea este deosebit de utila este gestionarea incidentelor. Prin
automatizarea proceselor de gestionare a incidentelor, companiile pot identifica si rezolva rapid
problemele, reducand timpul de nefunctionare si imbunititind calitatea serviciilor. In plus,
automatizarea poate imbunatati gestionarea schimbarilor, oferind informatii in timp real asupra
impactului schimbarilor, permitand companiilor si ia decizii informate. In cele din urmai, acesta
poate Tmbunatati satisfactia clientilor oferind timpi de rdspuns mai rapid, o mai mare transparenta si
servicii mai personalizate.

Pe de alta parte, conducerea IT joaca un rol critic in planificarea strategica IT. Liderii IT

sunt responsabili pentru dezvoltarea si implementarea planului strategic IT si pentru a se asigura ca



acesta se aliniazd cu obiectivele de afaceri. Acestia trebuie sa fie la curent cu cele mai recente
tendinte si inovatii tehnologice si sd acorde prioritate securitatii cibernetice si confidentialitatii
datelor. In cele din urma, ei trebuie si ofere angajatilor lor instruire si sprijin adecvat pentru a se
asigura ca planul strategic IT este implementat eficient.

Serviciile IT continua si cstige importanta. Intretinerea preventiva ar fi un alt factor de
valoare in industrie, in care apar noi modele de afaceri prin schimbul inteligent de date si analiza
datelor. Evaluarea datelor senzorilor in timp real ar permite efectuarea unor predictii precise cu
privire la timpul optim de intretinere si, astfel, evitarea situatiilor de eroare.

Prin urmare, managementul serviciilor IT si planificarea strategicad sunt esentiale pentru
succesul afacerii in era digitald. Aliniindu-si strategia tehnologica cu obiectivele lor de afaceri,
ramanand la curent cu cele mai recente tendinte si inovatii tehnologice si acordand prioritate
securitdtii cibernetice si confidentialitatii datelor, companiile pot rdimane competitive si pot oferi
clientilor lor produse si servicii mai bune. Pe masurd ce tehnologia continud sa avanseze, rolul
managementului IT si al planificarii strategice va deveni si mai important pentru companii. Urmand
cele mai bune practici si Invatand din studii de caz de succes, companiile se pot asigura ca raman
relevante si de succes 1n contextul digitalizarii.

Exista cativa jucatori cheie in spatiul digital privind managementul serviciilor IT, inclusiv
ServiceNow, BMC Software si Cherwell Software. Aceste companii oferd o gama larga de
instrumente si servicii digitale, inclusiv managementul incidentelor, managementul schimbarilor si
managementul catalogului de servicii. Unele dintre acestea oferd solutii inovatoare care folosesc
tehnologii avansate, cum ar fi inteligenta artificiald si automatizare, pentru a Tmbunatéti furnizarea
de servicii IT.

Teza de doctorat ,,Efectele digitalizarii asupra managementul serviciilor IT in contextul
economic actual” extinde activitatea de cercetare existenta pe tema privind investigarea impactului
digitalizarii asupra managementului serviciilor IT. Revolutia digitala omniprezentd a modificat
semnificativ peisajul managementului serviciilor IT. In prezent, digitalizarea serviciilor se dezvolta
rapid. Consumatorii opteazd din ce In ce mai mult pentru servicii online, ceea ce Tnseamna ca
firmele trebuie sd se adapteze si sd ofere o experientd de utilizare mai bund si mai eficienta.
Concomitent, odatd cu cresterea tehnologiilor digitale, companiile pot acum colecta, stoca si analiza
cantitdti mari de date, permitdndu-le sd ia decizii mai informate si sd obtind un avantaj competitiv.
Acest lucru poate fi realizat prin utilizarea instrumentelor si tehnologiilor adecvate si solutii de
securitate cibernetica. In plus, managementul serviciilor IT trebuie sa ia in considerare si aspectele

definitorii ale digitalizarii, cum ar fi definitia, continutul si destinatia initiativelor de afaceri. Cu



toate acestea, acest lucru a creat si noi provocari, deoarece intreprinderile trebuie s navigheze acum
intr-un peisaj tehnologic din ce in ce mai complex si in evolutie rapida.

In acest context, planificarea strategici a devenit mai importanti ca niciodati. Afacerile
trebuie sa fie capabile sa identifice si sd valorifice oportunitatile prezentate de noile tehnologii,
atenuand totodatd riscurile asociate cu adoptarea acestora. Acest lucru presupune o intelegere
profunda a peisajului digital, precum si capacitatea de a alinia initiativele tehnologice cu obiectivele
de afaceri mai largi.

Contextul cercetarii stiintifice

Din punct de vedere tematic, cercetarea este derulata in domeniul managementului riscului
IT, dar abordarea problemelor identificate are un caracter interdisciplinar deoarece digitalizarea are
efecte grave asupra modului 1n care se desfasoara afacerile, iar acest lucru afecteaza in mod direct
serviciile IT ca practicdi de management. In plus, gestionarea securititii IT si a continuitatii
activitatii ar trebui, pe de o parte, sd faca fatd in mod pro activ riscurilor potentiale de securitate IT,
mentinand probabilitatea aparitiei acestora cat mai redusa posibil si, pe de alta parte, sa se asigure
ca activitatile de afaceri pot continua in caz de daune. Accentul pus pe protectia si securitatea
datelor, precum si analizele de esec si dependentd nu vor mai fi suficiente.

Lucrarea isi propune sd prezinte managementul serviciilor IT ca o consecintd a
managementului strategic in era digitala. In principiu, cerinta pentru servicii IT orientate spre viitor,
este sa traduca procesele de business derivate din strategia corporativa intr-o strategie IT adecvata .
De prea multe ori, serviciile IT determina cursul proceselor de afaceri prin specificatiile sale tehnice,
in loc si implementeze ceea ce are nevoie compania ca furnizor intern de servicii. Intrucat o
companie de succes isi imbunititeste constant procesele, este nevoie de suport IT flexibil. In mod
ideal, strategia IT este derivata din strategia corporativa, iar afacerea este motorul si proiectantul
serviciilor IT.

In egald masura, o evaluare calitativa privind furnizarea de servicii IT este un parametru
important care determina competenta unui potential furnizor. In acest context, perceptia calititii de
catre client este deosebit de importanta, ceea ce inseamnd cd evaluarea subiectiva a unei potentiale
capacititi de rezolvare a problemelor de catre furnizorul de servicii IT este vitald. Datorita
multitudinii de componente imateriale ale serviciilor IT, un client se confrunta de obicei cu un risc
mai distinct al cumparatorilor, asa cum ar fi experimentat daca serviciul ar consta in principal din
componente materiale.

Obiectivele cercetarii stiintifice

In abordarea stiintifici actuald, scopul fundamental este aprofundarea si dezvoltarea
problematicii privind impactul digitalizarii asupra managementului serviciilor IT. Totodata, au fost
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efectuate cercetari pentru identificarea elementelor si instrumentelor utilizate in managementul
riscului IT in companiile digitale.

Acest obiectiv fundamental este construit In raport cu obiectivele operationale care sunt
abordate dupa cum urmeaza:

> In primul rdnd, prezentarea caracteristicile digitalizarii si proprietitile care ar putea fi
relevante pentru gestionarea serviciilor IT;

> In al doilea rdnd, analiza valorificarii puterii inovatoare a serviciilor IT pentru dezvoltarea
afacerii in era digitalizarii;

> In al treilea rdnd, prezentarea unui model de guvernanta IT privind utilizarea aplicatiilor si a
echipamentelor IT care nu sunt aprobate de catre departamentul IT al organizatiei.

Ipotezele cercetarii stiintifice

Pornind de la aspectele prezentate, in vederea atingerii scopurilor si obiectivelor asteptate, se
propun patru ipoteze de cercetare::

Ipoteza nr. 1: Identificarea tipurilor de abordari privind caracteristicile digitalizarii si
proprietatile care ar putea fi relevante pentru gestionarea serviciilor IT.

Ipoteza nr. 2: Identificarea corelatiilor dintre integrarea verticala in furnizarea de servicii IT
si beneficiile la introducerea modelelor de guvernare IT.

Ipoteza nr. 3: Implementarea cerintele pentru ca o companie sa adopte modelul de
guvernanta IT.

Ipoteza nr. 4: Determinarea impactul digitalizarii asupra managementului serviciilor IT in
contextul automatizarii proceselor de afaceri.

incadrarea epistemologici a cercetirii

Scopul partii empirice a lucrdrii este de a examina efectele utilizarii aplicatiilor si a
echipamentelor IT care nu sunt aprobate de catre departamentul IT al organizatiei in contextul
economic actual si dezvoltarea unor prototipuri pentru un concept de implementare holistica a
politicilor si strategiilor de securitate si IT.

Pentru a asigura succesul planificarii strategice IT, companiile ar trebui sa urmeze cele mai
bune practici. In primul rand, intreprinderile ar trebui si implice toate partile interesate in procesul
de planificare pentru a se asigura ci toati lumea este aliniati cu strategia. In al doilea rand,
companiile ar trebui sa isi prioritizeze obiectivele, asigurandu-se cd acestea sunt specifice,
misurabile, realizabile, relevante si limitate in timp (SMART). In al treilea rand, companiile ar
trebui sa 1si revizuiasca si sd actualizeze Tn mod regulat planul strategic IT pentru a se asigura ca

acesta ramane relevant si eficient.



Chiar daca serviciul este stabil, asta nu este suficient pentru a lucra la strategia de afaceri.
Acest lucru are sens doar daca se poate astepta o contributie din partea serviciilor IT. Acest lucru se
intampld atunci cand existd un grad ridicat de intelegere a afacerilor din partea conducerii
companiei. Prin urmare, managementul serviciilor IT trebuie sa stie ce eficientd are propria
companie, cine sunt concurentii si cum sunt pozitionati. Aceste cunostinte sunt disponibile intr-0
anumitd masurd, dar trebuie mentinute si, in cele din urma, utilizate pentru a dezvolta serviciile IT
in cel mai bun mod posibil pentru dezvoltarea afacerii. Aici se intalnesc ,,afacerile” si ,,tehnologia”.
Serviciile IT pot contribui la dezvoltarea in continuare a companiei cu idei inteligente si, astfel,
poate oferi o propunere de valoare adaugata.

Astfel, daca analizam serviciile IT din perspectiva viziunii bazate pe resurse, avantajele
strategice competitive sunt distincte, adica acestea reprezintd resurse speciale . Cu cat stadiul
evolutiv al unei resurse distinctive este mai mare, cu atat este mai larga flexibilitatea care poate fi
derivatd din resursa distinctiva, in ceea ce priveste optiunile de pozitionare strategici. In urma
conceptiei unui avantaj competitiv strategic bazat pe resurse, acest avantaj urmeaza sa fie pozitionat
pe pietele luate in considerare cu ajutorul unei pozitionari strategice competitive. Ca urmare, trebuie
remarcat, de asemenea, ca fiecare companie are resurse distincte, indiferent daca este constientd de
acest lucru, cunoaste care sunt resursele distinctive sau daca societatea In cauza utilizeaza aceste
resurse distinctive in conformitate cu abordarea viziunii bazate pe resurse.

Demersul metodologic

Metodologia cercetdrii serveste drept coloand vertebralda a oricdrei investigatii stiintifice.
Abordarea noastrad stiintificd a presupus combinarea a doud metode cheie de cercetare, si anume
cercetarea calitativa si cantitativda, ceea ce ne-a permis sa analizim problema dintr-o perspectiva
conceptual-aplicativa.

Acest proiect de cercetare urmareste sa evalueze cuprinzdtor starea actuald a cunostintelor
in domeniu prin analiza celor mai pertinente articole si publicatii academice atat la nivel national,
cat si international, utilizdnd atat metode de cercetare cantitativa, cat si calitativd. Obiectivul final
este de a stabili un cadru solid pentru conceptele teoretice.

Consideram ca inovatia in afaceri bazata pe servicii IT poate fi o contributie cheie la crearea
substantiald de valoare 1n afaceri. Pentru companiile care sunt cu adevarat interesate s promoveze
adevarata inovatie prin servicii IT, a fost explicat in acest articol unde pot fi cdutate oportunitati
strategice care sa ajute la gasirea de solutii diferentiate si durabile intr-un mediu de piata competitiv.

In acelasi timp, liderii de afaceri, solicitd mai multd inovatie prin serviciile IT ceea ce
determind mijloace diferite fatd de metodele conventionale de management pe care le pot oferi
pentru atingerea unor astfel de obiective. Mai degraba, companiile trebuie sa adopte metode si
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tehnici care sunt mai apropiate de cele folosite pentru a dezvolta orice inovatie strategica de afaceri.
In acest sens, managementul inovatiei IT trebuie sa fie, o sarcini orientata spre afaceri, bazati pe o
intelegere ferma a pietelor, modelelor de afaceri si proceselor.

Structura tezei de doctorat

Pornind de la obiective si ipoteze convenite, teza este impartitd in patru capitole. Primul pas
in aceast demers stiintific este prezentarea diferitelor aspecte ale starii actuale si a perspectivelor
procesului decizional. Astfel, CAPITOLUL 1 ,Aspecte definitorii ale digitalizarii asupra
managementului serviciilor IT” prezinta repere generale privind impactul semnificativ al
digitalizarii asupra managementului serviciilor IT. Odata cu digitalizarea, serviciile IT devin mai
eficiente, mai accesibile si mai personalizate. Aceasta se datoreaza faptului ca digitalizarea permite
un acces mai usor la date si informatii, ceea ce permite abordarea unor probleme specifice cu solutii
personalizate si adaptate la nevoile fiecarui client. De asemenea, prin digitalizare, serviciile IT pot fi
monitorizate si gestionate in timp real, ceea ce permite o gestionare mai eficientd si rapida a
problemelor si a actualizarilor. In plus, digitalizarea asigurd o mai buni securitate a datelor si a
informatiilor, prin folosirea de tehnologii de securitate avansate, cum ar fi criptarea datelor si
autentificarea in doi pasi. In urma analizei literaturii de specialitate a rezultat faptul ci digitalizarea
a adus multe beneficii In managementul serviciilor IT, permitdnd o gestionare mai eficienta,
personalizata si securizata a acestora.

Cercetarile prezentate in CAPITOLUL 2 ,Managementul IT ca o consecintdi a
managementului strategic in era digitala” demonstreazd cad managementul strategic trebuie sa tina
cont si de impactul tehnologiei asupra organizatiei si sd integreze strategii specifice de management
IT pentru a asigura performanta si succesul organizatiei. Intrucét tehnologia este o componenti
esentiala a activitatilor de afaceri, managementul IT trebuie sa fie bine integrat cu strategia generala
a organizatiei. In acest context, managementul IT se refera la planificarea, implementarea si
monitorizarea resurselor si a sistemelor IT care sustin obiectivele strategice ale organizatiei. Astfel,
managementul serviciilor IT eficient poate imbunatati eficienta si productivitatea organizatiei, poate
spori inovatia si poate reduce costurile operationale.

CAPITOL 3 ,,Managementul riscurilor IT in compania digitala” reliefeaza faptul cd acest
management reprezintd o componenta critica a succesului unei companii digitale si trebuie tratat ca
atare. Intr-0 lume in care datele si informatiile sunt atit de importante, este crucial si se asigure c
acestea sunt protejate si cd existd planuri si strategii pentru a gestiona riscurile de securitate
cibernetica si alte amenintari IT. Companiile digitale trebuie sd aibd o abordare proactiva si sd ia
mdsuri pentru a preveni problemele Tnainte ca acestea sa apard. Aceste masuri pot include
efectuarea de audituri de securitate, crearea de politici si proceduri stricte de securitate cibernetica,
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formarea si educarea angajatilor cu privire la bunele practici de securitate, implementarea de solutii
de securitate robuste si monitorizarea continud a sistemelor pentru a detecta si preveni amenintarile
cibernetice.

CAPITOLUL 4 |, Impactul digitalizarii asupra managementului serviciilor IT in contextul
economic actual” prezinta perspective utile cu privire la modalitatile de a obtine beneficii de afaceri
prin incorporarea aplicatiilor si a echipamentelor IT care nu sunt aprobate de catre departamentul IT
externe este mai puternic decat cel al utilizarii de rutind. Mai mult, atat agilitatea interna, cat si cea
externd imbunatatesc performanta serviciilor IT. Prin urmare, modul in care companiile pot atinge
agilitatea afacerii prin integrarea eficientd a aplicatiilor si a echipamentelor IT care nu sunt aprobate
de catre departamentul IT se bazeaza pe diferite tipuri de utilizare. Rolul viitor al departamentelor
IT in intreprindere depinde de modul in care reactioneaza la acesta. Este in interesul Intregii
organizatii ca departamentul de IT sd se confrunte cu noua realitate creatd de utilizarea aplicatiilor
si a echipamentelor IT care nu sunt aprobate de catre departamentul IT si sa implementeze
schimbarile necesare, desi posibil dureroase pentru angajati.

De asemeneea, acest capitol reliefeazd care sunt avantajele si care sunt dezavantajele
adoptarii modelului de guvernanti IT din perspectiva managementului serviciilor IT. In acest sens,
prototipurile au scopul de a asigura documentarea, aplicarea si controlul consecvent al cerintelor de
protectie a datelor pentru a obtine o conformitate durabila cu protectia datelor.

Concluzia finald a studiului este ca managementul serviciilor IT trebuie sa fie proiectat si
pozitionat astfel Tncat sd poatd fi derivate linii directoare de actiune pentru Intreaga companie in
ceea ce priveste IT. In acest fel, domeniile relevante pentru o organizatie IT sunt mapate in
guvernanta IT, iar definirea unei strategii IT coordonate cu departamentele, asigurarea aportului de
valoare IT pentru Intreaga organizatie, utilizarea eficienta a resurselor, managementul riscului IT si
- central in aceastd contributie - controlul IT la nivelul managementului performantei, ar trebui sa
alinieze serviciile IT Intr-un mod economic si de creare de valoare.

La finalul acestui demers sunt prezentate concluziile pentru cercetarile viitoare rezultate in
urma analizelor efectuate. In conformitate cu acestea, cuantificarea efectelor digitalizarii asupra
managementului serviciilor IT este un proces de sprijin esential in cadrul guvernarii IT si este un
element adecvat de luat in considerare deoarece reflectd obiectivele corporative si, astfel, stabileste
cadrul pentru schimbarile viitoare si procesele de transformare corespunzdtoare. Prin urmare,
consideram ca lucrarea prezinta interes atat din punctul de vedere al teoreticienilor, cat si din din

punctul de vedere al practicienilor.
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Privind 1n viitor, ne putem astepta ca managementul serviciilor IT sd continue sa evolueze si
sd avanseze, odata cu aparitia de noi tehnologii si metodologii. Pe masura ce companiile se bazeaza
din ce In ce mai mult pe tehnologiile digitale pentru a-si gestiona serviciile I'T, acest management va
deveni si mai important pentru a stimula succesul si cresterea.

Concluzii generale ale cercetarii stiintifice

Transformarea digitald este un proces care se afla in prezent in centrul discutiilor, atat in
practica, cat si in stiintd. Conceptul de management al serviciilor IT existd de zeci de ani, ajutand
companiile sa gestioneze si sa furnizeze servicii IT clientilor lor. Practicile traditionale se bazau in
mare masura pe procesele manuale si pe interventia umand, ceea ce le facea consumatoare de timp
si predispunere la erori. Cu toate acestea, odatd cu cresterea digitalizarii, peisajul acestor servicii se
schimba rapid, iar companiile adopta noi tehnologii digitale pentru a-si imbunatati operatiunile.

Management al serviciilor IT digital implica utilizarea tehnologiilor avansate, cum ar fi
cloud computing, inteligenta artificiald si automatizarea, pentru a eficientiza furnizarea de servicii
IT si pentru a Tmbunatati satisfactia clientilor. Cu acest tip de management digital, companiile pot
automatiza sarcinile de rutina, pot imbunatati calitatea serviciilor si pot reduce costurile. Ca rezultat,
el devine din ce in ce mai popular in randul intreprinderilor de toate dimensiunile si industriile.

Timp de multi ani, directia principald a fost parteneriatul intre departamentele IT si business
pe picior de egalitate, dar pozitionarea managementului IT 1n acest fel face mai dificila obtinerea de
avantaje competitive care se bazeaza pe dezvoltarea digitala. Pe de o parte, concurenta cu modele
de afaceri noi si inovatoare este determinata in principal de date si de infrastructura cu solutiile IT
corespunzatoare, iar, pe de altd parte, sunt necesare noi forme de organizare a proceselor, fie ele noi
procese de productie sau noi procese de lucru.

Cerinta de a implementa dezvoltari inovatoare care sunt posibile prin utilizarea tehnologiilor
informationale in organizatia respectivd intr-o maniera competitiva Inseamna ca este nevoie de o
cooperare stransd Intre managementul IT si departamentele de specialitate. Totusi, Incd se poate
observa ca exista discrepante considerabile intre strategia corporativa urmaritd, determinata de
departamente precum achizitii, productie, logistica, finante, resurse umane sau marketing, pe de o
parte, si serviciile IT, pe de alta parte, ceea ce poate incetini cooperarea strdnsa necesard pentru
implementarea potentialului digital. Motivul principal este cd existd o lipsd de personal calificat
corespunzator, precum si o planificare cuprinzatoare si responsabilitati clare.

Pe de altd parte, in mediul de afaceri extrem de competitiv de astdzi, managementul
serviciilor IT a devenit un factor critic de succes pentru organizatii. Planificarea si evaluarea IT
strategica sunt esentiale pentru a asigura utilizarea optima a resurselor IT si pentru a trece de la un
accent pe costuri la o abordare cu valoare adaugata. Pentru a atinge acest obiectiv, o organizatie
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trebuie sd-si identifice obiectivele de management al costurilor si sa dezvolte o strategie pentru a le
atinge. Strategia ar trebui sd se concentreze nu numai pe reducerea costurilor, ci si pe cresterea
veniturilor, managementul profitabilitatii si cresterea valorii pentru actionari.

Pentru a gestiona cu succes costurile serviciilor IT si a crea valoare, organizatiile trebuie sa
utilizeze luarea deciziilor bazate pe date si previziunile dinamice ale cheltuielilor lor variabile
pentru aceste servicii. Prin alinierea strategiei IT cu strategia de afaceri, organizatiile pot crea o
foaie de parcurs de investitii IT, pot prioritiza initiativele bazate pe nevoile afacerii si pot oferi o
valoare masurabild organizatiei.

In contextul digitalizarii, serviciile IT prezinti oportunititi si constrangeri importante. In
ceea ce priveste oportunitatile, acestea includ in primul rand cresterea eficientei si productivitatii
serviciilor oferite. In egala masura, serviciile IT au limitari si in contextul digitalizarii. Una dintre
aceste limitari este dependenta de tehnologie, care poate duce la vulnerabilitatea sistemului si la
expunerea la riscuri de securitate cibernetica. Alte constrangeri includ costul ridicat al infrastructurii
IT si nevoia de a face fata tehnologiilor in schimbare.

Contributii proprii

In acest context considerim utili evidentierea principalelor contributii aduse la stadiul
cunoasterii privind interactiunile dintre managementul serviciilor IT si implementarea strategiilor
adecvate de guvernare, risc si conformitate in era digitala.

In primul rand, din perspectivi conceptuald, studiul completeazi cercetdrile privind
aspectele teoretice §i practice privind managementul serviciilor IT in companiile digitale. Evolutiile
actuale in legatura cu digitalizarea fac necesard regandirea coordondrii departamentelor si a
serviciilor IT. Masura in care alinierea clasica afaceri/servicii IT este potrivitd pentru
implementarea unei strategii digitale sau daca trebuie facute ajustari suplimentare face deja obiectul
analizelor privind riscurile IT in compania digitald. Pentru a gestiona eficient serviciile IT, este
important sa se aiba o intelegere clard a nevoilor si cerintelor organizatiei, precum si a tendintelor si
evolutiilor din domeniul tehnologiilor informationale. De asemenea, este necesar sd se dezvolte si
sd se implementeze strategii adecvate de securitate informationald, astfel Incét sd se protejeze datele
si informatiile organizatiei de amenintari externe. Printre aspectele-cheie ale managementului
serviciilor IT in contextul economic actual se numéara dezvoltarea unor relatii solide cu partenerii de
afaceri, precum si furnizorii de servicii si tehnologii.

In al doilea rand, este prezentat un cadru care integreazi concepte fundamentale specifice
interrelatiei intre managementul serviciilor IT - risc IT - guvernanta IT.

Managementul serviciilor IT in contextul digital reprezinta o abordare strategica care isi
propune sa asigure o utilizare eficienta a tehnologiilor informationale in cadrul organizatiilor, astfel
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incat acestea sd 1si poatd atinge obiectivele de afaceri si sd ramind competitive pe o piatd in
continud schimbare. Astfel, este important sd se asigure o gestionare eficientd a costurilor si a
resurselor, astfel incat sa se optimizeze utilizarea fondurilor si sd se maximizeze profitabilitatea. De
fapt, implementarea proceselor de management al riscului este cruciald in atenuarea riscurilor IT.
Procesul de atenuare a acestor riscurilor incepe prin utilizarea unei tehnici de cartografiere a lor.
Prin urmare, este esential sa se implementeze procese eficiente de management al riscului IT pentru
a minimiza potentialul pentru aceste tipuri de rezultate adverse. Daca o companie ramane in mod
traditional functionald in cadrul structurii organizationale, dar doreste sd implementeze perspectiva
proceselor cu valoare adaugata, managementul serviciilor IT poate servi ca o functie de legatura
pentru a conecta performanta si procesele IT. Totodatd, specificatiile si regulile in materie de
guvernare pot servi la definirea noului rol al managementului serviciilor IT si la alinierea integrarii
la obiectivele stabilite ale companiei. Acestea reprezintd provocarile cheie cu care se confrunta
factorii de decizie din organizatiile respective.

In practica se poate observa faptul ci esecul in implementarea proceselor de management al
riscului IT poate pune afacerea din mediul virtual in pericol de a suferi daune financiare si
reputationale semnificative. In special, firda masuri adecvate de management al riscului, compania
digitald poate fi vulnerabild la evenimente care ar putea avea un impact negativ asupra pozitiei sale
financiare.

In al treilea rand, la nivelul laturii practice studiul efectuat si-a propus s examineze efectele
agilitatii utilizarii aplicatiilor si a echipamentelor IT care nu sunt aprobate de catre departamentul
IT al organizatiei, explorand antecedentele si consecintele acesteia din perspectiva
managementului serviciilor IT. Totodata, studiul ar putea ajuta liderii de afaceri sa imbunatateasca
serviciile IT prin folosirea unor astfel de aplicatii si instrumente in operatiunile de afaceri si crearea
agilitatii afacerii. Firmele pot, de asemenea, sa Incurajeze angajatii sd le foloseasca in mod inovator
pentru a genera informatii suplimentare din interactiunile lor.

Nu in ultimul rand, acest studiul aduce doud contributii teoretice principale. In primul rand,
extinde literatura de utilizare de rutind si inovatoare in contextul gestionarii serviciilor IT, aratand
totodata ca serviciile IT pot contribui si la agilitate, insa utilizarea inovatoare este vitald deoarece
permite companiilor sd obtina beneficii suplimentare din investitia lor in aceste servicii. De
asemenea, a confirmat si importanta conceptualizarii diferitelor tipuri de utilizare a aplicatiilor si
instrumentelor nou dezvoltate in contextul digitalizarii. Poate ajuta managerii sd regandeasca
beneficiile progresului tehnologic, conducand astfel proiectarea si implementarea tehnologiilor

emergente si schimband peisajul utilizarii serviciilor IT in cadrul organizatiilor.
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In al doilea rand, rezultatele obtinute evidentiazi faptul ca agilitatea de afaceri activata de
aplicatiile si echipamentele IT care nu sunt aprobate de catre departamentul IT al organizatiei poate
imbunatati semnificativ performanta serviciilor IT.

Propuneri si perspective viitoare ale cercetarii

Cresterea automatizarii si digitizarii proceselor din companii prin conectarea in retea a
sistemelor incorporate si conectarea acestora la servicii bazate pe web promite optiuni de utilizare
flexibile, personalizabile si, in acelasi timp, eficiente din punct de vedere economic. In acest context,
managementul serviciilor IT creeaza legatura dintre lumea fizica si cea virtuald, dar si dependente
complexe Intre companie, retelele de informatii si oameni de-a lungul intregului lant valoric.
Posibilitatile tehnice oferite de digitalizare necesita asadar o adaptare a managementului securitatii
si a serviciilor IT 1n retea luand in considerare protectia informatiilor si securitatea operationala.

Aspectele securitatii informatiilor devin din ce 1Tn ce mai importante din perspectiva
managementului serviciilor IT intrucat are loc o structurare a amenintdrilor relevante pentru
securitate, a obiectivelor de protectie afectate, a efectelor de propagare si a masurilor de securitate.
Prin urmare, aspectele legate de siguranta operationald, care anterior erau adaptate sistemelor
conventionale trebuie luate in considerare in mediile de lucru automatizate si digitalizate.

Introducerea guvernantei IT poate fi inteleasa ca un element care asigura un management al
serviciilor IT conform tintei prin reguli si specificatii si astfel separarea intre organizatia IT si
departamente care existd adesea in organizatii poate scddea. Numai integrarea efectivd, ca o
extensie a coordonarii pure a doud domenii de fapt separate, poate duce, prin urmare, la utilizarea si
gestionarea potentialului si provocarilor digitalizarii.

In consecinti, integrarea de succes depinde de stilul de management si cultura corporativa,
abilitatile angajatilor, capacitatea de previziune si viziune, datele disponibile si organizarea
serviciilor IT, procesele si utilizarea sinergiilor prin parteneriate. Este deja evident astdzi ca vor fi
necesare investitii mari n noi servicii IT si tehnologii de retea, pe care conducerea companiilor va
trebui sa le evalueze si, daca este necesar, sa le implementeze. Acestea si alte decizii cu privire la
utilizarea unor astfel de tehnologii trebuie, prin urmare, sa fie sustinute si pregatite in mod adecvat
de controlul managementului serviciilor IT.

Principalele directii viitoare ale cercetarii vizeaza urmatoarele aspecte:

- adopta un model care permite identificarea rolului central al organizatiei IT in modelul

de afaceri digital;

- analiza posibilitatilor identificarii diferentelor sistematice ale riscurilor IT in ceea ce

priveste cauzele si efectele;
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10.

11.
12.

13.

14.

- dezvoltarea unor modele de referintd ca instrumente pentru guvernarea proceselor IT
operationale;
- propunerea de transformare a controlului serviciilor IT in contextul integrarii afacerilor

1n mediul virtual.
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8. SUMMARY

Digitization is rapidly transforming the IT service management landscape, enabling
companies to improve efficiency, agility, and customer satisfaction. However, adapting to this new
landscape requires significant investment in new skills, tools, and technologies. By following best
practises and investing in training and development, companies can successfully implement IT
service management and stay ahead of the competition.

IT service management in the context of digitization offers several benefits to businesses,
including improved efficiency, increased agility, and increased customer satisfaction. By
automating routine tasks, companies can reduce the time and effort required to manage IT services,
freeing up staff to focus on more complex tasks. Thus, digital IT service management tools provide
real-time information on service performance, allowing companies to quickly identify and resolve
issues.

Digital technologies would make customer demands more transparent and allow them to be
forecast more accurately based on market developments. Managing production processes is
becoming easier and can be increasingly automated through the use of artificial intelligence. The
progressive network of the value chain means that supply chains can be better synchronised,
production times reduced, and innovation cycles accelerated, leading to changes in value chains. In
global competition, interconnected communication, faster collaboration within and between
companies, short product cycles, small batch sizes, and as individual a production as possible are
becoming increasingly important. Through digital transformation, both horizontal and vertical
business processes in the value chain can be outsourced or transformed into new business processes.

One area where automation is particularly useful is incident management. By automating
incident management processes, companies can quickly identify and resolve issues, reducing
downtime and improving service quality. In addition, automation can improve change management
by providing real-time insights into the impact of changes, enabling companies to make informed
decisions. Ultimately, it can improve customer satisfaction by providing faster response times,
greater transparency, and more personalised service.

On the other hand, IT leadership plays a critical role in strategic IT planning. IT leaders are
responsible for developing and implementing the strategic IT plan and ensuring it aligns with

business objectives. They must keep abreast of the latest technological trends and innovations and
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prioritise cyber security and data privacy. Finally, they must provide their employees with adequate
training and support to ensure that the strategic IT plan is implemented effectively.

IT services continue to gain importance. Preventive maintenance would be another value
driver in the industry, where new business models are emerging through intelligent data sharing and
data analytics. Real-time evaluation of sensor data would allow accurate predictions to be made
regarding optimal maintenance times and thus avoid error situations.

Therefore, IT service management and strategic planning are critical to business success in
the digital age. By aligning their technology strategy with their business goals, staying on top of the
latest technology trends and innovations, and prioritising cybersecurity and data privacy, companies
can stay competitive and provide better products and services to their customers. As technology
continues to advance, the role of IT management and strategic planning will become even more
important for companies. By following best practises and learning from successful case studies,
companies can ensure they remain relevant and successful in the digital age.

There are several key players in the digital IT service management space, including
ServiceNow, BMC Software, and Cherwell Software. These companies offer a wide range of digital
tools and services, including incident management, change management, and service catalogue
management. Some of these offer innovative solutions that use advanced technologies such as
artificial intelligence and automation to improve IT service delivery.

The doctoral thesis, "The effects of digitalization on the management of IT services in the
current economic context," extends the existing research activity on the topic of investigating the
impact of digitalization on the management of IT services. The pervasive digital revolution has
significantly altered the landscape of IT service management. Currently, the digitalization of
services is developing rapidly. Consumers are increasingly opting for online services, which means
that businesses need to adapt and provide a better and more efficient user experience. At the same
time, with the rise of digital technologies, companies can now collect, store, and analyse large
amounts of data, enabling them to make more informed decisions and gain a competitive advantage.
This can be achieved by using the right tools, technologies, and cyber security solutions. In
addition, IT service management must also consider the defining aspects of digitization, such as the
definition, content, and destination of business initiatives. However, this has also created new
challenges as businesses must now navigate an increasingly complex and rapidly evolving
technology landscape.

In this context, strategic planning has become more important than ever. Businesses must be

able to identify and capitalise on the opportunities presented by new technologies while mitigating
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the risks associated with their adoption. This requires a deep understanding of the digital landscape
as well as the ability to align technology initiatives with broader business objectives.

The context of scientific research

From a thematic point of view, the research is carried out in the field of IT risk management,
but the approach to the identified problems is interdisciplinary because digitalization has serious
effects on the way business is conducted and this directly affects IT services as a management
practise. In addition, IT security and business continuity management should, on the one hand,
proactively deal with potential IT security risks, keeping the likelihood of their occurrence as low as
possible, and, on the other hand, ensure that business activities can continue in the event of damage.
Focusing on data protection and security, as well as failure and dependency analyses, will no longer
be sufficient.

The paper aims to present IT service management as a consequence of strategic
management in the digital age. In principle, the requirement for future-oriented IT services is to
translate the business processes derived from the corporate strategy into an appropriate IT strategy.
Too often, IT services dictate the course of business processes through their technical specifications
instead of implementing what the company needs as an internal service provider. As a successful
company is constantly improving its processes, flexible IT support is needed. Ideally, IT strategy is
derived from corporate strategy, and the business is the driver and designer of IT services.

Equally, a qualitative assessment of the provision of IT services is an important parameter
that determines the competence of a potential supplier. In this context, the customer's perception of
quality is particularly important, which means that the subjective assessment of a potential problem-
solving capability of the IT service provider is vital. Because of the multitude of intangible
components of IT services, a customer typically faces a greater buyer risk than would be
experienced if the service consisted primarily of tangible components.

Objectives of scientific research

In the current scientific approach, the fundamental goal is to deepen and develop the issue
regarding the impact of digitization on the management of IT services. At the same time, research
was carried out to identify the elements and tools used in IT risk management in digital companies.

This main goal is made up of the operational goals of the whole activity, which are as
follows:

> First of all, presenting the characteristics of digitization and the properties that could be
relevant for the management of IT services;

»  Second, the analysis of harnessing the innovative power of IT services for business
development in the era of digitization;
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Third, presenting an IT governance model regarding the use of applications and IT
equipment that are not approved by the organisation’s IT department.

Hypotheses of scientific research

Based on all the mentioned considerations, in order to achieve the proposed purpose and
objectives, the following research hypotheses are proposed in the entire content of the paper:

Hypothesis no. 1: Identifying the types of approaches to digitization characteristics and
properties that might be relevant to IT service management.

Hypothesis no. 2: Identifying the correlations between vertical integration in IT service
delivery and the benefits of introducing IT governance models.

Hypothesis no. 3: Implementing the requirements for a company to adopt the IT
governance model.

Hypothesis no. 4: Determining the impact of digitization on IT service management in the
context of business process automation.

The epistemological framework of research

The purpose of the empirical part of the paper is to examine the effects of using applications
and IT equipment that are not approved by the IT department of the organization in the current
economic context and to develop prototypes for a concept of holistic implementation of security and
IT policies and strategies.

To ensure the success of strategic IT planning, companies should follow best practises. First,
businesses should involve all stakeholders in the planning process to ensure that everyone is aligned
with the strategy. Second, companies should prioritise their goals, making sure they are specific,
measurably achievable, and time-bound (SMART). Third, companies should regularly review and
update their strategic IT plan to ensure it remains relevant and effective.

Even if the service is stable, that is not enough to work on the business strategy. This only
makes sense if a contribution from IT services can be expected. This happens when there is a high
degree of business understanding on the part of the company's management. Therefore, IT service
management needs to know what efficiency their own company has, who the competitors are, and
how they are positioned. This knowledge is available to a certain extent, but it must be maintained
and ultimately used to develop IT services in the best possible way for business development. This
is where "business™ and "technology" meet. IT services can contribute to the further development of
the company with smart ideas and thus provide an added value proposition.

Thus, if we analyse IT services from the perspective of the resource-based view, strategic
competitive advantages are distinct, that is, they represent special resources. The higher the
evolutionary stage of a distinctive resource, the greater the flexibility that can be derived from the
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distinctive resource in terms of strategic positioning options. Following the conception of a
resource-based strategic competitive advantage, this advantage is to be positioned in the markets
under consideration with the help of strategic competitive positioning. As a result, it should also be
noted that every company has distinctive resources, regardless of whether it is aware of this, knows
what the distinctive resources are, or whether the company in question uses these distinctive
resources in accordance with the resource-based view approach.

The methodological approach

Research methodology serves as the backbone of any scientific investigation. Our scientific
approach involved the combination of two key research methods, namely qualitative and
quantitative research, which allowed us to analyse the problem from a conceptual-applicative
perspective.

This research project aims to comprehensively assess the current state of knowledge in the
field by analysing the most relevant articles and academic publications both nationally and
internationally, using both quantitative and qualitative research methods. The ultimate objective is
to establish a solid framework for theoretical concepts.

We believe that business innovation based on IT services can be a key contributor to
substantial business value creation. For companies that are really interested in promoting true
innovation through IT services, this article has explained where strategic opportunities can be
sought to help find differentiated and sustainable solutions in a competitive market environment.

At the same time, business leaders demand more innovation through IT services, which
determines different means than conventional management methods can offer to achieve such goals.
Rather, companies must adopt methods and techniques that are closer to those used to develop any
strategic business innovation. In this sense, IT innovation management must be a business-oriented
task based on a firm understanding of markets, business models, and processes.

The structure of the doctoral thesis

Starting from the agreed objectives and hypotheses, the thesis is divided into four chapters.
The first step in this scientific endeavour is the presentation of various aspects of the current state
and perspectives on the decision-making process. Thus, Chapter 1, "Defining Aspects of
Digitalization on the Management of IT Services,” presents general guidelines regarding the
significant impact of digitalization on the management of IT services. With digitization, IT services
are becoming more efficient, accessible, and personalised. This is because digitization allows easier
access to data and information, which allows specific problems to be addressed with customised
solutions tailored to each client's needs. Also, through digitization, IT services can be monitored
and managed in real time, which allows for more efficient and faster management of issues and
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updates. In addition, digitization ensures better data and information security by using advanced
security technologies such as data encryption and two-step authentication. Following the analysis of
the specialised literature, it emerged that digitalization has brought many benefits to the
management of IT services, allowing for a more efficient, personalised, and secure management of
them.

The research presented in Chapter 2, "IT management as a consequence of strategic
management in the digital age," demonstrates that strategic management must also take into account
the impact of technology on the organisation and integrate specific IT management strategies to
ensure the performance and success of the organisation. As technology is an essential component of
business activities, IT management must be well integrated with the overall strategy of the
organisation. In this context, IT management refers to the planning, implementation, and monitoring
of IT resources and systems that support the organisation's strategic objectives. Thus, effective IT
service management can improve organisational efficiency and productivity, enhance innovation,
and reduce operational costs.

Chapter 3, "IT Risk Management in the Digital Company,” highlights the fact that this
management is a critical component of the success of a digital company and must be treated as
such. In a world where data and information are so important, it is crucial to ensure that they are
protected and that plans and strategies are in place to manage cyber security risks and other IT
threats. Digital businesses must take a proactive approach and take steps to prevent problems before
they occur. These measures may include conducting security audits, creating strict cybersecurity
policies and procedures, training and educating employees on security best practises, implementing
robust security solutions, and continuously monitoring systems to detect and prevent cyber threats.

Chapter 4, "The Impact of Digitization on IT Service Management in Today's Economic
Context," provides useful insights into ways to achieve business benefits by incorporating non-IT-
approved IT applications and equipment into business operations. The results show that the effect of
innovative use on internal and external agility is stronger than that of routine use. Moreover, both
internal and external agility improve the performance of IT services. Therefore, how companies can
achieve business agility by effectively integrating applications and IT equipment that are not
approved by the IT department is based on different types of use. The future role of IT departments
in the enterprise depends on how they react to it. It is in the best interest of the entire organisation
for the IT department to face the new reality created by the use of applications and IT equipment
that are not approved by the IT department and implement the necessary changes, although they

may be painful for employees.
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Also, this chapter highlights the advantages and disadvantages of adopting the IT
governance model from the perspective of IT service management. In this sense, the prototypes aim
to ensure consistent documentation, application, and control of data protection requirements to
achieve sustainable data protection compliance.

The final conclusion of the study is that IT service management must be designed and
positioned so that company-wide guidelines for IT action can be derived. In this way, the relevant
areas for an IT organisation are mapped in IT governance, and the definition of an IT strategy is
coordinated with the departments, ensuring IT value contribution for the whole organisation,
efficient use of resources, IT risk management, and - central to this contribution - control of IT at
the performance management level. This should align IT services in an economically and value-
creating way.

At the end of this approach, the conclusions for future research resulting from the analyses
performed are presented. Accordingly, quantifying the effects of digitization on IT service
management is an essential supporting process within IT governance and is an appropriate element
to consider as it reflects corporate objectives and thus sets the framework for future changes and
corresponding transformation processes. Therefore, we consider that the paper is of interest both
from the point of view of theorists and from the point of view of practitioners.

Looking ahead, we can expect IT service management to continue to evolve and advance
with the emergence of new technologies and methodologies. As companies increasingly rely on
digital technologies to manage their IT services, this management will become even more important
to drive success and growth.

General conclusions of scientific research

Digital transformation is a process that is currently at the centre of discussions, both in
practise and in science. The concept of IT service management has been around for decades,
helping companies manage and deliver IT services to their customers. Traditional practises relied
heavily on manual processes and human intervention, making them time-consuming and error-
prone. However, with increasing digitization, the landscape of these services is changing rapidly,
and companies are adopting new digital technologies to improve their operations.

Digital IT service management involves the use of advanced technologies such as cloud
computing, artificial intelligence, and automation to streamline IT service delivery and improve
customer satisfaction. With this type of digital management, companies can automate routine tasks,
improve service quality, and reduce costs. As a result, it is becoming increasingly popular with

businesses of all sizes and industries.
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For many years, the main direction has been the partnership between IT and business
departments on an equal footing, but positioning IT management in this way makes it more difficult
to achieve competitive advantages that are based on digital development. On the one hand, the
competition with new and innovative business models is mainly driven by data and infrastructure
with the corresponding IT solutions, and on the other hand, new forms of process organization are
required, be they new production processes or new work processes.

The requirement to implement innovative developments that are possible through the use of
information technologies in the respective organisation in a competitive manner means that there is
a need for close cooperation between IT management and specialist departments. However, it can
still be seen that there are considerable discrepancies between the pursued corporate strategy,
determined by departments such as purchasing, production, logistics, finance, human resources, or
marketing, on the one hand, and IT services, on the other, which can slow down the close
cooperation needed to implement the digital potential. The main reason is that there is a lack of
properly qualified staff as well as comprehensive planning and clear responsibilities.

On the other hand, in today's highly competitive business environment, IT service
management has become a critical success factor for organisations. Strategic IT planning and
assessment are essential to ensure optimal use of IT resources and to move from a cost-focused to a
value-added approach. To achieve this goal, an organisation must identify its cost management
objectives and develop a strategy to achieve them. The strategy should focus not only on cost
reduction but also on revenue growth, profitability management, and shareholder value
enhancement.

To successfully manage IT service costs and create value, organisations must use data-
driven decision making and dynamic forecasting of their variable service spend. By aligning IT
strategy with business strategy, organisations can create an IT investment roadmap, prioritise
initiatives based on business needs, and deliver measurable value to the organisation.

In the context of digitization, IT services present important opportunities and constraints. As
for the opportunities, they primarily include increasing the efficiency and productivity of the
services offered. Equally, IT services have limitations in the context of digitization. One of these
limitations is the reliance on technology, which can lead to system vulnerability and exposure to
cybersecurity risks. Other constraints include the high cost of IT infrastructure and the need to cope

with changing technologies.
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Own contributions

In this context, we consider it useful to highlight the main contributions to the state of
knowledge regarding the interactions between IT service management and the implementation of
appropriate governance, risk, and compliance strategies in the digital age.

First, from a conceptual perspective, the study complements research on theoretical and
practical aspects of IT service management in digital companies. Current developments related to
digitization make it necessary to rethink the coordination of IT departments and services. The extent
to which the classic IT business-service alignment is suitable for implementing a digital strategy or
whether further adjustments need to be made is already the subject of IT risk analyses in the digital
company. To effectively manage IT services, it is important to have a clear understanding of the
needs and requirements of the organisation, as well as the trends and developments in the field of
information technologies. It is also necessary to develop and implement appropriate information
security strategies so as to protect the organisation's data and information from external threats.
Among the key aspects of IT service management in today's economic context is the development
of solid relationships with business partners as well as service and technology providers.

Second, a framework is presented that integrates fundamental concepts specific to the
interrelationship between IT service management, IT risk, and IT governance.

The management of IT services in the digital context is a strategic approach that aims to
ensure the effective use of information technologies within organisations so that they can achieve
their business objectives and remain competitive in a constantly changing market. Thus, it is
important to ensure efficient management of costs and resources so as to optimise the use of funds
and maximise profitability. In fact, implementing risk management processes is crucial to
mitigating IT risks. The process of mitigating these risks begins by using a risk mapping technique.
Therefore, it is critical to implement effective IT risk management processes to minimise the
potential for these types of adverse outcomes. If a company remains traditionally functional within
the organisational structure but wants to implement a value-added process perspective, IT service
management can serve as a bridging function to connect IT performance and processes. Also,
governance specifications and rules can serve to define the new role of IT service management and
align the integration with established company goals. These represent the key challenges facing
decision-makers in the respective organisations.

In practise, it can be seen that failure to implement IT risk management processes can put
the business in the virtual environment at risk of suffering significant financial and reputational
damage. In particular, without adequate risk management measures, the digital company may be
vulnerable to events that could have a negative impact on its financial position.
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Thirdly, from a practical standpoint, the study looked at the effects of the agility of using IT
tools and applications that the organization's IT department had not approved, exploring its causes
and effects from the perspective of IT service management.At the same time, the study could help
business leaders improve IT services by using such applications and tools in business operations
and creating business agility. Firms can also encourage employees to use them innovatively to
generate additional insights from their interactions.

Last but not least, this study makes two main theoretical contributions. First, it extends the
literature of routine and innovative use in the context of IT service management while showing that
IT services can also contribute to agility, but innovative use is vital because it allows companies to
obtain additional benefits from their investment in these services. It also confirmed the importance
of conceptualising different types of uses for newly developed applications and tools in the context
of digitization. It can help managers rethink the benefits of technological progress, thereby driving
the design and implementation of emerging technologies and changing the landscape of IT service
use within organisations.

Second, the results show that business agility made possible by IT tools and applications not
endorsed by the organization's IT department can significantly enhance the performance of IT
services.

Future research proposals and perspectives

Increasing the automation and digitization of processes in companies by networking
embedded systems and connecting them to web-based services promises flexible, customizable,
and, at the same time, cost-effective usage options. In this context, IT service management not only
creates the link between the physical and virtual worlds but also complex dependencies between the
company, information networks, and people along the entire value chain. The technical possibilities
offered by digitization therefore require an adaptation of security management and network IT
services, taking into account information protection and operational security.

Information security aspects are becoming increasingly important from an IT service
management perspective as there is a structuring of security-relevant threats, affected protection
objectives, propagation effects, and security measures. Therefore, aspects related to operational
safety that were previously adapted to conventional systems must be taken into account in
automated and digital work environments.

The introduction of IT governance can be understood as an element that ensures the
management of IT services according to the target through rules and specifications, and thus the
separation between the IT organisation and departments that often exist in organisations can
decrease. Only effective integration, as an extension of the pure coordination of two actually
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separate domains, can therefore lead to the use and management of the potential and challenges of
digitization.

Consequently, successful integration depends on management style and corporate culture,
employee skills, foresight and vision, available data and the organisation of IT services, processes,
and the use of synergies through partnerships. It is already evident today that large investments in
new IT services and network technologies will be required, which company management will have
to evaluate and, if necessary, implement. These and other decisions regarding the use of such
technologies must therefore be adequately supported and prepared by IT service management.

The main research development proposals aimed at:

- adopt a model that allows the identification of the central role of the IT organization in the
digital business model;

- analysis of the possibilities of identifying systematic differences in IT risks in terms of
causes and effects;

- the development of reference models as tools for the governance of operational IT
processes;

- the proposal to transform the control of IT services in the context of business integration in

the virtual environment.
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