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Stimate domnule Prof.univ.dr. Marius PETRESCU,

Cu aceasta ocazie speciala, as dori sa va adresez cele mai calduroase
multumiri pentru ghidarea, sprijinul si expertiza pe care le-ati oferit in timpul
intregului proces de realizare a tezei mele de doctorat. Fara indrumarea

dumneavoastra atenta si sustinerea neobosita, acest parcurs nu ar fi fost posibil.

Ma simt privilegiat sa fiu invatat si inspirat de dvs., sa fiu calauzit prin
provocari si sa am oportunitatea de a invata din experienta dumneavoastra vasta in
domeniul management. In fiecare etapd a acestui proces, am beneficiat enorm de
pe urma intelepciunii dvs. si a rabdarii de care ati dat dovada in abordarea

intrebarilor mele si a provocarilor intélnite.

De asemenea, doresc sa imi exprim recunostinta fatd de membrii comisiei de
indrumare pentru timpul si eforturile pe care le-au dedicat evaluarii si indrumarii
tezei mele. Contributiile dvs. au adus valoare inestimabila Ilucrarii mele si

dezvoltarii mele ca cercetator.

Ati creat un mediu in care am putut creste profesional si personal, iar acest
lucru nu va fi niciodata uitat. Sunt nerabdator sad continui sa aplic in cariera mea

ceea ce am invatat de la dvs. si de la cei din comisia de indrumare.

Va multumesc inca o data pentru tot sprijinul si pentru ca ati crezut in
potentialul meu. Sunt méandru sa fiu fost indrumat/a de dvs. si sa fiu parte a

acestui proces de invatare continua.

Cu deosebita consideratie,
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2. CUVINTE CHEIE

Teza de doctorat ,,Managementul informatiilor in cresterea performantei echipei de Guvernantd
Corporativa” 1si propune atingerea obiectivelor si validarea ipotezelor fiind utilizate urmétoarele

cuvinte-cheie:

Managementul datelor si informatiilor

Tehnici de analiza informatiilor

Analiza retelelor sociale

Sisteme informatice

Social media

Analiza informatiilor

Guvernanta corporativa

Analiza de tip OSINT (Open Source Intelligence)

Analiza financiara

N 2 2 2

Analiza de risc



3. SINTEZA LUCRARII

Lucrarea abordeaza ca subiect principal managementul datelor si informatiilor ce pot fi

analizate de catre echipele de guvernanta corporativa, folosindu-se anumite tehnici de analiza.

Managementul datelor si informatiilor reprezintd o componenta esentiald a guvernantei corporative
moderne. Cu cresterea exponentiala a cantitatii de date generate de organizatii, analiza acestor informatii

devine din ce In ce mai importantd pentru luarea deciziilor informate si eficiente.

Guvernanta corporativa se referd la setul de reguli, practici si procese prin care o companie este
condusa si controlatd. Aceasta implica stabilirea unor mecanisme si structuri pentru a asigura

transparenta, responsabilitatea si echitatea in luarea deciziilor la nivelul organizatiei.

In acest context, echipele de guvernantd corporativd sunt responsabile cu monitorizarea
performantei companiei si luarea deciziilor strategice. Pentru a lua decizii intelepte si bine fundamentate,

este esential sa dispund de date si informatii relevante si precise.

Tehnicile de analiza a datelor au un rol-cheie in procesul de luare a deciziilor in cadrul guvernantei
corporative si in multe alte domenii ale afacerilor. Aceste tehnici utilizeaza algoritmi i metode pentru a
examina datele si informatiile si a identifica modele, tendinte sau relatii semnificative, aducand beneficii

semnificative in procesul decizional.

Implementarea cu succes a acestor tehnici necesita, de asemenea, o infrastructurd adecvata pentru
stocarea, gestionarea si accesarea datelor. Bazele de date, depozitele de date si instrumentele de analiza a
datelor sunt componente esentiale pentru gestionarea eficientd a informatiilor in era moderna. Acestea

sunt utilizate intr-o gama varietd de domenii, de la afaceri si tehnologie la sandtate si stiinta.

Tehnicile de analiza a datelor reprezinta un instrument valoros pentru echipele de guvernanta
corporativa, care isi propun sd ia decizii mai informate si strategice, ajutand organizatiile sa fie mai
agile, mai competitive si sa-si maximizeze performanta in ansamblu. Cu toate acestea, este important ca
analiza datelor sa fie realizatd cu responsabilitate si in conformitate cu reglementdrile si standardele

relevante pentru protectia datelor si securitatea informatiilor.

Managementul informatiilor joacd un rol esential in cresterea performantei unei echipe de

guvernanta corporativa.

— lata cdteva aspecte cheie ale managementului informatiilor in cresterea performantei

echipei de guvernantad corporativa:

Colectarea si analiza datelor: Un aspect esential al managementului informatiilor este colectarea

si analiza datelor relevante pentru guvernantd. Aceste date pot include informatii despre actionari,
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consilieri, membrii consiliului de administratie, activitati, riscuri si performante financiare ale
companiei. O gestionare eficientd a datelor permite echipei de guvernantd sa ia decizii informate si sa

identifice problemele sau oportunitatile potentiale.

Transparenta si comunicarea: Asigurarea transparentei si comunicdrii eficiente intre membrii
echipei de guvernantd este cruciald. Toti membrii trebuie sd aiba acces la informatii relevante si
actualizate pentru a putea lua decizii In cunostintd de cauza. Un sistem de management al informatiilor

bine pus la punct poate facilita distribuirea rapida si sigurd a documentelor si rapoartelor relevante.

Securitatea informatiilor: Guvernanta corporativd implicd adesea informatii sensibile si
confidentiale, cum ar fi strategii de afaceri, informatii financiare sau informatii despre actionari.
Protejarea acestor informatii impotriva accesului neautorizat si a scurgerilor este esentiald pentru

mentinerea increderii si integritatii echipei de guvernanta.

Accesibilitatea si utilizarea tehnologiei: Utilizarea tehnologiei moderne si a unor sisteme
informatice bine dezvoltate poate spori eficienta managementului informatiilor. Software-ul de
gestionare a documentelor, instrumentele de colaborare online si alte tehnologii pot facilita schimbul

rapid de informatii si fluxul de lucru Intre membrii echipei.

Formare si dezvoltare: Asigurarea unei intelegeri adecvate a importantei managementului
informatiilor in randul membrilor echipei de guvernantd poate fi atinsa prin sesiuni de formare si
dezvoltare. Intelegerea modului de utilizare a instrumentelor si a proceselor de management al

informatiilor poate creste eficienta si calitatea activitdtilor desfasurate.

Monitorizarea performantei: Managementul informatiilor poate oferi informatii critice pentru
monitorizarea performantei echipei de guvernantd si pentru evaluarea realizarilor sau a lipsei acestora.
Aceste informatii pot contribui la Tmbunatatirea proceselor de luare a deciziilor si a strategiilor de

guvernanta.

Contextul cercetarii stiintifice

Managementul informatiilor joacd un rol vital in sustinerea performantei echipei de guvernanta
corporativd. O abordare bine ganditd si implementatd in acest domeniu poate aduce beneficii
semnificative pentru o companie, inclusiv imbunatatirea eficientei, luarea deciziilor informate si sporirea

transparentei si responsabilitatii in cadrul organizatiei.

Pana la momentul de fatd am ajuns la concluzia ca guvernanta corporativa se referd la sistemul de

reguli, practici si procese prin care o companie este condusa, administratd si controlatd. Aceasta joacad un



rol crucial in asigurarea unui management eficient, transparentei, responsabilitatii si protejarii intereselor

tuturor partilor implicate, inclusiv actionarii, angajatii, clientii si alte parti interesate.

Este important sd subliniem cad aceste concluzii pot fi generalizari si pot exista si exceptii in
ambele categorii. In realitate, gradul de adoptare a practicilor de guvernanti corporativa poate varia
semnificativ In functie de companie, industrie si alte factori specifici. Guvernanta corporativa trebuie sa
fie o preocupare pentru orice companie, indiferent de nationalitatea actionarilor sdi, deoarece este

esentiala pentru a asigura o administratie si o functionare eficiente si etice a intreprinderii.

Mondializarea si interconectarea retelelor de comunicatii de masd a condus la o crestere
exponentiala a volumului de date si informatii precum si a vitezei de circulatie si a capacitatii de stocare

si prelucrare a acestora.
Obiectivele cercetarii stiintifice

Obiectivul general al cercetarii consta in cresterea capacittii administrative a institutiilor de
financiare in scopul exploatarii, in timp real, a volumelor mari de date de diferite tipuri (date satelitare,
fotografii operative, fluxuri video-audio, retele sociale, site-uri web etc.) provenite din surse multiple, in
vederea extragerii si analizdrii informatiilor referitoare la factori de risc prezenti sau posibili ce pot
afecta functionarea optima a institutiilor statului, precum si eficientizarea actiunilor de prevenire si
combatere a infractiunilor ori a altor fapte antisociale a cdror initiere este realizatd prin exploatarea

mediului on-line.

Obiectivele cercetarii contribuie direct la modernizarea si eficientizarea activitatilor interne pentru
combaterea riscurilor si amenintarilor economico-financiare prin prevenirea acestora si optimizarea

cooperdrii Intre institutiile responsabile de aceste activitati.

Modernizarea si eficientizarea activitatilor de management specifice echipei de guvernanta cu

privire la identificarea riscurilor si vulnerabilitdtilor, vizdnd urméatoarele aspecte:

> utilizarea Big Data/Open Data (precum si alte tipuri de date, respectiv imagini satelitare,
date statistice privind populatia, nivel de trai, educatia, de sistematizare, asociate smart
city etc.) pentru completarea informatiilor si obtinerea unei imagini de ansamblu;

» implementarea de instrumente automate pentru identificarea cu celeritate a riscurilor la
adresa unei companii, precum si dezvoltarea capabilitdtilor de prognoza privind riscurile
asociate;

» imbunatatirea comunicdrii dintre sistemele informatice de la nivelul unitatilor publice
pentru eficientizarea fluxurilor informationale in scopul cresterii eficientei procesului
decizional;
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» imbunatatirea comunicdrii inter-institutionale si de lucru colaborativ in scopul
constientizarii factorilor de risc prezenti in mediul on-line;

» eficientizarea schimbului de date inter-institutional precum si dezvoltarea legaturii intre
furnizorii de informatii, beneficiari si parteneri.

Cresterea capabilitatilor analitice pentru exploatarea datelor din surse deschise/Big data

Sistemele informatice propuse vor utiliza, cu preponderenta, date extrase din surse deschise
(BigData - incluzand forme tabelare, documente, fisiere cu diferite extensii, date de contorizare, imagini

statice, date geospatiale etc), pe care le va supune unui proces de tip ,,Big Data Analytics (B.D.A.)”.

B.D.A. se referd la colectarea, organizarea si analiza unor seturi mari de date pentru a descoperi
modele predefinite, sabloane si alte informatii utile. Avand 1n vedere cd Big Data necesitd implementari
de 1nalta performanta ale tehnicilor analitice, procesul se va realiza folosind instrumente specializate si
aplicatii pentru explorarea textului, machine learning, explorarea si optimizarea datelor, analiza

predictiva si prognoza.

Industria de social media evolueaza constant pentru a tine pasul cu trendurile si cerintele

utilizatorilor, fiind aproape imposibil de previzionat cum vor arata ele in doar cativa ani.

Faptul ca utilizatorii de social media devin mult mai constienti de modul in care datele lor sunt
utilizate, creeaza probleme privind transparenta si confidentialitatea, astfel cd retelele sociale ale

viitorului pun mai mult accent pe intimitate.

Retelele sociale online au o importanta deosebita, fiind surse importante de informatii pentru
domenii diverse: social, politic, economic, civic si educational. Retelele de socializare pot oferi avantaje
considerabile privind comunicarea si relatiile Intre utilizatori, precum si informatii utile pentru realizarea

de predictii pe baza analizelor fluxului imens de date generat de acestea.

Platformele online de socializare au evoluat semnificativ in ultimii ani si, in contextul expansiunii
internetului, au devenit instrumente economice utile in multe tari, ajutdnd in prezent guvernele sa
participe la dialog. Acestea au inteles cd nu se pot izola si cad pot furniza servicii mai bune atunci cand

implica si consulta cetateanul in actul de guvernare.

In ultimii ani, rolul retelelor sociale in revolutii si actiuni de protest au atras atentia sporitd a
reprezentantilor mass-media. Tot mai multe voci din toatd lumea vorbesc despre retelele sociale
Facebook si Twitter, care au contribuit esential la organizarea unor actiuni de schimbare a regimurilor in

tarile dictatoriale.

Astfel, social media reprezinta una dintre cele mai des utilizate modalitti de creare de comunitati

online, bazatd pe valori si interese comune. Comunitatile online pot crea, utiliza si partaja volume mari
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de date si informatii, pot conduce la crearea si dezvoltarea de noi tendinte si comportamente sociale si

pot determina evolutia acestora actuala si viitoare.

Retelele sociale ajutd la construirea relatiilor, in comunicarea cu alte persoane cu un cost scazut,
ajutd la oportunitdtile de carierd, la exprimarea gandurilor si sentimentelor, avand un rol important in
divertismentul de zi cu zi. Totodata, acestea distrug valoarea si calitatea relatiilor reale interpersonale.

Reprezintd o distragere a atentiei de la lucrurile importante in viata reala.
Aceste platforme online se prezinta sub mai multe forme:

v' Stiri sociale: website-uri dedicate unde utilizatorul poate citi despre diferite subiecte si
poate da feedback votand sau comentiand pe marginea articolelor;

v’ Retele sociale: platforme care permit interactiuni intre utilizatori, publicarea si
recomandarea de continut pe baza unor conturi personale;

v" Bloguri/forumuri: acest tip de platforme apartin unor persoane/comunitati care abordeaza
continut general sau personalizat;

v’ Partajare foto/video: aceste tipuri de platforme permit incarcarea si publicarea de
continut spre partajare, distribuire si primire feedback de la alti utilizatori.

Retelele de socializare se afla in plind expansiune virtuala si reprezinta rezultatul utilizarii,
tot mai accentuate, a tehnologiilor revolutionare, care au dus catre o schimbare semnificativa a
societatii:
v’ au aparut ca mijloace importante de comunicare;

v’ schimb de informatii ce vizeaza diferite evenimente sociale, personalitati sau idei,
v’ dezvoltarea tehnologiilor si a internetului a dus la cresterea numarului de utilizatori;

Procentul tot mai ridicat al persoanelor care apeleazi la Internet in vederea accesarii unor
astfel de comunitati virtuale a condus la dezvoltarea platformelor de social media existente si la

aparitia altor retele de socializare.

v’ Activitatea in mediul virtual a inregistrat o crestere semnificativa. Internetul si

e, .

colabora si indeplini diverse obiective intr-un mod rapid si eficient. Organizatiile si
grupurile de persoane au inteles potentialul acestui mediu si s-au adaptat pentru a
profita de el in indeplinirea scopurilor lor.

Guvernata corporativd a devenit un concept tot mai important si mai des discutat in mediul de
afaceri in ultimele decenii. O buna guvernanta corporativa reprezinta un set de practici, reguli si principii
care reglementeaza modul in care o companie este condusa si administrata. Scopul principal al unei bune
guvernante corporative este sa protejeze interesele tuturor partilor implicate intr-o companie, inclusiv

actionarii, angajatii, clientii, furnizorii si comunitatea in general.
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Ipotezele cercetarii stiintifice

Ipoteza nr.1: imbinarea managementului si analizei informatiilor este esentiald in scopul intelegerii
cat mai complete a mediului intern $i extern in care o organizatie isi desfagoard
activitatea. Aceasta abordare combinatd le permite managerilor sa obtind informatii
relevante, exacte si actualizate pentru a lua decizii strategice si operationale informate.

Ipoteza nr.2: Combinarea managementului cu analiza informatiilor este un aspect crucial in
conducerea unei organizatii de succes in mediul de afaceri complex si competitiv de
astdzi. Integrarea acestor doud abordari le permite managerilor sd obtind o imagine
completa si detaliatd a mediului intern si extern, sa ia decizii mai informate si sa
dezvolte strategii mai eficiente pentru atingerea obiectivelor organizationale.

Ipoteza nr.3: Elaborarea unui sistem de protectie a informatiilor modern si competitiv poate sustine
eficient politicile si strategiile de securitate a informatiilor, prin contracararea

riscurilor, amenintarilor si vulnerabilitatilor care se manifesta.

Odata cu importanta crescandd a noilor tehnologii, companiile se afld la o rascruce de drumuri,
colectedand si producand volume imense de date. Pe de altd parte, trebuie sd fie capabili sa exploateze

toata bogatia pentru a se adapta pietelor lor in timp real.

Beneficiile managementului bazat pe analiza informatiilor:

Analiza informatiilor furnizeazi date obiective si informatii care pot sprijini managerii in
identificarea tendintelor si a problemelor emergente. Aceste date pot oferi o perspectiva clara asupra

performantei organizatiei si pot ghida deciziile strategice.

Managementul informatiilor permite organizatiei sa identifice si sd implementeze tehnologii si
sisteme care sd optimizeze fluxul informational. Acest lucru poate duce la 0 mai buna gestionare a
resurselor, o mai bund comunicare interna si o mai mare eficientd a proceselor operationale.

(imbunititirea eficientei operationale)

Analiza informatiilor despre mediul extern poate ajuta organizatia sa prevadd schimbarile din piata
si sa se adapteze rapid la acestea. Prin urmare, organizatia poate fi proactiva in luarea de decizii si

poate profita de oportunititile emergente. (Anticiparea schimbarilor din piata)

O organizatie informatd si capabila sa analizeze datele relevante poate dezvolta avantaje

competitive. Prin intelegerea detaliatd a mediului sau, poate dezvolta strategii de piata mai eficiente si
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poate lua decizii mai bine fundamentate pentru a se diferentia de concurenti. (Imbunititirea

......

Managementul informatiilor permite identificarea si evaluarea riscurilor potentiale,
permitdnd organizatiei sd implementeze mdsuri preventive si sd se pregateasca pentru situatii

neprevazute. (Reducerea riscurilor)

Analiza informatiilor poate dezvalui noi oportunitiati si tendinte emergente, ceea ce poate
incuraja inovatia si adaptabilitatea organizatiei In fata schimbadrilor constante ale pietei. (Inovatia si

adaptabilitatea)

Dezvoltarea sustenabila a organizatiilor este o problema de interes major atat pentru sectorul
public, cat si pentru cel privat. Dezvoltarea sustenabila se refera la abordarea echilibratd a cresterii
economice, a protectiei mediului si a responsabilitatii sociale pentru a asigura satisfacerea nevoilor

prezentului, fard a compromite capacitatea generatiilor viitoare de a-si satisface propriile nevoi.

Dezvoltarea sustenabila implicd reducerea impactului negativ al activitatilor organizationale
asupra mediului. Prin adoptarea unor practici mai ecologice, organizatiile pot contribui la protejareca

resurselor naturale si la conservarea biodiversitatii.

Organizatiile trebuie sd aiba grija de comunitatile in care activeaza si pot contribui la stabilitatea
sociala si la dezvoltarea durabild a comunitdtilor si societatii In ansamblu. Aceasta poate include
promovarea locurilor de munca decente, sprijinirea educatiei si sanatatii, si implicarea in proiecte de

dezvoltare comunitara.

Dezvoltarea sustenabild a organizatiilor nu este doar o optiune, ci o necesitate pentru a asigura un
viitor prosper si durabil pentru intreaga societate. Prin angajamentul fatd de sustenabilitate, organizatiile

pot deveni factori de schimbare pozitiva si pot contribui la construirea unui viitor mai bun pentru toti.

Aceasta preocupare se datoreaza, in mare masurd, modului in care gigantii corporatisti sunt adesea
vazuti ca factori principali ai acestor probleme. Multe dintre aceste corporatii globale isi urmaresc doar
propriul profit si, adesea, ignord impactul negativ al activitdtilor lor asupra mediului si comunitatilor
locale. Strategiile de reducere a costurilor si maximizare a veniturilor pot duce la practici incorecte sau

chiar exploatarea lucratorilor si a resurselor naturale.

Existd o cerere tot mai mare din partea publicului pentru responsabilitate sociald si mediu din
partea companiilor. Oamenii isi doresc sd sprijine companiile care adoptd practici durabile, etice si
responsabile din punct de vedere social, iar aceasta poate determina si mai multe discutii despre efectele

corporatiilor si impactul lor global.
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Organizatiile non-guvernamentale, comunitatile si chiar guvernele incearca sd puna presiune
asupra acestor giganti corporatisti pentru a schimba modul in care isi desfiasoara activitatile. De
asemenea, in lumea afacerilor se dezvolta tot mai multe initiative si proiecte care incurajeaza dezvoltarea
durabila si responsabila, fiind o tendinta in crestere de care beneficiaza atat companiilor, cat si mediului

si societatii n ansamblu.
Incadrarea epistemologica a cercetarii

Continuarea cercetarii, constientizarea si actiunile in directia responsabilizarii corporatiilor
este extrem de importantad pentru a proteja mediul si resursele noastre, asigurind o lume mai

sustenabila pentru generatiile viitoare.

Guvernanta corporativa este instrumentul de mentinere a echilibrului intre obiectivele economice
si sociale, intre obiectivele individuale si cele comunitare. Cadrul de guvernantd corporativa este acolo
pentru a incuraja utilizarea eficientd a resurselor si, in egald masura, pentru a cere responsabilitate
pentru administrarea acelor resurse. Membrii consiliului de administratie si cei cu responsabilitate
pentru guvernanta corporativa folosesc din ce in ce mai mult serviciile furnizorilor externi pentru a
efectua audit anticoruptie, due diligence si instruire. O temad importantd a guvernantei corporative
trateaza aspectele legate de responsabilitate si obligatia fiduciara, sustindnd in esentd implementarea
politicilor si mecanismelor care s asigure un comportament bun si sd protejeze actionarii. O buna
guvernantd corporativa a asumat o importantd critica pentru toate afacerile, fie cd sunt in sectorul public

sau privat.
Apreciere personala

Neintelegerea sau subestimarea mecanismelor de guvernantd poate duce la vulnerabilitati
semnificative in functionarea institutiilor publice sau private. Prin intelegerea mai profunda a acestor
mecanisme si prin aplicarea unor modele de analizd a informatiilor, organizatiile pot identifica

problemele existente, pot lua decizii mai bine fundamentate si pot imbunatati eficienta si rezilienta lor.

in concluzie, utilizarea modelelor de analizd a informatiilor poate aduce multiple avantaje in
contextul guvernantei institutiilor, indiferent dacd sunt publice sau private. O analizd atenta si bine
fundamentatd a datelor poate contribui semnificativ la imbundtatirea eficientei, rezilientei si

transparentei acestor organizatii.

Transparenta informatiilor prin asigurarea accesului la informatii relevante si actualizate este
esentiala pentru o guvernantd eficientd. Prin utilizarea modelelor de analiza a datelor, organizatiile pot

examina informatiile in timp real, identificand mai usor tendinte, probleme sau oportunitati.
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Analiza riscurilor si amenintarilor folosind modelele de analizd pot ajuta la identificarea si
evaluarea riscurilor si vulnerabilitdtilor din cadrul institutiilor. Aceasta permite luarea unor masuri

preventive si pregatirea pentru situatii neprevazute.

Eficienta operationala oferita prin analiza datelor, organizatiile pot identifica zonele cu probleme

si pot optimiza procesele interne pentru a deveni mai eficiente si mai productive.

= Analiza datelor oferd o bazd solidd pentru luarea deciziilor strategice. Prin intelegerea mai
profunda a informatiilor, factorilor de influenta si interactiunilor dintre diferitele aspecte, liderii
pot lua decizii mai informate si mai intelepte.

= Prin utilizarea modelelor de analiza a datelor, organizatiile pot detecta modele suspecte sau
anomalii in comportamentul angajatilor sau in procesele lor. Acest lucru poate contribui la
prevenirea fraudelor si a coruptiei.

= In cadrul institutiilor publice, analiza datelor poate fi utilizatd pentru a intelege mai bine nevoile
si preferintele cetatenilor, iar in cazul companiilor private, pentru a intelege mai bine clientii.
Acest lucru faciliteaza adaptarea serviciilor si produselor pentru a raspunde mai bine cerintelor
utilizatorilor.

In societatea actuald, pe masurd ce mijloacele tehnologice devin din ce in ce mai complexe,
cantitatea de informatii disponibila in orice moment capatd dimensiuni foarte mari. Din perspectiva
mediului de afaceri, nevoia de informatie se inscrie, de asemenea, intr-o tendintd ascendenta. Pana nu
demult, ideea dominanta in mediul de afaceri era ca cel ce detine cele mai multe informatii este si cel
mai puternic. Astazi, totusi, volumul enorm de informatii face necesara diferentierea clara a celor utile si
a celor inutile.

Intr-un asemenea volum de date si informatii, nevoia informationala a unei firme reprezinti, cu
sigurantd, o parte nesemnificativa, restul facand parte din categoria informatiilor inutile pentru firma
respectiva.

Asigurarea unui management eficient in gestionarea activitdtilor din cadrul unei institutii
private/publice reprezinta pietrele de temelie ale securitatii tranzatiilor si eliminarea riscurilor.

In prezent, statele lumii se confrunti cu o paletd largid de amenintiri la adresa securititii
informatiilor sensibile, care pe fondul exploatarii vulnerabilitatilor interne si a altor factori de mediu pot
favoriza sau determina materializarea amenintarilor si aparitia de riscuri semnificative, cu impact
regional sau international.

Apreciere

Un lucru cert este faptul ca toate institutiile din sistemul de economic trebuie sa contracareze

amenintarile de securitate ori pe cele care favorizeaza sau predispun la comiterea de activitati
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indreptate impotriva securitati interne, precum §i pe posibilii vectori responsabili de asemenea actiuni
(persoane, grupuri de persoane, organizatii, entitdti statale).

Activitatea de realizare a securitatii informatiilor este din ce in ce mai complexa, necesitand cat mai muti
specialisti si cooperare cu institutii specializate, in efortul de prevenire si contracarare a amenintarilor si
riscurilor in domeniu.

Demersul metodologic

Prin intermediul acestei cercetari intentionez sa atrag atentia institutiilor private catre
utilitatea managementului bazat pe utilizarea tehnicilor de analizi a informatiilor.

Pe langa stapanirea domeniului de referintd, exact cum am precizat anterior, trebuie sd detinem
cunostinte solide si din domenii conexe celui de securitate a informatiilor, dintre care cele mai
importante sunt IT-ul si managementul riscului. Aceste doua discipline furnizeaza cunostinte rezultate
din cercetarea stiintifica privind riscurile si vulnerabilitatile actuale, fiind de un real folos in conturarea
imaginii de ansamblu a fenomenelor care se manifesta la adresa securitatii informatiilor.

Informatiile cu privire la intentiile de dezvoltare, politica salariald a competitorilor, evolutiile
asteptate ale pietei, posibilele fuziuni sau politica de pret a concurentilor sunt esentiale in vederea
dezvoltdrii unei firmei pe o piatd extrem de aglomeratd si competitiva. In fapt, esenta activitatii de
creare de intelligence este de a obtine pe cai legale si etice informatii utile despre piata si competitori
pentru ca firma sa-si poatd crea avantaje competitive. Metodele cantitative sunt deosebit de importante
chiar si intr-o societate in care volumul de informatii este excesiv de mare, acestora alaturandu-li-se
analiza integrata a informatiilor din mediul concurential, o metoda calitativa ce creeaza valoare adaugata
pe piata si ajutd la administrarea acestui volum de informatii.

Intelligence-ul in afaceri, adica capacitatea de a colecta, analiza si interpreta datele pentru a lua
decizii corecte si rapide, este esential in a castiga avantaj competitiv. Cu toate ca doua companii pot avea
acces la aceleasi date despre piatd, comportamentul consumatorilor, tendinte si concurentd, ceea ce
conteazd cu adevdrat este modul in care ele proceseaza aceste informatii si le transforma in intelegere
profunda si actiuni eficiente.

Astfel, scopul alegerii temei intitulate ,,Analiza multi sursa in managementul informatiilor
pentru implementarea politicilor de guvernanta corporativa” este acela de a evidentia metodele prin
Consider ca evolutia pietelor si a mijloacelor utilizate de firme pentru a prospera presupune utilizarea
din ce in ce mai eficientd a metodelor de anliza a informatiilor.

De aceeaq, intelligence (inteligenta artificiala) poate avea un rol cheie substantial in societatea
modernd bazatd pe cunoastere si tehnologie avansatd, in care dezvoltarea tehnologiilor si a modalitatilor

de comunicare la nivel global a transformat informatia intr-un bun care circula mult mai rapid si mai
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ieftin. In ceea ce priveste importanta si relevanta stiintifici a tezei, consider ci tema abordati are un
caracter de noutate notabil, cel putin pentru piata din Romania. Desi este un fenomen studiat de mai bine
de 30 de ani, cercetarile asupra sa sunt insuficiente in literatura de specialitate romaneasca.

De aceea, din punct de vedere stiintific, studiul principiilor analizei integrate a informatiilor si
Comepetitive Intelligence, ca proces de creare de intelligence, ar aduce, cu siguranta, valoare adaugata
dezvoltarea mediului de afaceri cat, mai ales, la progresul mediului educational si la aparitia

programelor de studii universitare si postuniversitare in domeniu.

in acest sens, obiectivele urmirite au fost:

—> sublinierea caracteristicilor conceptului de “intelligence” din perspectiva economica i, in
special, pentru ca acesta sd poata fi utilizat corespunzator in cadrul firmei;

—> evidentierea unei metode inovatoare de analiza de informatii care poate fi utilizata in cadrul
firmei;

— adaptarea procesului de Intelligence la specificul firmelor din Romdnia si materializarea
rezultatului in cadrul unui ghid de utilizare a analizei multi sursa ca parte a procesului de
Competitive Intelligence, in demersul strategic de obtinere a avantajelor competitive durabile de
catre firmd,

......

noi de obtinere a avantajelor durabile.

Structura tezei de doctorat

Teza este organizata in cincisprezece capitole, cu accent pe obiectivele si ipotezele convenite.
Astfel, CAPITOLUL 1 ,,Analiza de tip osint in managementul informatiilor de intelligence” , prezintd
adaptarea la noile tipuri analitice pentru identificarea riscurilor: Acest aspect sugereaza ca
organizatia trebuie sa fie in pas cu schimbarile tehnologice si sa utilizeze noi tehnologii, cum ar fi
analiza de date si analiza riscurilor, pentru a identifica si evalua mai bine riscurile cu care se

confruntd.

Prin urmare, conceptul de "guvernanta corporativa" descris Inseamna sd conducad in ansamblu
intreaga organizatie, integrand componentele interne si procesele pentru a asigura implementarea

eficientd a managementului riscurilor si a sistemului de management financiar si control intern. De
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asemenea, acest concept evidentiazd importanta adaptarii la noile tehnologii si tipuri analitice pentru o

mai bund identificare a riscurilor si luarea deciziilor informate.

OSINT (Open Source Intelligence) este o metodda de colectare a informatiilor din surse publice
deschise, cum ar fi site-uri web, retele sociale, forumuri online, rapoarte guvernamentale si altele.
Aceastd metoda este extrem de utild in managementul informatiilor de intelligence, in special in cadrul

organizatiilor si agentiilor de intelligence.

Analiza OSINT joacd un rol vital Tn managementul informatiilor unei ecgipe de management,
oferind informatii valoroase, relevante si oportune pentru procesul de luare a deciziilor si planificarea
strategicd. Cu toate acestea, este important ca analistii sa aiba competente solide 1n domeniul analitic si

sa actioneze cu responsabilitate eticd in colectarea si analiza datelor provenite din surse deschise.

Planificarea si prioritizarea eficientd sunt esentiale pentru a gestiona resursele limitate ale unei
organizatii si pentru a obtine rezultatele dorite. Analiza informatiilor joaca un rol crucial in acest proces,
oferind date si concluzii relevante pentru a lua decizii informate. Iata cateva aspecte esentiale pe care le

puteti lua in considerare pentru o planificare si prioritizare eficienta:

Analiza OSINT (Open Source Intelligence) joaci un rol crucial in managementul
informatiilor de intelligence (informatii de informatii) in cadrul organizatiilor guvernamentale,
militare si private. OSINT reprezinta colectarea, analiza si interpretarea informatiilor obtinute
din surse publice, cum ar fi site-uri web, retele sociale, stiri, rapoarte publice, bloguri, forumuri si

alte surse disponibile publicului larg.

,,Se poate concluziona ca prin intermediul OSINT se pot completa o mare parte a nevoilor de
informatii §i, astfel, se realizeaza o descongestionare a celorlalte resurse de culegere, permitand
acestora din urma o concentrare a efortului asupra altor tipuri de informatii. Sursele deschise sunt cele
mai potrivite pentru a preveni celelalte discipline ale intelligence-ului asupra unor subiecte de interes,
in special in conditiile in care libertatea de miscare a marit considerabil accesul organizatiilor media la

informatii”.

Cercetarile prezentate in CAPITOLUL 2 ,Surse de informatii si date de interes”, prezintda
creativitatea, Incurajeazd gandirea liberd, explorarea si asumarea riscurilor. Ea poate fi dezvoltatd si
incurajatd prin practicd, deschidere catre noi idei si diversitatea experientelor de viata. Cu ajutorul
creativitatii, oamenii pot aduce schimbari pozitive in lumea in care traiesc si pot contribui la progresul

societatii in ansamblu.

Generarea de idei noi joaca un rol esential in analiza de intelligence (informatii, date, informatii

despre piata etc.), deoarece aduce o valoare addugata semnificativa produselor analitice si procesului de
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luare a deciziilor. Acest lucru poate fi realizat prin evidentierea legdturilor de cauzalitate intre
evenimente si fenomene sau prin identificarea tiparelor in comportamentul sau activitatile entitatilor
studiate.

Generarea de idei noi si implementarea unor abordari inteligente pot duce la imbunatatirea
eficientei proceselor de analiza. Utilizarea tehnologiilor de ultima generatie, cum ar fi analiza automata a
limbajului natural (NLP) sau machine learning, poate ajuta la extragerea informatiilor relevante din
volume mari de date si la accelerarea procesului de luare a deciziilor.

Generarea de idei noi poate ajuta analistii sa identifice tendintele emergente si sa anticipeze
evenimente sau schimbari importante n timp util. Acest lucru poate fi valoros atat pentru entitatile
private, care doresc sa se adapteze la cerintele pietei, cat si pentru institutiile publice, care doresc sa

abordeze problemele sau amenintarile potentiale inainte ca acestea sa devina critice.

CAPITOLUL 3 ,,Impactul pandemiei covid-19 asupra unor activititi economice din domeniile
serviciilor si intreprinderilor mici si mijlocii”, prezintd cateva aspecte din evolutia recentd a

evenimentelor.

Masurile de distantare fizica impuse de autoritati ca urmare a pandemiei de COVID-19 au stimulat
numeroase organizatii sd adopte modul de lucru la domiciliu (MD), ceea ce a determinat o digitalizare
fortatd si rapidd a unora dintre procesele lor de afaceri. Pentru respectivele organizatii, experienta
acumulatd cu ocazia pandemiei poate reprezenta atdt un factor de stimulare a interesului pentru
digitalizare, cat si o bariera, avand in vedere caracterul fortat si insuficient pregatit, care ar putea genera
o serie de efecte negative, precum un control insuficient al calitatii activitatii desfasurate la distantd (de

acasd) sau posibilitatea de producere a unor brese de securitate informatica.

Pandemia COVID-19 a avut un impact semnificativ asupra intreprinderilor mici si mijlocii (IMM)
din Intreaga lume, inclusiv in domeniul horeca si turismului. Mésurile de combatere a pandemiei, cum ar
fi blocarea, carantinarea si distantarea sociald, au avut consecinte negative semnificative asupra acestor

afaceri. atd cateva moduri in care IMM-urile din aceste domenii au fost afectate:

¢ Blocarea si restrictiile de cilatorie au determinat o scddere dramaticd a cererii pentru servicii
turistice si de ospitalitate. Oamenii au fost sfatuiti sd rdmana acasa si sd evite calatoriile, ceea ce
a dus la anularea rezervarilor de hoteluri, bilete de avion si pachete turistice. Restaurantele si
barurile au fost, de asemenea, afectate de inchideri temporare si restrictii privind servirea in
interior, ceea ce a dus la sciderea veniturilor.

@ Multi proprietari de IMM-uri din domeniul horeca si turismului au fost nevoiti s inchida

temporar sau chiar sa-si inchidd complet afacerile din cauza lipsei de venituri. Acest lucru a
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condus la o lipsa de lichiditati si a pus in pericol capacitatea lor de a face fata costurilor
operationale si de a-si plati angajatii.

¢ Industria turismului si a ospitalitatii este puternic legatd de lanturile de aprovizionare, in special
pentru alimente, bauturi si alte bunuri consumabile. Cu toate ca, pe masurd ce lucrurile s-au
imbunatatit, aprovizionarea cu bunuri intermediare si materialele necesare pentru
desfasurarea activititilor a raimas o problema majora pentru multi IMM-uri.

@ Restaurantele si hotelurile au fost nevoite si respecte masurile de distantare sociala, reducand
capacitatea si numarul de clienti servit n acelasi timp. Aceasta a afectat veniturile in continuare
si a crescut costurile de operare, deoarece afacerile au trebuit sa implementeze masuri de
sigurantd suplimentare, cum ar fi ecrane de protectie, dezinfectarea frecventd si alte practici
pentru a preveni raspandirea virusului.

@ Pentru multe IMM-uri din industria ospitalitatii si turismului, incertitudinea privind evolutia
pandemiei si posibilele noi restrictii a facut dificila planificarea pe termen lung si investitiile
in afaceri. Acest lucru a creat o atmosferd de nesigurantd si a Tmpiedicat revenirea rapida a

acestor sectoare.

Transformarea digitald a proceselor nu Inseamna numai adoptarea unor noi tehnologii, ci si
realizarea unor schimbari/transformdri de naturd organizatorica, operationald si culturala in cadrul
organizatiei, industriei sau ecosistemului economic, ca urmare a utilizarii Tehnologiilor Informationale
si de Comunicatii (TIC) si a valorificarii competentelor digitale la toate nivelurile si functiile
organizatiei. In vederea asigurarii conditiilor de valorificare deplini a potentialului oferit de noile
tehnologii si competente digitale, organizatia trebuie sa isi defineasca 0 strategie de transformare
digitala.

Actiunile negative ale pandemiei au avut efecte asupra activitdtilor economice din domeniile
serviciilor si intreprinderilor mici si mijlocii a fost deosebit de puternic si complex. latd cateva dintre
principalele aspecte afectate si masurile de prevenire a riscurilor economice prin aplicarea unui

management bazat pe analiza informatiilor:

Multe companii din domeniul serviciilor s-au confruntat cu o scadere semnificativa a cererii
pentru produsele si serviciile lor din cauza restrictiilor de cilatorie, inchiderii temporare a afacerilor
si reducerea cheltuielilor de consum. Intreprinderile mici si mijlocii au fost afectate mai sever, deoarece

de multe ori au mai putine resurse pentru a face fata unor astfel de scaderi rapide.
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CAPITOLUL 4 , Aplicarea politicilor de guvernanta corporativd pentru cresterea performantelor
companiilor din turismul romanesc”, conceptul de guvernanta corporativa a devenit, unul omniprezent.
Acesta se refera la sistemul prin care o companie este condusa, supravegheata si controlata. Obiectivul
principal al guvernantei corporative este asigurarea unei administrari transparente, eficiente si etice a
afacerii. Prin adoptarea unor practici solide de guvernantd corporativd, companiile pot imbunatati

performanta pe termen lung si pot castiga increderea investitorilor, clientilor si altor parti interesate.

Aceste elemente ale guvernantei corporative se aplica atat companiilor nationale, cat si celor
internationale, deoarece globalizarea a dus la cresterea interdependentei economiilor si a cerintelor
pentru transparentd si responsabilitate in afaceri. Companiile care adopta o guvernanta corporativd
solida sunt mai susceptibile sa prospere intr-un mediu concurential intens si sa obtina sprijinul

investitorilor si al clientilor pe termen lung.

Aplicarea politicilor de guvernantd corporativa poate juca un rol esential in cresterea
performantelor companiilor din industria turismului din Roméania. Guvernanta corporativa are un impact
semnificativ asupra stabilitatii, transparentei si responsabilitdtii companiilor si poate contribui la

dezvoltarea unei industrii turistice mai durabile si competitive.

Aplicarea corecta si consecventa a principiilor de guvernanta corporativa in industria turismului
din Romania poate contribui la o crestere sustenabild si responsabila a companiilor din acest sector,
avand un impact pozitiv atdt asupra economiei nationale, cat si asupra calitdtii serviciilor oferite

turistilor.

Prin implementarea unor principii solide de guvernantd corporativd, companiile pot crea un
mediu de incredere si responsabilitate, ceea ce contribuie la cresterea performantei pe termen lung si la

mentinerea unui echilibru intre diversele grupuri de interese.

CAPITOLUL 5 ,,Managementul informatiilor din surse deschise In gestionarea amenintarilor
cibernetice actuale si modalitati de combatere a fraudelor la companiile financiare”, face referire la
multiplele modalitati de accesare a mediului virtual se schimba, cei care acceseaza Internetul schimba si

rolul pe care Internetul il joaca in viata noastra.

Gestionarea amenintdrilor cibernetice actuale si combaterea fraudelor la companiile financiare sunt
aspecte critice in era digitald actuald. Managementul informatiilor din surse deschise joacd un rol
esential in acest proces, oferind organizatiilor informatii valoroase pentru a identifica si contracara
amenintarile cibernetice si fraudele. latd citeva modalitati prin care managementul informatiilor din
surse deschise poate fi utilizat in gestionarea amenintdrilor cibernetice si combaterii fraudelor la

companiile financiare:
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Monitorizarea mediului online: Companiile financiare pot folosi instrumente de monitorizare a
mediului online pentru a urmari activitatile grupurilor cibernetice si a criminalilor cibernetici. Acest

lucru poate contribui la detectarea timpurie a potentialelor amenintari si fraude.

Analiza social media: Retelele de socializare si forumurile online pot fi utilizate de infractorii
cibernetici pentru a coordona atacuri si pentru a distribui informatii despre posibile tinte. Companiile pot
folosi analiza social media pentru a identifica tendintele si discutiile legate de fraude si atacuri

cibernetice.

Surse de informatii publice despre vulnerabilititi si amenintari cibernetice: Existd numeroase
baze de date si site-uri web care furnizeaza informatii despre vulnerabilitati si amenintari cibernetice
cunoscute. Prin monitorizarea acestor surse, companiile pot lua masuri proactive pentru a se proteja

impotriva posibilelor atacuri.

Partajarea informatiilor cu comunitatea: Companiile financiare pot beneficia de colaborarea cu
alte companii si organizatii din industrie pentru a schimba informatii si bune practici legate de
gestionarea amenintarilor cibernetice si a fraudelor. Aceastd colaborare poate duce la 0o mai buna

intelegere a peisajului de securitate cibernetica si la dezvoltarea unor solutii mai eficiente.

Utilizarea tehnologiei de analizd avansatd: Tehnologiile de analizd avansatd, cum ar fi
inteligenta artificiald si machine learning, pot fi utilizate pentru a identifica modele si comportamente
suspecte 1n datele colectate din surse deschise. Aceste tehnologii pot ajuta la identificarea si prevenirea

fraudelor si a atacurilor cibernetice.

Formarea si constientizarea personalului: Educatia si constientizarea personalului cu privire la
amenintarile cibernetice si practicile de securitate pot juca un rol esential in prevenirea unor incidente
costisitoare. Personalul trebuie instruit sd recunoasca indiciile unei potentiale fraude sau atac cibernetic

si sa raporteze imediat astfel de amenintari catre departamentul de specialitate.

Implementarea planului de prevenire a evenimentelor negative: Companiile trebuie sa aiba un
produs de analiza a riscurilor pentru prevenirea incidentelor bine pus la punct pentru a actiona rapid si
eficient in cazul unui atac cibernetic sau a unei fraude. Acest plan trebuie sd includa etape clare,

responsabilitati definite si comunicare eficientd intre departamente.

Actualizarea constantd a masurilor de securitate: Pe masurd ce amenintdrile cibernetice
evolueaza, companiile trebuie sd-si actualizeze in mod constant masurile de securitate pentru a se proteja

impotriva noilor tipuri de atacuri si a fraudelor.
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In concluzie, managementul informatiilor din surse deschise joaca un rol vital in gestionarea
amenintarilor cibernetice si in combaterea fraudelor la companiile financiare. Prin utilizarea unor
tehnologii avansate, colaborarea cu comunitatea si formarea adecvata a personalului, companiile

pot imbunatati semnificativ securitatea cibernetica si pot reduce riscul de fraude.

Fenomenul poate fi observat si in societatile cunoscute anterior ca fiind ,fari in curs de
dezvoltare”, care intra in bula cibernetica datorita dezvoltarii extrem de rapide a retelelor de telefonie
wireless. Dar miscarea este si mai evidentd in societdtile dezvoltate, unde acoperirea ciberneticd este

mult mai semnificativa si mult mai rapida.

Inteligenta artificiala (Al) reprezinta ,,capacitatea unei magsini de a imita functii umane, cum ar fi

rationamentul, invatarea, planificarea, precum si creativitatea”.

Astfel, inteligenta artificiala permite sistemelor tehnice sd perceapd mediul in care functioneaza,
sd prelucreze aceastd perceptie si sa rezolve probleme/ecuatii, actiondnd doar in scopul atingerii unui
obiectiv specific. Calculatorul/masina primeste datele relativ pregatite (colectate, procesate, analizate,
integrate, evaluate) prin intermediul propriilor senzori (ex. camera video), pe care le reprelucreaza,

reactionand 1n concordanta cu scopurile predefinite.

Sistemele Al (software sau hardware) sunt capabile sa isi adapteze, intr-o anumitd masura,
comportamentul, analizand efectele actiunilor anterioare si functionand in mod autonom. Acestea
actioneaza deopotriva in medii fizice sau digitale, percepandu-le astfel in functie de datele receptionate,
de interpretarea datelor structurate sau nestructurate primite, in deplind rezonanta cu cunosterea sau ca
urmare a procesdrii informatiilor obtinute din aceste date pentru a decide care este cel mai bun curs de

urmat in functie de scopurile predefinite.

Sistemele Al pot utiliza algoritmi simbolici sau pot invata singure anumite modele numerice,
putandu-si adapta comportamentul prin analizarea efectelor pe care actiunile lor anterioare il au asupra
mediului in care actioneaza. Astfel, invatarea automata (Machine Learning — ML) este un subdomeniu al
Al, in care algoritmii specifici invatd modalitatea prin care poate dezvolta continuu anumite
tipare/modele (pattern) provenite dintr-un set de date pentru a determina actiunile care trebuie

intreprinse pentru a indeplini un anumit scop.

In context, in ultima perioadi, entititile criminale si gruparile de criminalitate organizati au
integrat in modurile lor de operare noi tehnologii Al, fapt ce a determinat mutatii constante in cadrul
peisajului criminalitdtii la nivel mondial, crednd astfel amenintdri importante pentru autoritatile de

aplicare a legii in general si de securitate cibernetica in subsidiar.
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CAPITOLUL 6 ,Aplicarea practicilor performante de guvernantd corporativd de catre
companiile din Romania”, prezinta adoptarea bunelor practici de guvernanta corporativa care reprezinta
un aspect esential pentru companiile din Romania si pentru dezvoltarea economica durabila a tarii. O
guvernantd corporativd eficientd asigurd transparenta, responsabilitatea, etica si implicarea tuturor
partilor interesate n gestionarea si administrarea unei companii. Prin aplicarea bunelor practici de
guvernantd corporativd, companiile pot atrage investitori, pot obtine o imagine pozitivd in ochii

clientilor si pot asigura un mediu intern propice dezvoltarii angajatilor.

In ultimii ani, Romania a facut progrese semnificative in adoptarea unor standarde mai ridicate de
guvernantd corporativa. In acest sens, au fost implementate mai multe reglementari si recomandari care
sd sprijine companiile sa aplice bunelor practici. Unele dintre aspectele cheie ale guvernantei

corporative, care au fost incurajate si aplicate in mediul de afaceri romanesc, includ:

Transparenta informatiilor: Companiile sunt incurajate sa ofere informatii corecte, complete si
relevante atat actionarilor, cat si publicului larg. Raportarea financiara si de afaceri trebuie sd fie

transparenta si accesibila.

Responsabilitatea consiliului de administratie: Consiliul de administratie trebuie sa isi

indeplineasca rolul de supraveghere si sa ia decizii In interesul companiei si al actionarilor sai.

Protectia drepturilor actionarilor minoritari: Drepturile actionarilor minoritari trebuie
respectate si protejate, iar acestia trebuie sd aiba oportunitatea de a-si exprima opiniile si de a participa la

adunarile generale ale actionarilor.

Echitatea in tratamentul actionarilor: Toti actionarii trebuie tratati Tn mod echitabil si fara

discriminare, iar deciziile majore trebuie luate cu respectarea intereselor tuturor partilor implicate.

Consiliul de administratie diversificat: Promovarea unui consiliu de administratie cu o
componentd diversificata ca urmare a experientei, este extrem de importanta si poate aduce numeroase

beneficii in cresterea calitdtii deciziilor luate.

Auditul intern si extern: Verificarea independentd a afacerilor si a raportdrilor financiare prin
intermediul auditului intern si extern sporeste transparenta si credibilitatea informatiilor furnizate de

companie.

Managementul riscurilor: Implementarea unui sistem solid de gestionare a riscurilor asigura

protectia companiei Impotriva amenintarilor potentiale si asigurd o strategie mai eficienta.

Adoptarea bunelor practici de guvernanta corporativa poate contribui la imbundtétirea increderii

investitorilor si a publicului in companii, poate stimula accesul la finantare si poate spori performanta pe
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termen lung. In acelasi timp, evolutia catre o guvernantad corporativa mai solida este un proces continuu,
care necesitd implicarea tuturor partilor interesate si a autoritatilor pentru a crea un mediu de afaceri mai

transparent si responsabil In Romania.

Capacitatea intreprinderilor de a se adapta la schimbarile din mediul de afaceri este esentiald
pentru supravietuirea si succesul intr-o lume tot mai concurentiald si in continud schimbare. Acest
proces de adaptare necesitd o combinatie de abilitati manageriale, viziune strategica si capacitatea de a

gestiona schimbarile in cadrul organizatiei.

CAPITOLUL 7 ,,Utilizarea tehnicilor analitice in evaluarea performantelor organizationale pentru
dezvoltarea durabild”, acest capitol prezintd utilizarea tehnicilor analitice poate aduce valoare
semnificativa in acest proces, oferind o intelegere profunda a modului in care organizatia functioneaza si
identificand oportunitati de imbunatatire. Evaluarea performantelor organizationale este un aspect

crucial pentru dezvoltarea durabild a unei companii sau organizatii.

Valoarea datelor si modul de a crea mai multd valoare cu datele este o problema majora astazi
pentru factorii de decizie, datoritd aparitiei si democratizarii ,,big data”. Multe companii stabilesc un
proces de luare a deciziilor strategice si operationale bazat pe date, care de fapt devine un activ cu

potential ridicat de valoare adaugata.

Prin utilizarea acestor tehnici analitice si prin adaptarea lor la specificul organizatiei, se poate
realiza o evaluare cuprinzatoare a performantelor organizationale in scopul dezvoltarii durabile. Aceasta
va conduce la identificarea punctelor forte, corectarea sldbiciunilor si identificarea directiilor de

dezvoltare viitoare, In concordantd cu principiile sustenabilitatii.

Evaluarea performantei organizationale reprezintd un element esential avand in vedere impactul
informatiilor furnizate asupra competitivitatii si dezvoltarii viitoare a unei organizatii. Importanta
asigurdrii si mentinerii unui nivel al performantei si eficientei activitatilor derulate de institutiile bancare
este motivatd in primul rand de contributia pe care acest tip de organizatii o au in generarea unei
dezvoltari sustenabile. In acest sens, trebuie apreciat rolul determinant jucat jucat de bénci in alocarea

eficienta a resurselor.

Cu toate acestea, schimbarea de paradigma in utilizarea datelor, datorita influentei ,,datelor mari”,
impune companiilor sa ia In considerare noua provocare, modalitatea de guvernare prin analizarea unui
volum de date tot mai mare. Aceste metode de management sunt concepte noi, fiind o provocare noud
vor confrunta companiile Tn urmatorii ani, pe masura ce se arunca mai adanc in apele tulburi ale unui
»lac de date”. Guvernarea datelor devine cea mai bund linie de salvare pe masurd ce Invatd sa o

navigheze.

26



Odata cu aparitia ,,big data” si modul in care aceastd sursd de informatii este acum un instrument
cheie pentru companiile din Intreaga lume, observam ca volumele de date cresc in mod exponential de la
an la an. Aceasta schimbare de paradigma in modul de acces la date si nivelul de putere pe care 1l poseda
acest instrument, problema guverndrii datelor devine inevitabila. Datele sunt utilizate mai inovativ si
dinamic, iar acest lucru are ca rezultat cresterea frecventei datelor cu o dinamica a cererii diametral
opusa si o latentd redusa. Acest lucru implica faptul ca guvernanta trebuie sa fie flexibild si sa aiba o

abordare adaptata procesului de analiza pentru a evita sa devina o frana pentru utilizarea datelor.

Managementul riscului financiar a castigat o importantd semnificativa in ultimii cincisprezece
ani este un fapt real si justificat. Globalizarea, 1n special, a jucat un rol crucial in transformarea modului
in care companiile gestioneaza riscurile financiare.

In concluzie, managementul riscului financiar reprezinti un aspect esential al gestionarii unei
afaceri Intr-un mediu globalizat si volatil. Companiile care acordd o atentie deosebitd acestui domeniu
au mai multe sanse de a-si proteja valoarea si de a-si asigura succesul pe termen lung.

Volatilitatea pietelor financiare globale poate avea un impact semnificativ asupra structurii
capitalului si performantelor financiare ale companiilor. Pentru a face fata riscurilor asociate cu aceasta
volatilitate, managementul financiar se concentreazd pe gestionarea principalelor variabile care pot
afecta performanta companiilor.

CAPITOLUL 8 ,,imbunititirea performantei economice bazat pe analiza informatiilor”, sunt
prezentate epapele necesare pentru imbunatatirea performantei economice bazata pe analiza
informatiilor este un proces complex prin care se folosesc date si informatii relevante pentru a identifica
oportunitati de crestere, a lua decizii mai bine informate si a optimiza resursele intr-o organizatie sau
intr-o economie la scara mai mare. Analiza informatiilor joaca un rol crucial in luarea deciziilor
strategice si operationale pentru atingerea obiectivelor economice.

Iata cateva aspecte-cheie ale imbunatitirii performantei economice prin analiza
informatiilor:

< Colectarea datelor relevante: O prima etapa esentiald este sa se colecteze datele relevante din

surse diverse, inclusiv rapoarte financiare, date economice, sondaje, feedback de la clienti etc.

& Utilizarea tehnologiei pentru analiza: Cu volumul mare de date disponibile in prezent, este
necesar sa se foloseasca tehnologii si instrumente adecvate de analiza, precum analiza datelor,

inteligenta artificiald si invatarea automata, pentru a extrage informatii valoroase din aceste date.
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< Identificarea tendintelor si modelelor: Prin analiza datelor, se pot identifica tendinte, modele si
corelatii care pot oferi intelegere asupra performantei economice trecute si actuale si pot oferi

indicii pentru viitor.

< Evaluarea eficientei si eficacitatii: Prin analiza informatiilor financiare si operationale, se poate
evalua eficienta si eficacitatea diferitelor aspecte ale afacerii sau economiei, ajutdnd astfel la

identificarea si eliminarea aspectelor ineficiente.

< Identificarea oportunitatilor de crestere: Analiza informatiilor poate dezvalui oportunititi de
crestere pe care organizatiile le pot exploata pentru a-si extinde operatiunile sau pentru a-si

dezvolta noi produse si servicii.

& Reducerea riscurilor: Prin analiza datelor economice si a indicatorilor financiari, se poate estima
si gestiona mai bine riscurile, ajutdnd la protejarea organizatiilor impotriva unor posibile

probleme financiare.

< Luarea deciziilor informate: Analiza informatiilor ofera o baza solida pentru luarea deciziilor, fie

ca este vorba de investitii, strategii de marketing sau planificarea resurselor umane.

& Monitorizarea performantei: Analiza informatiilor economice permite monitorizarea constanta a
performantei organizatiei, ceea ce permite ajustarea continua a strategiilor si planurilor in functie

de rezultatele obtinute.

In concluzie, analiza informatiilor joaca un rol esential in imbunatatirea performantei economice,
ajutand la identificarea oportunitatilor de crestere, reducerea riscurilor si luarea deciziilor mai informate
si mai eficiente. O abordare bine pusd la punct in privinta analizei datelor poate avea un impact

semnificativ asupra succesului unei organizatii sau a unei economii in ansamblu.

CAPITOLUL 9 ,,Concepte in Guvernanta Corporativa”, se refera la un set de principii si practici
care indrumd modul in care o companie este condusd si controlatd pentru a asigura transparenta,
responsabilitatea, echitatea si protectia intereselor tuturor partilor implicate. O guvernantd corporativa
eficientd poate contribui la cresterea increderii investitorilor si a partilor interesate, protejand valoarea
pe termen lung a companiei si crednd un mediu stabil si sustenabil pentru dezvoltare si inovare.

Un sistem eficient de guvernantd corporativa contribuie la cresterea increderii investitorilor,
imbunatatirea performantelor financiare ale companiilor si protejarea reputatiei acestora pe termen lung.
De asemenea, poate reduce riscul de practici nefaste si fraudd corporativa si poate spori durabilitatea

organizatiilor intr-un mediu de afaceri competitiv si complex.
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Specialistii, alaturi de persoane interesate, au venit cu definitii diferite ale guvernantei
corporative care reflectd interesul lor special in domeniu, deoarece acopera un numar mare de fenomene
economice distincte.

Guvernanta corporativd nu se limiteaza doar la aspectele financiare sau administrative ale unei
organizatii, ci acoperd un spectru larg de elemente care influenteazd modul in care companiile sunt
gestionate, supravegheate si interactioneaza cu diferitele lor parti interesate. Aceste aranjamente si
practici impreund determind directia organizatiei si modalitatea in care aceasta contribuie la economie si
societate in ansamblu.

In diferite tari si jurisdictii, pot exista diverse reglementiri si standarde privind guvernanta
corporativa, iar practicile pot varia in functie de dimensiunea si tipul corporatiilor, sectorul de activitate
si cultura locala. In general, insd, obiectivul riméne acelasi: si creeze un cadru de conducere si
management in care corporatia sd functioneze la cel mai inalt nivel de integritate si eficienta pentru
beneficiul tuturor partilor implicate.

Rezultatele acestui raport au demonstrat ca structurile de proprietate diferite ale firmelor ar
duce de fapt la performante financiare diferite.

— In general, structurile private ar duce la performante semnificative. Astfel, existd o relatie
semnificativa intre structura proprietitii companiei si performanta companiei. in contextul
in care au fost prezentate atét structurile de ,,proprietate institutionala”, cat si structurile de
»proprietate privata”, rezultatele au ilustrat ca atunci cand proprietatea este guvernata de
tipul investitorilor institutionali, performanta firmei va tinde sa devind mai slaba decat
structura proprietatii private.

— Cu toate acestea, in ceea ce priveste proprietatile private, se poate constata ca exista doar o
relatie semnificativa; dar nu se putea deduce tipul relatiei. Aceasta inseamna ca, in general,
nu se poate stabili daca proprietatile private ar duce de fapt la o performantd superioara sau

nu.

CAPITOLUL 10 ,,Guvernanta corporativda si entitatile din sectorul public”, in ceea ce priveste
entitatile din sectorul public, guvernanta corporativa are o importantd semnificativa. Sectorul public
cuprinde guverne, agentii guvernamentale, organizatii non-profit finantate de stat si alte entitati care
furnizeaza servicii si bunuri publice. Principiile guvernantei corporative aplicate in acest context sunt
menite sd promoveze transparenta, responsabilitatea, integritatea si performanta eficienta a acestor
organizatii in fata cetdtenilor si a altor parti interesate.

Imbunititirea guvernantei corporative in sectorul public poate duce la o administrare mai

eficienta, o incredere crescuta a cetatenilor si o furnizare mai buna a serviciilor publice.
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Guvernanta corporativa a entitatilor publice este un concept care castigd din ce in ce mai mult
domeniu atat in literatura de specialitate, cat si in practicd. Guvernanta corporativd a organismelor
publice ca metodda de conducere si control implicd un set de reguli si principii clare (integritate,
onestitate/sinceritate, transparentd si responsabilitate), mecanisme clare de management si control al
riscului, elemente necesare atingerea scopului entitatilor publice, care este satisfacerea nevoilor publice.
Poate contribui la utilizarea eficientd a fondurilor publice, la scaderea cheltuielilor sau a deficitelor
bugetare, la eliminarea coruptia si cresterea performantei in entitatile publice.

»Guvernanta corporativa se referd la sistemul de conducere, control si reglementare al unei
organizatii, cu scopul de a asigura ca interesele tuturor partilor interesate (stakeholderi) sunt luate in
considerare si ca organizatia functioneaza in mod eficient, transparent si responsabil. Acest concept se
aplica in special in cadrul corporatiilor, companiilor publice si organizatiilor mari, dar principiile sale
pot fi adaptate si la alte tipuri de organizatii.” In ansamblu, guvernanta corporativ reprezinti un set de
principii si practici menite sd creeze un cadru de functionare adecvat si etic pentru organizatie,
asigurandu-se cad toate componentele interne lucreazd impreund 1n directia comund a atingerii
obiectivelor organizationale si a intereselor tuturor partilor implicate.

& Echilibrarea fortelor dintre bordul director si actionari este un aspect crucial al guvernantei
corporative. Prin aplicarea unor masuri adecvate, se urmareste asigurarea unui proces de luare a
deciziilor transparent si echitabil, astfel incat interesele principaliilor stakeholderi sa fie protejate
si respectate.

< Aceste masuri nu sunt exhaustive si pot fi adaptate in functie de specificul si dimensiunea
companiel, dar scopul lor este acelasi: sd asigure un echilibru in puterea de decizie si sa protejeze
interesele principalelor parti interesate, incluzand actionarii, angajatii, clientii si comunitatea in
care compania 1si desfasoara activitatea.

Guvernanta corporativa a autoritatilor publice, prin furnizarea de servicii publice,
urmireste satisfacerea cetitenilor nevoilor si, respectiv, beneficiul public.

Guvernanta corporativa in tarile in curs de dezvoltare este un subiect important si complex,
deoarece joacd un rol crucial in promovarea transparentei, responsabilitdtii si sustenabilitatii in
functionarea companiilor si in protejarea intereselor tuturor partilor implicate - actionari, manageri,
angajati si alte parti interesate. De asemenea, guvernanta corporativa eficientd poate contribui la
dezvoltarea economica si cresterea investitiilor in aceste tari.

Iata cateva aspecte relevante ale practicilor de guvernanta corporativa in tarile in curs de
dezvoltare:

— Legislatie si reglementiri: In multe tari in curs de dezvoltare, existd eforturi pentru adoptarea si

implementarea legislatiei si reglementarilor privind guvernanta corporativa. Acest cadru legal
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poate stabili standarde si linii directoare privind raportarea financiard, protejarea drepturilor
actionarilor minoritari si rolurile si responsabilitatile consiliului de administratie.

— Transparentd si raportare financiard: Guvernanta corporativa eficientd implicd o transparenta
sporitd 1n raportarea financiara. Companiile ar trebui sa furnizeze informatii precise si relevante
in legdtura cu situatia financiara si performanta lor. Aceasta transparentd ii ajutd pe investitori sa
ia decizii mai informate si sa aiba incredere in piata locala.

— Protectia drepturilor actionarilor minoritari: Este crucial ca actionarii minoritari sd beneficieze de
protectie legala si sa aiba o voce in procesul decizional al companiei. Acest lucru poate fi realizat
prin drepturi sporite ale actionarilor, cum ar fi drepturile de vot, accesul la informatii si
participarea la adunarile generale ale actionarilor.

— Rolul consiliului de administratie: Consiliul de administratie al unei companii are un rol cheie in
asigurarea guvernantei corporative adecvate. Este important ca membrii consiliului sa fie
independenti, competenti si sd actioneze in interesul companiei si al actionarilor. Procesele de
selectie si evaluare a membrilor consiliului ar trebui sa fie transparente si bine definite.

— Responsabilitate sociald si mediu: In contextul tirilor in curs de dezvoltare, guvernanta
corporativa ar trebui sa aiba in vedere si impactul social si de mediu al activitatilor companiilor.
Respectarea standardelor de mediu, etice si responsabilitate sociald poate contribui la cresterea
durabila si la dezvoltarea pe termen lung a companiilor si comunitatilor.

— Educatie si constientizare: Dezvoltarea guvernantei corporative in tarile in curs de dezvoltare
necesitd, adesea, un efort sustinut pentru a educa si constientiza toate partile implicate. Aceasta
include actionarii, managerii, angajatii si alte parti interesate cu privire la importanta guvernantei
corporative si beneficiile sale.

Guvernanta corporativa poate juca un rol semnificativ in dezvoltarea economica durabild si In
atragerea investitiilor in tarile in curs de dezvoltare. In aceasti privinta existd provocari specifice cu care
se confruntd aceste tari in implementarea practicilor adecvate de guvernantd corporativa, inclusiv
coruptia, infrastructura limitatd si capacitatea limitata a autoritatilor de reglementare. Prin urmare,
consolidarea guvernantei corporative in tarile in curs de dezvoltare necesitd un angajament continuu si
sprijin din partea tuturor partilor implicate.

CAPITOLUL 11 ,,Analiza de risc aplicabila in cadrul echipei de guvernanta”.

Analiza de risc este o tehnica analitica folosita pentru sustinerea evaluarii riscului reprezentat

de persoane implicate in activitatea economicd/management sau aflate in legatura cu aceasta activitate,

de organizatii sau tipuri de activitati, la adresa potentialilor parteneri de afaceri.
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Analiza de risc aplicabilda in cadrul echipei de guvernare este un proces esential pentru a
identifica, evalua si gestiona riscurile care pot afecta realizarea obiectivelor echipei. Aceasta ajutd la
asigurarea unei functiondri mai eficiente si eficace a echipei, permitdndu-le s ia decizii informate si sa
raspunda la potentialele probleme inainte de a deveni critice.

In cadrul echipei de guvernare, analiza de risc ar putea aborda, de exemplu, riscuri legate de
neindeplinirea obiectivelor strategice, posibile conflicte interne, schimbari legislative sau politice care
pot afecta activitatile echipei, probleme de reputatie etc.

Este important ca intreaga echipa sa fie implicata in acest proces, astfel incat sa beneficieze de
perspective multiple si sa asigure faptul ca toti membrii echipei inteleg masurile gestionare a

riscurilor si le sustin.

Scopul analizei de risc este de a furniza informatii si estimari in vederea gestionarii si reducerii
riscurilor, principalele obiective fiind:
= evaluarea riscurilor;
* identificarea si evaluarea nevoilor §i lacunelor informationale;
* formularea de recomandari privind prioritatile in cazul unor amenintari multiple;
= favorizarea preventiei prin evaluarea situatiilor post-eveniment;

= prezentarea informatiilor factorilor decidenti in vederea dispunerii masurilor necesare.

Analiza de risc este utila la nivel institutional public sai privat, avand in vedere aplicabilitatea
acesteia pe toate cele trei paliere de bazd ale domeniului de analizd a informatiilor, respectiv strategic,
operational si tactic. Acest tip de produs analitic este frecvent utilizat iIn componenta proactiva a
managementului, 1n sensul cd orienteaza activitatea spre documentare anterior Inregistrarii
incidentului/evenimentului/faptei la nivel institutional.

+ Analiza de risc reprezintd un proces pentru adoptarea si punerea in aplicare a deciziilor de
management. Acestea presupun preintdmpinarea §i minimalizarea riscurilor In activitatea

desfasurata, dar si a amenintarilor si vulnerabilitatilor la adresa organizatiei.

Prin urmare, managementul analizei de risc este un proces complex, care necesitia
implicarea tuturor nivelurilor organizationale si o abordare sistematici pentru a asigura o

gestionare eficienta a riscurilor si protejarea obiectivelor organizatiei.

CAPITOLUL 12 ,,Importanta datelor OSINT”, prezintd importantd semnificativd intr-o gama

larga de domenii si activitati, de la securitate si informatii la luarea deciziilor in afaceri si dezvoltarea
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politicilor publice, oferind o fereastra vastd si deschisa catre informatii diverse si actuale, care pot avea
un impact semnificativ Intr-o gama larga de contexte si decizii.

Nu exista o definitie unicd sau universal acceptatd pentru new media, deoarece acest concept
poate fi perceput intr-o varietate de moduri de catre diferite categorii de utilizatori si experti.

Cu toate acestea ,,orice produs media digital include interactivitatea §i distribuiirea prin retele
informatice de natura digitala a continutului cum sunt, totalitatea textelor, sunetelor, imaginilor i
elementelor grafice ce pot fi prelucrate pe computer si organizate intr-o baza de date”.

Mediul online si noile tehnologii au transformat fiecare etapd a procesului OSINT si au
schimbat fundamental modul in care obtinem, procesam, analizdm si disemindm informatiile.

In acest context, mediul online si noile tehnologii au transformat OSINT intr-un instrument
puternic, dar solicitant, cu o capacitate extraordinard de a furniza informatii relevante si de a sprijini
deciziile intr-o varietate de domenii. Adaptarea la aceasta realitate dinamica si dezvoltarea abilitatilor
pentru a naviga prin acest mediu complex devin esentiale pentru a obtine beneficii reale din datele
OSINT.

Este important sd3 mentiondm ca datele OSINT trebuie utilizate cu atentie si In conformitate cu
legislatia si etica corespunzatoare, pentru a evita incdlcarea confidentialitatii sau a drepturilor
individuale. De asemenea, este necesara o abordare critica in evaluarea datelor OSINT, deoarece acestea
pot fi influentate de sursele si contextul in care au fost publicate. Cu toate acestea, atunci cand sunt
utilizate In mod corespunzator, datele OSINT ofera o sursd valoroasd de informatii pentru diferite

scopuri si industrii.

CAPITOLUL 13 ,,Obtinerea de avantaje competitive durabile de catre firmd prin utilizarea
analizei integrate a informatiilor din mediul concurential”, capitolul prezintd cateva moduri prin care se
pot obtine avantaje competitive durabile este esentiald pentru succesul pe termen lung al unei companii.
O strategie eficientd pentru a atinge acest obiectiv este utilizarea analizei integrate a informatiilor din
mediul concurential. Aceastd abordare implica colectarea, evaluarea si interpretarea datelor relevante
privind concurenta si mediul de afaceri in ansamblu, pentru a identifica oportunitati si amenintari si
pentru a dezvolta strategii de afaceri inovatoare.

[ata cateva moduri prin care o firmd poate obtine avantaje competitive durabile prin utilizarea

analizei integrate a informatiilor din mediul concurential:

— ldentificarea unui avantaj competitiv unic: Prin analiza mediului concurential, o firma poate

descoperi oportunitdti neexploatate sau lacune in ofertele concurentilor. Aceasta poate duce la
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dezvoltarea unei oferte de produse sau servicii unice, care sd indeplineasca nevoile clientilor intr-
un mod in care nimeni altcineva nu o face.

— Imbunitatirea valorii addugate: O analiza a concurentei poate dezvalui modul in care alti jucitori
de pe piata furnizeaza valoare clientilor lor. Pe baza acestor informatii, firma poate dezvolta
strategii pentru a creste valoarea addugatd oferitd clientilor sdi, fie prin inovatie tehnologica,
servicii mai bune sau solutii personalizate.

— Intelegerea preferintelor clientilor: Analiza mediului concurential poate oferi o perspectivi
asupra clientilor concurentei si preferintelor lor. Cunoasterea profundd a nevoilor si
comportamentului clientilor poate ajuta firma sa isi ajusteze oferta si sa dezvolte campanii de
marketing mai eficiente, ceea ce poate duce la construirea unei baze solide de clienti fideli.

— Anticiparea schimbarilor pietei: Prin monitorizarea activitatilor concurentilor, o firma poate fi
pregdtitd sa facd fatd schimbarilor pietei. Cunoasterea miscarilor competitorilor poate ajuta la
anticiparea noilor tendinte, adaptarea rapida la schimbari si mentinerea unui avantaj competitiv
sustenabil.

— Dezvoltarea de parteneriate strategice: Analiza mediului concurential poate identifica si
potentiali parteneri care sda aduca avantaje reciproce. Colaborarea cu alte companii pentru a-si
consolida pozitia pe piatd sau pentru a accesa resurse si tehnologii complementare poate fi un
mod eficient de a-si imbunatati avantajele competitive.

— Inovare constanta: Monitorizarea si analiza constantd a mediului concurential pot stimula
inovatia in cadrul firmei. Constientizarea amenintarilor si oportunitatilor poate incuraja gandirea

creativa si dezvoltarea de noi idei si solutii pentru a ramane in fruntea pietei.

in concluzie, utilizarea analizei integrate a informatiilor din mediul concurential poate
juca un rol crucial in obtinerea de avantaje competitive durabile pentru o firma. O intelegere
profunda a pietei si a competitorilor poate ajuta la identificarea oportunitatilor si la dezvoltarea

strategiilor corecte pentru a rimane competitiv si prosper pe termen lung.

CAPITOLUL 14 ,,Competitive intelligence (Ci) — Concept si etape”. Competitive Intelligence
(CI) este un proces de colectare, analiza si interpretare a informatiilor despre competitori, piete si mediul
de afaceri, pentru a sprijini luarea deciziilor strategice si tactice intr-o organizatie. Scopul principal al
Competitive Intelligence este de a oferi organizatiei un avantaj competitiv si o Intelegere profunda a

mediului competitiv in care opereaza.
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Pentru a functiona eficient, Competitive Intelligence necesita 0 abordare etica si respectarea
legilor si regulamentelor privind protectia datelor si concurenta loiala.

Cl trateaza nevoia curenta de obtinere a unor informatii care confera capacitate de actiune (intelligence).

- Simpla detinere a unor informatii nu mai este suficienta, modul in care sunt analizate si mai apoi
folosite devenind primordial.

- ,,CI este 0 activitate sistematica de colectare si analiza a informatiilor cu privire la activitatile
competitorilor si a evolutiei pietei, cu scopul indeplinirii obiectivelor propriei companii”.

Informatiile cu privire la intentiile de dezvoltare, politica salariala a competitorilor, evolutiile
asteptate ale pietei, posibile fuziuni sau politica de pret a competitorilor sunt esentiale in vederea
dezvoltirii unei firme pe o piati aglomerata si competitiva. In fapt, esenta activititii de Cl este de a
obtine pe cai legale si etice informatii utile despre piata si competitori pentru ca firma sa isi poata crea
avantaje competitive. Metodele cantitative sunt deosebit de importante chiar si intr-0 societate in care
volumul de informatii este excesiv de mare, insa printre acestea se remarca activitatea de CI, ce creeaza

valoare adaugata pe piata concurentiala si ajuta la reducerea volumului de informatii.

Crearea de intelligence urmeaza un ciclu de cinci etape prezentate in continuare, iar respectarea
ordinii si a caracteristicilor acestor etape este imperios necesara in vederea obtinerii rezultatelor

scontate.

CAPITOLUL 15 ,,Modele ale analizei informatiilor pentru stabilirea strategiei firmei de creare si
consolidare a avantajelor”, analiza informatiilor pentru stabilirea strategiei unei firme de creare si
consolidare a avantajelor este o etapd esentiald in dezvoltarea si mentinerea succesului unei companii pe
termen lung. Pentru a realiza aceastd analizd, sunt necesare mai multe modele si instrumente care pot fi
aplicate impreuna pentru a obtine o intelegere mai profunda a pozitiei companiei pe piata si a modului in

care aceasta poate obtine si mentine avantaje competitive.

Iata cateva modele ale analizei informatiilor pe care le puteti folosi:

< Analiza SWOT: Este unul dintre cele mai populare modele utilizate in strategia de afaceri.
SWOT reprezinta 0 abreviere pentru Strengths (Puncte forte), Weaknesses (Puncte slabe),
Opportunities (Oportunitati) si Threats (Amenintari). Acest tip de analiza ajuta la identificarea
avantajelor si vulnerabilitatilor interne ale firmei si la identificarea oportunitatilor si
amenintarilor externe din mediul de afaceri.

%+ Modelul celor cinci forte ale lui Porter: Acest model propus de Michael Porter analizeaza mediul
concurential al unei firme prin prisma a cinci forte: concurenta dintre rivali existenti,
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amenintarea de intrare a unor noi competitori, amenintarea produselor sau serviciilor
substituabile, puterea de negociere a furnizorilor si puterea de negociere a clientilor. Compania
poate dezvolta strategii pentru a face fata acestor forte si a obtine avantaje competitive.

% Matricea BCG (Boston Consulting Group): Aceasta matrice clasifica portofoliul de produse sau
unitati de afaceri al unei companii in functie de rata de crestere a pietei si cota de piata relativa.
Aceasta ajuta la identificarea produselor sau unitatilor de afaceri care aduc venituri semnificative
si care necesita investitii pentru a asigura viitorul succes.

% Analiza lantului valoric: Acest model identifica activitatile cheie care aduc valoare in procesul de
productie si livrare a produselor sau serviciilor firmei. Prin optimizarea si consolidarea acestor
activitati, compania poate obtine avantaje competitive prin reducerea costurilor si imbunatatirea
calitatii.

% Modelul VRIO: Acest model evalueaza resursele si capacitatile firmei pentru a determina daca
acestea pot oferi un avantaj competitiv durabil. VRIO reprezinta o abreviere pentru Valuable
(Valoare), Rare (Rar), Inimitable (Greu de imitat) si Organized (Organizate). Daca resursele unei
companii indeplinesc toate aceste criterii, atunci aceasta are sanse mai mari de a dezvolta
avantaje competitive sustenabile.

¢ Analiza PESTEL: Acecasta analizd Se concentreaza pe factorii politici, economici, sociali,
tehnologici, de mediu si legali care pot afecta afacerea companiei. Prin intelegerea contextului
extern, firma poate anticipa si adapta strategiile in consecinta.

¢+ Harta valorii: Acest model, dezvoltat de W. Chan Kim si Renée Mauborgne, exploreaza spatiul
strategic in care opereaza 0 firma si identifica posibilele zone de inovare si diferentiere care pot
conduce la avantaje competitive necontestabile.

Este important sa utilizati aceste modele impreuna si sa le adaptati specific nevoilor si
contextului firmei dumneavoastra. Analiza informatiilor si identificarea avantajelor competitive trebuie

sa fie un proces continuu deoarece mediul de afaceri evolueaza constant.

Mai mult decat atat, fiind o activitate cu impact asupra multor factori de influenta economica,
externalitatile create de analiza integrata a informatiilor sunt importante. Fie ca vorbim despre aceasta
activitate la nivel de economie sau de firma, utilizarea informatiilor cu capacitate de actiune din mediul
concurential se va rasfrange, inevitabil, asupra tertilor de pe aceeasi piata si chiar de pe piete diferite.
Asa cum este exemplificat mai sus, detinerea unei retele informationale vaste duce la cresterca

......

economici.

Tinand seama de aceste aspecte, propunerea noastrd cu care finalizam acest capitol este de a
clarifica stadiul actual si modul de desfasurare al activitatii de Cl in mediul de afaceri din Romania, din
perspectiva practica, concluziile urmand sa constituie baza pe care firmele din Romania sa poata stabili
structura organizatorica si ciclul de productie specific fiecaruia. Aceasta abordare este in ansamblu noua
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atat pentru mediul de afaceri cat si pentru mediul academic din Romania, avand in vedere faptul ca nicio
alta cercetare, studiu sau analizd nu s-a desfasurat in directia clarificarii metodelor, tehnicilor si

instrumentelor specifice procesului de CI.

Contributii personale si propuneri

Cercetarea stiintifici MANAGEMENTUL INFORMATIILOR N CRESTEREA PERFORMANTEI
ECHIPEI DE GUVERNANTA CORPORATIVA reuseste si imbine aspectele teoretice specifice domeniului
management cu cele ale analizei informatiilor, oferind contributii teoretice (ex. noi metode analitice pentru
interpretarea si corelarea datelor provenite din surse deschise cu cele existente la nivelul echipei de guvernata,
dezvoltarea sau adaptarea celor existente la situatia operativa actuald), conceptuale si metodologice (ex. Proiect de
metodologie privind managementul informatiilor obtinute din surse deschise, ce pot fi gestionate de echipa de
guvernantd, Ghid de elaborare a analizelor financiare, pe componenta analiza de risc si realizarea unui proiect de
produs analitic privind Analiza Multi-Sursa).

Contributiile teoretice la teza de doctorat au constat in analiza aprofundatd a literaturii de Specialitate
din domeniul managementului si al analizei informatiilor, contributia personala constiand in:

- fundamentarea teoretica a domeniului analizei OSINT (Open Source Intelligence) se bazeaza pe
ideea ca informatiile obtinute din surse deschise pot oferi o perspectivdi bogatd si diversificatd asupra
evenimentelor si contextului global. Acest tip de analiza se Incadreaza in procesul mai larg de "intelligence", care
implica colectarea, evaluarea si analiza informatiilor pentru a sprijini luarea deciziilor strategice si operationale;

In concluzie, analiza de tip OSINT este un instrument valoros pentru factorii de decizie,
oferindu-le o perspectiva comprehensiva si pe termen lung asupra contextului si amenintarilor. Prin
urmarirea unui ciclu informational bine definit si respectand principiile analizei, factorii de decizie pot
amplifica capacitatea de prevenire si raspuns la crize, sprijinind astfel procesul de luare a deciziilor
strategice §i operationale.

- crearea unor noi metode i tehnici analitice care sd constituie suportul stiintific pentru
managementul analizei analizei de risc (ex. analiza Analiza de Risc, tehnica analitica pentru identificarea

riscurilor financiare care pot fi identificate prin analizarea datelor de tip Multi Sursa);

Contributiile conceptuale si de natura metodologicd din cadrul tezei constau in:
Analiza nevoilor de informatii: Efectuarea unui studiu aprofundat asupra nevoilor de informatii
ale echipei de guvernantd corporativd, identificind informatiile esentiale necesare pentru luarea

deciziilor strategice si de conducere.
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Sisteme dedicate managementului de informatii: Aprecierea diverselor sisteme de
management al informatiilor disponibile si identificarea celor mai eficiente pentru a sprijini activitatile
de guvernanta corporativa.

Transparenta informatiilor: Analiza impactului transparentei informatiilor asupra performantei
echipei de guvernantd corporativa si identificarea modurilor optime de a imbunatdti transparenta in
cadrul organizatiei.

Utilizarea tehnologiei pentru gestionarea informatiilor: Propuneri privind utilizarea
tehnologiei avansate, cum ar fi inteligenta artificiald si analiza datelor, pentru a optimiza colectarea,
stocarea si analiza informatiilor relevante pentru guvernanta corporativa.

Securitatea informatiilor: Abordarea aspectelor legate de securitatea informatiilor, inclusiv
protectia impotriva accesului neautorizat si a amenintarilor cibernetice, pentru a asigura integritatea
datelor si a informatiilor confidentiale.

Managementul riscurilor: Identificarea si evaluarea riscurilor asociate cu gestionarea
informatiilor in cadrul guvernantei corporative si dezvoltarea unor strategii pentru reducerea acestor
riscuri.

Comunicarea eficientd: Studierea modalitatilor prin care informatiile relevante pot fi
comunicate eficient membrilor echipei de guvernantd corporativa, astfel incat sa sprijine luarea
deciziilor informate si sa faciliteze colaborarea intre membrii echipei.

Evaluarea performantei: Propuneri privind utilizarea informatiilor si a datelor pentru evaluarea
performantei echipei de guvernanta corporativa si pentru identificarea oportunitatilor de imbunatatire.

Bune practici si studii de caz: Identificarea bunei practici In managementul informatiilor in
contextul guvernantei corporative si analiza studiilor de caz relevante pentru a extrage invatdminte
valoroase.

Dezvoltarea competentelor echipei: Sugerarea modalitdtilor prin care membrii echipei de
guvernantd corporativd pot fi pregatiti si incurajati sa isi dezvolte abilitdtile in gestionarea informatiilor
si in utilizarea acestora pentru luarea deciziilor strategice.

Acestea sunt doar cateva dintre directiile pe care cercetarea In domeniul managementului
informatiilor in cresterea performantei echipei de guvernanta corporativa le-ar putea explora. Este
important ca cercetarea sd fie bazatd pe o fundamentare stiintifica riguroasa si sd aibda In vedere
specificul organizatiilor si mediului de afaceri in care acestea activeaza.

Cercetarea stiintifica realizata in cadrul tezei de doctorat a relevat confirmarea
urmatoarelor ipoteze de lucru:

1. Sistemul de management al unei echipe depinde, in mod direct, de volumul si calitatea

informatiilor analizate;
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2. Analiza OSINT si Multi Sursa si metodele specifice acestor tipuri de analiza raspund cel mai
bine provocarilor actuale, fiind capabile sa acopere nevoile de cunoastere ale beneficiarilor de nivel
inalt;

3. Necesitatea stabilirii la nivel national a unui Sistem de management bazat pe analiza
informatiilor.

Utilizarea tehnicilor de analiza a informatiilor in cadrul echipelor de guvernanta corporativa si in
managementul performant al unei organizatii aduce mai multe beneficii si conduce la concluzii
importante.

Luarea deciziilor informate: Analiza informatiilor permite colectarea si evaluarea datelor
relevante pentru a lua decizii mai informate si mai precise. Echipele de guvernanta corporativa si
managerii pot utiliza aceste tehnici pentru a obtine 0 intelegere mai profunda a mediului de afaceri, a
pietelor, a clientilor si a concurentilor. Aceasta le permite sa identifice oportunitati si amenintari, sa
prevada tendintele si sa ia decizii strategice mai bine fundamentate.

Identificarea riscurilor si vulnerabilitatilor: Analiza informatiilor ajuta la identificarea riscurilor
si vulnerabilitatilor intr-0 organizatie. Echipele de guvernanta corporativa si managerii pot utiliza aceste
tehnici pentru a evalua riscurile operationale, financiare si de conformitate si pentru a dezvolta strategii
de gestionare a acestora. Prin identificarea si abordarea eficienta a riscurilor, se poate asigura stabilitatea
si durabilitatea organizatiei.

Monitorizarea performantei: Analiza informatiilor permite monitorizarea performantei
organizatiei si a diferitelor sale departamente sau echipe. Prin utilizarea indicatorilor cheie de
performanta (KPI-uri) si a altor metode de evaluare, echipele de guvernanta corporativa si managerii pot
urmari realizarea obiectivelor si identifica deficiente sau zone care necesita imbunatatiri. Acest lucru
faciliteaza ajustarea strategiilor si alocarea eficienta a resurselor pentru a atinge performanta maxima.

Cresterea eficientei operationale: Analiza informatiilor poate dezvalui ineficiente si lacune in
procesele operationale ale unei organizatii. Echipele de guvernanta corporativa si managerii pot utiliza
aceste tehnici pentru a identifica si elimina blocajele, a optimiza fluxurile de lucru si a implementa
masuri de eficientizare. Prin cresterea eficientei operationale, Se poate obtine 0 reducere a costurilor, 0
crestere a productivitatii si 0 imbunatatire a satisfactiei clientilor.

Anticiparea si adaptarea la schimbari: Analiza informatiilor ofera organizatiilor capacitatea de a
anticipa si de a se adapta la schimbarile din mediul de afaceri. Echipele de guvernanta corporativa si
managerii pot utiliza aceste tehnici pentru a evalua tendintele pietei, comportamentul consumatorilor si

evolulutia Tn timp.
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Propuneri si perspective viitoare ale cercetarii

Prezenta lucrare ofera analistilor si expertilor posibilitatea de a dezvolta managementul analizei
informatiilor pentru a putea fi utilizat si in alte domenii de activitate. Metodele analitice prezentate in
cadrul lucrarii pot fi perfectionate si adaptate pentru a defini eficient toate domeniile de interes atat la
nivelul unei companii private sau la nivelul institutiilor de stat.

Managementul analizei informatiilor a fost creat nu numai pentru a fi utilizat in cadrul
structurilor Sistemului National de Securitate, ci si de catre companii sau alte organizatii pentru ca
deciziile de nivel strategic sa se ia pe baze stiintifice solide, analizindu-se datele si informatiile
disponibile la un moment dat.

In acest sens, economistii, analistii, managerii de orice nivel pot folosi aceste cercetiri pentru a
dezvolta, adapta si moderniza metodele analitice specifice managementului prin dezvoltarea
componentei de analizd a informatiilor pentru a fi utile in procesul de luare a deciziilor, inclusiv in
analizele de risc realizate in mod curent in cadrul companiilor.

Totodata, managementul analizei informatiilor poate fi cuprins in curricula universitara sub
forma unui curs sau chiar a unui program masteral, elementele acestei ramuri a managementului fiind
utila tinerilor economisti pentru a-si fundamenta ideile sau programele pe care le vor dezvolta la nivelul
organizatiilor unde vor fi angajati.

in concluzie, managementul analizei informatiilor reprezinti un nou domeniu care poate fi
dezvoltat in continuare in beneficiul organizatiilor de stat si private si, implicit, al societatii
romanesti in ansamblu.

Termenul "OSINT" se refera la "Open Source Intelligence™ sau "Informatii provenite din Surse
Deschise”, si se refera la utilizarea informatiilor si datelor disponibile public, cum ar fi site-uri web,
mass-media, retele sociale, baze de date publice etc., pentru a obtine cunostinte si informatii utile in
analiza de intelligence.

Produsele de tip OSINT joaca un rol important in realizarea analizei de intelligence multisursa
deoarece ofera 0 perspectiva globala si echilibratd asupra situatiei.

In ansamblu, produsele de tip OSINT sunt instrumente valoroase in cadrul analizei de
intelligence, deoarece adauga 0 perspectiva deschisa si diversificata la informatiile colectate din sursele
clasificate si pot contribui semnificativ la procesul decizional si intelegerea contextului general al unor

situatii complexe.
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8. SUMMARY

This paper focuses on the management of data and information that can be analysed by corporate

governance teams using certain analysis techniques.

Data and information management is an essential component of modern corporate governance. With the
exponential growth in the amount of data generated by organisations, analysing this information is becoming
increasingly important for informed and effective decision making.

Corporate governance refers to the set of rules, practices and processes by which a company is governed
and controlled. It involves establishing mechanisms and structures to ensure transparency, accountability and

fairness in decision-making across the organisation.

In this context, corporate governance teams are responsible for monitoring company performance and
making strategic decisions. Relevant and accurate data and information is essential for making wise and informed

decisions.

Data analytics techniques play a key role in decision-making in corporate governance and many other areas
of business. These techniques use algorithms and methods to examine data and information and identify significant

patterns, trends or relationships, bringing significant benefits to decision-making.

Successful implementation of these techniques also requires an appropriate infrastructure for storing,
managing and accessing data. Databases, data warehouses and data analysis tools are essential components for
effective information management in the modern era. They are used in a wide range of fields, from business and

technology to health and science.

Data analytics technigues are a valuable tool for corporate governance teams to make more informed and
strategic decisions, helping organisations to be more agile, competitive and maximise their overall performance.
However, it is important that data analytics is conducted responsibly and in compliance with relevant regulations

and standards for data protection and information security.

Information management plays a key role in enhancing the performance of a corporate governance

team.

— Here are some key aspects of information management in enhancing the performance of a

corporate governance team:

Data collection and analysis: A key aspect of information management is the collection and analysis of
governance-relevant data. This data can include information about shareholders, directors, board members,
activities, risks and financial performance of the company. Effective data management enables the governance

team to make informed decisions and identify potential problems or opportunities.
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Transparency and communication: Ensuring transparency and effective communication between
members of the governance team is crucial. All members must have access to relevant and up-to-date information
in order to make informed decisions. A well-developed information management system can facilitate the rapid
and reliable distribution of relevant documents and reports.

Information security: Corporate governance often involves sensitive and confidential information, such
as business strategies, financial information or shareholder information. Protecting this information from

unauthorised access and leaks is essential to maintaining the trust and integrity of the governance team.

Accessibility and use of technology: The use of modern technology and well-developed IT systems can
increase the efficiency of information management. Document management software, online collaboration tools

and other technologies can facilitate rapid information sharing and workflow between team members.

Training and development: Ensuring a proper understanding of the importance of information
management among governance team members can be achieved through training and development sessions.
Understanding how to use information management tools and processes can increase the efficiency and quality of

the activities carried out.

Performance monitoring: Information management can provide critical information for monitoring the
performance of the governance team and assessing achievements or lack thereof. This information can contribute

to improving decision-making processes and governance strategies.
Background to scientific research

Information management plays a vital role in supporting the performance of the corporate governance
team. A well thought-out and implemented approach in this area can bring significant benefits to a company,
including improved efficiency, informed decision-making and increased transparency and accountability within the

organisation.

So far we have concluded that corporate governance refers to the system of rules, practices and processes
by which a company is governed, managed and controlled. It plays a crucial role in ensuring effective
management, transparency, accountability and protecting the interests of all stakeholders, including shareholders,

employees, customers and other interested parties.

It is important to stress that these conclusions may be generalisations and there may be exceptions in both
categories. In reality, the extent of adoption of corporate governance practices can vary significantly by company,
industry and other specific factors. Corporate governance should be a concern for any company, regardless of the

nationality of its shareholders, as it is essential to ensure effective and ethical corporate governance and operation.
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Globalisation and the interconnection of mass communication networks has led to an exponential increase
in the volume of data and information as well as in the speed of its circulation and its storage and processing

capacity.
Objectives of scientific research

The general objective of the research is to increase the administrative capacity of financial institutions to
exploit, in real time, large volumes of data of various types (satellite data, operational photographs, video-audio
streams, social networks, websites, etc.) from multiple sources, in order to extract and analyse information on
present or potential risk factors that may affect the optimal functioning of state institutions, and to make more
effective actions to prevent and combat crime or other anti-social acts whose initiation is carried out by exploiting

the online environment.

The objectives of the research contribute directly to the modernisation and efficiency of internal activities
to combat economic and financial risks and threats by preventing them and optimising cooperation between the

institutions responsible for these activities.

Upgrade and streamline the specific management activities of the governance team with regard to the

identification of risks and vulnerabilities, covering the following aspects:

v'use of Big Data/Open Data (as well as other types of data, i.e. satellite imagery, statistical data on
population, living standards, education, systemisation, smart city associated, etc.) to complement
the information and get a comprehensive picture;

v/ implementation of automated tools for the rapid identification of risks to a company and the
development of forecasting capabilities on associated risks;

v improving communication between information systems at the level of public units to streamline
information flows in order to increase the efficiency of decision-making;

v improving inter-institutional communication and collaborative working to raise awareness of risk
factors in the online environment;

v to streamline inter-institutional data exchange and develop links between information providers,

beneficiaries and partners.

Increasing analytical capabilities for exploiting open source data/Big data

The proposed IT systems will predominantly use data extracted from open sources (BigData - including
tabular forms, documents, files with different extensions, count data, static images, geospatial data, etc.), which

will be subjected to a Big Data Analytics (B.D.A.) process.

B.D.A. refers to the collection, organisation and analysis of large data sets to discover predefined patterns,

templates and other useful information. Since Big Data requires high-performance implementations of analytical
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techniques, the process will be carried out using specialised tools and applications for text mining, machine

learning, data mining and optimisation, predictive analytics and forecasting.

The social media industry is constantly evolving to keep up with trends and user demands, and it's almost

impossible to predict what it will look like in just a few years.

The fact that social media users are becoming much more aware of how their data is being used creates

issues of transparency and privacy, so the social networks of the future are putting more emphasis on privacy.

Online social networks are of particular importance as important sources of information for social,
political, economic, civic and educational fields. Social networks can offer considerable benefits in terms of
communication and relationships between users, as well as useful information for making predictions based on

analyses of the huge flow of data generated by them.

Online social media platforms have evolved significantly in recent years and, with the expansion of the
internet, have become useful economic tools in many countries, now helping governments to participate in
dialogue. They have realised that they cannot isolate themselves and can provide better services when they involve

and consult citizens in the act of government.

In recent years, the role of social networks in revolutions and protests has attracted increased media
attention. More and more voices around the world are talking about social networks Facebook and Twitter, which

have been instrumental in organising regime change actions in dictatorial countries.

Social media is thus one of the most widely used ways of creating online communities based on shared
values and interests. Online communities can create, use and share large volumes of data and information, lead to
the creation and development of new social trends and behaviours, and determine their current and future

evolution.

Social networks help in building relationships, in communicating with other people at low cost, help in
career opportunities, in expressing thoughts and feelings, playing an important role in everyday entertainment. At
the same time, they destroy the value and quality of real interpersonal relationships. They are a distraction from

what is important in real life.

These online platforms come in many forms:

— Social news: dedicated websites where the user can read about different topics and give feedback
by voting or commenting on articles;
— Social networks: platforms that allow users to interact, publish and recommend content based on

personal accounts;
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— Blogs/forums: this type of platform belongs to individuals/communities that deal with general or
personalised content;
— Photo/video sharing: these types of platforms allow uploading and publishing content for sharing,

distribution and receiving feedback from other users.

Social networks are booming virtually and are the result of the increasing use of revolutionary

technologies that have led to a significant change in society:

— have emerged as important means of communication;
— exchange of information about different social events, personalities or ideas;

— the development of technologies and the internet has led to an increase in the number of users;

The increasing percentage of people turning to the Internet to access such virtual communities has

led to the development of existing social media platforms and the emergence of other social networks.

— Activity in the virtual environment has increased significantly. The Internet and technology have
opened up new opportunities and possibilities for people to communicate, collaborate and achieve
various goals in a fast and efficient way. Organisations and groups of people have understood the

potential of this medium and have adapted to take advantage of it to achieve their goals.

Corporate governance has become an increasingly important and widely discussed concept in business in
recent decades. Good corporate governance is a set of practices, rules and principles that govern how a company is
run and managed. The main purpose of good corporate governance is to protect the interests of all stakeholders in a

company, including shareholders, employees, customers, suppliers and the community at large.

Hypothesis 1: Combining management and information analysis is essential in order to understand as fully
as possible the internal and external environment in which an organisation operates. This combined approach
enables managers to obtain relevant, accurate and up-to-date information to make informed strategic and

operational decisions.

Hypothesis 2: Combining management with information analysis is a crucial aspect of running a successful
organisation in today's complex and competitive business environment. Integrating these two approaches enables
managers to gain a complete and detailed picture of the internal and external environment, make more informed

decisions, and develop more effective strategies to achieve organizational goals.
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Hypothesis 3: Developing a modern and competitive information protection system can effectively support

information security policies and strategies by countering emerging risks, threats and vulnerabilities.

With the growing importance of new technologies, companies are at a crossroads, collecting and producing
huge volumes of data. On the other hand, they need to be able to harness all the wealth to adapt to their markets in

real time.
The benefits of information analytics-based management:

Intelligence analysis provides objective data and information that can assist managers in identifying trends
and emerging issues. This data can provide a clear view of the organisation's performance and guide strategic

decisions.

Information management enables the organisation to identify and implement technologies and systems that
optimise the flow of information. This can lead to better resource management, better internal communication and

more efficient operational processes. (Improving operational efficiency)

Analysing information about the external environment can help the organisation predict changes in the
market and adapt quickly to them. As a result, the organisation can be proactive in making decisions and take
advantage of emerging opportunities. (Anticipating market changes)

An organisation that is informed and able to analyse relevant data can develop competitive advantages. By
understanding its environment in detail, it can develop more effective market strategies and make more informed

decisions to differentiate itself from the competition. (Improving competitiveness)

Information management enables the identification and assessment of potential risks, allowing the

organisation to implement preventive measures and prepare for unforeseen situations. (Risk reduction)

Information analysis can reveal new opportunities and emerging trends, which can encourage innovation

and the organisation's adaptability in the face of constant market changes. (Innovation and adaptability)

The sustainable development of organisations is an issue of major interest to both the public and private
sectors. Sustainable development refers to a balanced approach to economic growth, environmental protection and
social responsibility to ensure that the needs of the present are met without compromising the ability of future

generations to meet their own needs.

Sustainable development involves reducing the negative impact of organisational activities on the
environment. By adopting greener practices, organisations can help protect natural resources and conserve

biodiversity.
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Organisations need to care for the communities in which they operate and can contribute to social stability
and the sustainable development of communities and society as a whole. This can include promoting decent jobs,
supporting education and health, and engaging in community development projects.

Sustainable development of organisations is not just an option, but a necessity to ensure a prosperous and
sustainable future for society as a whole. By committing to sustainability, organisations can become drivers of
positive change and contribute to building a better future for all.

This concern is largely due to the way corporate giants are often seen as the main drivers of these issues.
Many of these global corporations are only after their own profits and often ignore the negative impact of their
activities on the environment and local communities. Cost-cutting and revenue maximisation strategies can lead to

unfair practices or even exploitation of workers and natural resources.

There is a growing public demand for corporate social and environmental responsibility. People want to
support companies that adopt sustainable, ethical and socially responsible practices, and this can lead to even more

talk about corporate impacts and their global impact.

Non-governmental organisations, communities and even governments are trying to put pressure on these
corporate giants to change the way they do business. There are also a growing number of initiatives and projects in
the business world that encourage sustainable and responsible development, a growing trend that benefits

companies, the environment and society as a whole.

Further research, awareness and action towards corporate responsibility is extremely important to protect

our environment and resources, ensuring a more sustainable world for future generations.

Corporate governance is the tool for maintaining a balance between economic and social goals, between
individual and community objectives. The corporate governance framework is there to encourage the efficient use
of resources and, equally, to demand accountability for the stewardship of those resources. Board members and
those with responsibility for corporate governance are increasingly using the services of external providers to
conduct anti-corruption audit, due diligence and training. An important corporate governance theme addresses
issues of accountability and fiduciary duty, essentially supporting the implementation of policies and mechanisms
to ensure good behaviour and protect shareholders. Good corporate governance has assumed critical importance for

all businesses, whether in the public or private sector.
Personal appreciation

Misunderstanding or underestimating governance mechanisms can lead to significant vulnerabilities in the

functioning of public or private institutions. By gaining a deeper understanding of these mechanisms and applying
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models of information analysis, organizations can identify existing problems, make more informed decisions, and

improve their efficiency and resilience.

In conclusion, the use of information analysis models can bring multiple advantages in the context of the
governance of institutions, regardless of whether they are public or private. Careful and well-founded data analysis
can significantly contribute to improving the efficiency, resilience and transparency of these organizations.

Information transparency by ensuring access to relevant and up-to-date information is essential for
effective governance. By using data analytics models, organizations can examine information in real time, more

easily identifying trends, problems or opportunities.

Risk and threat analysis using analysis models can help identify and assess risks and vulnerabilities

within institutions. This allows taking preventive measures and preparing for unforeseen situations.

Operational efficiency delivered through data analysis, organizations can identify problem areas and

optimize internal processes to become more efficient and productive.

= Data analysis provides a solid basis for strategic decision making. By gaining a deeper
understanding of the information, influencers, and interactions between different aspects, leaders
can make more informed and wiser decisions.

= By using data analytics models, organizations can detect suspicious patterns or anomalies in
employee behavior or processes. This can help prevent fraud and corruption.

= Within public institutions, data analysis can be used to better understand the needs and preferences
of citizens, and in the case of private companies, to better understand customers. This makes it

easier to tailor services and products to better meet user requirements.

In today's society, as technological means become more and more complex, the amount of information
available at any moment becomes very large. From the perspective of the business environment, the need for
information is also part of an upward trend. Until recently, the dominant idea in the business environment was that
the one with the most information is also the most powerful. Today, however, the enormous volume of information

makes it necessary to clearly differentiate what is useful and what is useless.

In such a volume of data and information, the informational need of a company certainly represents an

insignificant part, the rest being part of the category of useless information for that company.

Ensuring effective management in the management of activities within a private/public institution is the

cornerstone of transaction security and risk elimination.

Currently, the states of the world face a wide range of threats to the security of sensitive information,
which, based on the exploitation of internal vulnerabilities and other environmental factors, can favor or determine

the materialization of threats and the emergence of significant risks, with regional or international impact.
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Appreciation

— One thing is certain is that all institutions in the economic system must counter security threats or
those that favor or predispose to committing activities directed against internal security, as well as
the possible vectors responsible for such actions (persons, groups of persons , organizations, state

entities).

The activity of achieving information security is increasingly complex, requiring as many specialists as
possible and cooperation with specialized institutions, in the effort to prevent and counter threats and risks in the
field.

The methodological approach

Through this research | intend to draw the attention of private institutions to the utility of

management based on the use of information analysis techniques.

In addition to the mastery of the reference domain, exactly as we stated before, we must also have solid
knowledge in related fields of information security, the most important of which are IT and risk management.
These two disciplines provide knowledge resulting from scientific research on current risks and vulnerabilities,
being of real use in outlining the overall picture of the phenomena that manifest themselves in relation to

information security.

Information regarding development intentions, competitors' salary policy, expected market developments,
possible mergers or competitors' price policy are essential in order to develop a company in an extremely crowded
and competitive market. In fact, the essence of the activity of creating intelligence is to obtain, by legal and ethical
means, useful information about the market and competitors so that the company can create competitive
advantages. Quantitative methods are particularly important even in a society where the volume of information is
excessively large, joining them the integrated analysis of information from the competitive environment, a

qualitative method that creates added value on the market and helps to manage this volume of information.

Business intelligence, i.e. the ability to collect, analyze and interpret data to make accurate and fast
decisions, is essential in gaining competitive advantage. While no two companies may have access to the same data
about the market, consumer behavior, trends and competition, what really matters is how they process that

information and turn it into deep understanding and effective action.

Thus, the purpose of choosing the theme entitled "Multi-source analysis in information management for
the implementation of corporate governance policies” is to highlight the methods by which this intelligence can be
used in order to increase the competitiveness of Romanian companies. | believe that the evolution of markets and

the means used by companies to prosper requires the increasingly efficient use of information analysis methods.
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Therefore, intelligence (artificial intelligence) can have a substantial key role in the modern society based
on knowledge and advanced technology, where the development of technologies and ways of communication at
the global level has turned information into a commodity that circulates much faster and more cheap. Regarding
the importance and scientific relevance of the thesis, | consider that the topic addressed has a remarkable novelty
character, at least for the Romanian market. Although it is a studied phenomenon for more than 30 years, the

research on him is insufficient in the Romanian specialized literature.

That is why, from a scientific point of view, the study of the principles of integrated analysis of
information and Competitive Intelligence, as a process of creating intelligence, would certainly bring added value
to the field of competitiveness. At the same time, the correct definition of these principles would lead not only to
the development of the business environment but, above all, to the progress of the educational environment and the
emergence of university and postgraduate study programs in the field.

In this sense, the objectives pursued were:

— highlighting the characteristics of the concept of "intelligence” from an economic perspective and,
in particular, so that it can be used properly within the company;

— highlighting an innovative method of information analysis that can be used within the company;

— the adaptation of the Intelligence process to the specifics of Romanian companies and the
materialization of the result in a guide for the use of multi-source analysis as part of the
Competitive Intelligence process, in the strategic approach of obtaining sustainable competitive
advantages by the company;

— supporting Romanian companies in order to increase competitiveness by using new means of

obtaining sustainable advantages.

The structure of the doctoral thesis

The thesis is organized into fifteen chapters, focusing on the agreed objectives and hypotheses. Thus,
CHAPTER 1 "Osint-type analysis in the management of intelligence information”, presents the adaptation to the
new analytical types for identifying risks: This aspect suggests that the organization must be in step with
technological changes and use new technologies, such as the analysis of data and risk analysis, to better identify

and assess the risks they face.

Therefore, the concept of "corporate governance” described means to manage the entire organization as a
whole, integrating internal components and processes to ensure the effective implementation of risk management
and the financial management and internal control system. This concept also highlights the importance of adapting

to new technologies and analytical types for better risk identification and informed decision making.
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OSINT (Open Source Intelligence) is a method of collecting information from open public sources such as
websites, social networks, online forums, government reports and others. This method is extremely useful in the

management of intelligence information, especially within intelligence organizations and agencies.

OSINT analysis plays a vital role in a management team's information management, providing valuable,
relevant and timely information for decision-making and strategic planning. However, it is important that analysts
have strong analytical skills and act with ethical responsibility in collecting and analyzing data from open sources.

Effective planning and prioritization are essential to manage an organization's limited resources and
achieve desired results. Information analysis plays a crucial role in this process, providing relevant data and
conclusions to make informed decisions. Here are some essentials you can consider for effective planning and

prioritization:

OSINT (Open Source Intelligence) analysis plays a crucial role in the management of intelligence
information (intelligence information) within government, military and private organizations. OSINT is the
collection, analysis, and interpretation of information obtained from public sources, such as websites, social media,

news, public reports, blogs, forums, and other sources available to the general public.

"It can be concluded that by means of OSINT, a large part of the information needs can be completed and,
thus, a decongestion of the other gathering resources is achieved, allowing the latter to concentrate their efforts on
other types of information. Open sources are the most suitable to prevent the other disciplines of intelligence on
some subjects of interest, especially in the conditions where the freedom of movement has considerably increased

the access of media organizations to information".

The research presented in CHAPTER 2 "Sources of information and data of interest”, presents creativity,
encourages free thinking, exploration and risk-taking. It can be developed and encouraged through practice,
openness to new ideas and the diversity of life experiences. With the help of creativity, people can bring about

positive changes in the world they live in and contribute to the progress of society as a whole.

Generating new ideas plays an essential role in intelligence analysis (information, data, market
intelligence, etc.) because it brings significant added value to analytical products and the decision-making process.
This can be done by highlighting causal links between events and phenomena or by identifying patterns in the

behavior or activities of the entities being studied.

Generating new ideas and implementing intelligent approaches can improve the efficiency of analysis
processes. The use of next-generation technologies such as automatic natural language analysis (NLP) or machine
learning can help extract relevant information from large volumes of data and speed up the decision-making

process.
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Generating new ideas can help analysts identify emerging trends and anticipate important events or
changes in a timely manner. This can be valuable both for private entities, who want to adapt to market demands,
and for public institutions, who want to address potential problems or threats before they become critical.

CHAPTER 3 "The impact of the covid-19 pandemic on some economic activities in the fields of services

and small and medium enterprises”, presents some aspects of the recent evolution of events.

The physical distancing measures imposed by the authorities as a result of the COVID-19 pandemic
stimulated many organizations to adopt the work-from-home (WD) mode, which led to a forced and rapid
digitization of some of their business processes. For the respective organizations, the experience gained during the
pandemic can represent both a factor stimulating interest in digitization and a barrier, considering the forced and
insufficiently prepared nature, which could generate a series of negative effects, such as insufficient control of the
quality of the activity carried out remotely (from home) or the possibility of computer security breaches.

The COVID-19 pandemic has had a significant impact on small and medium-sized enterprises (SMES)
around the world, including in hospitality and tourism. Pandemic measures such as lockdowns, quarantines and
social distancing have had significant negative consequences for these businesses. Here are some ways SMEs in

these areas have been affected:

¢ The lockdown and travel restrictions caused a dramatic drop in demand for tourism and hospitality
services. People were advised to stay at home and avoid travel, leading to the cancellation of hotel
reservations, airline tickets and tour packages. Restaurants and bars were also affected by
temporary closures and restrictions on indoor service, which led to lower revenues.

¢ Many hospitality and tourism SME owners have had to temporarily or even completely close their
businesses due to lack of income. This led to a lack of liquidity and jeopardized their ability to
meet operational costs and pay their employees.

¢ The tourism and hospitality industry is strongly linked to supply chains, especially for food,
beverages and other consumable goods. However, as things improved, the supply of intermediate
goods and materials needed to carry out activities remained a major problem for many SMEs.

¢ Restaurants and hotels had to comply with social distancing measures, reducing capacity and the
number of customers served at the same time. This further affected revenue and increased
operating costs as businesses had to implement additional safety measures such as protective
screens, frequent disinfection and other practices to prevent the spread of the virus.

¢ For many SMEs in the hospitality and tourism industry, uncertainty about the evolution of the
pandemic and possible new restrictions has made long-term planning and business investment

difficult. This created an atmosphere of insecurity and prevented a quick recovery of these sectors.

The digital transformation of processes does not only mean the adoption of new technologies, but also the

achievement of organizational, operational and cultural changes/transformations within the organization, industry
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or economic ecosystem, as a result of the use of Information and Communication Technologies (ICT) and the
exploitation digital skills at all levels and functions of the organization. In order to ensure the conditions for the full
exploitation of the potential offered by new technologies and digital skills, the organization must define a digital
transformation strategy.

The negative actions of the pandemic had effects on economic activities in the fields of services and small
and medium enterprises was particularly strong and complex. Here are some of the main affected aspects and

measures to prevent economic risks by applying management based on information analysis:

Many service companies have faced a significant drop in demand for their products and services due to
travel restrictions, temporary business closures and reduced consumer spending. Small and medium-sized

businesses have been more severely affected, as they often have fewer resources to deal with such rapid declines.

CHAPTER 4 "The application of corporate governance policies to increase the performance of Romanian
tourism companies", the concept of corporate governance has become ubiquitous. It refers to the system by which
a company is managed, supervised and controlled. The main objective of corporate governance is to ensure
transparent, efficient and ethical management of the business. By adopting sound corporate governance practices,

companies can improve long-term performance and earn the trust of investors, customers and other stakeholders.

These elements of corporate governance apply to both domestic and international companies as
globalization has led to increased interdependence of economies and demands for transparency and accountability
in business. Companies that adopt sound corporate governance are more likely to thrive in an intensely competitive

environment and gain long-term investor and customer support.

The application of corporate governance policies can play an essential role in increasing the performance
of companies in the Romanian tourism industry. Corporate governance has a significant impact on the stability,
transparency and accountability of companies and can contribute to the development of a more sustainable and

competitive tourism industry.

Correct and consistent application of corporate governance principles in the Romanian tourism industry
can contribute to a sustainable and responsible growth of companies in this sector, having a positive impact both on

the national economy and on the quality of services offered to tourists.

By implementing sound corporate governance principles, companies can create an environment of trust
and accountability, which helps to increase long-term performance and maintain a balance between various interest

groups.
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CHAPTER 5 "Managing Open Source Information in Managing Today's Cyber Threats and Countering
Fraud at Financial Companies,” addresses how the multiple ways to access the virtual environment are changing,
who accesses the Internet is changing, and the role the Internet plays in our life.

Managing current cyber threats and combating fraud at financial companies are critical in today's digital
age. Open source information management plays a critical role in this process, providing organizations with
valuable information to identify and counter cyber threats and fraud. Here are some ways open source information
management can be used to manage cyber threats and combat fraud at financial companies:

Online Monitoring: Financial companies can use online monitoring tools to track the activities of cyber

gangs and cyber criminals. This can help detect potential threats and fraud early.

Social media analysis: Social networks and online forums can be used by cybercriminals to coordinate
attacks and share information about potential targets. Businesses can use social media analytics to identify trends

and conversations related to fraud and cyber attacks.

Public sources of information about vulnerabilities and cyberthreats: There are numerous databases and
websites that provide information about known vulnerabilities and cyberthreats. By monitoring these sources,

companies can take proactive steps to protect themselves against potential attacks.

Sharing information with the community: Financial companies can benefit from working with other
companies and industry organizations to share information and best practices related to managing cyber threats and
fraud. This collaboration can lead to a better understanding of the cybersecurity landscape and the development of

more effective solutions.

Use of advanced analytics technology: Advanced analytics technologies such as artificial intelligence and
machine learning can be used to identify patterns and suspicious behavior in data collected from open sources.

These technologies can help identify and prevent fraud and cyber attacks.

Staff training and awareness: Staff education and awareness of cyber threats and security practices can play
a critical role in preventing costly incidents. Staff must be trained to recognize the signs of a potential fraud or

cyber-attack and immediately report such threats to the specialist department.

Adverse Event Prevention Plan Implementation: Companies need to have a well-developed incident
prevention risk analysis product to act quickly and effectively in the event of a cyber attack or fraud. This plan

should include clear milestones, defined responsibilities and effective communication between departments.

Constantly updating security measures: As cyber threats evolve, companies must constantly update their

security measures to protect against new types of attacks and fraud.
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In conclusion, open source information management plays a vital role in managing cyber threats and
combating fraud in financial companies. By using advanced technologies, working with the community and
properly training their staff, companies can significantly improve their cyber security and reduce the risk of fraud.

The phenomenon can also be observed in societies formerly known as "developing countries", which enter
the cyber bubble due to the extremely rapid development of wireless telephone networks. But the movement is

even more evident in developed societies, where cyber coverage is much more significant and much faster.

Artificial intelligence (Al) is "the ability of a machine to imitate human functions such as reasoning,

learning, planning, as well as creativity".

Thus, artificial intelligence allows technical systems to perceive the environment in which they operate,
process this perception and solve problems/equations, acting only in order to achieve a specific objective. The
computer/machine receives relatively prepared data (collected, processed, analyzed, integrated, evaluated) through

its own sensors (e.g. video camera), which it reprocesses, reacting in accordance with predefined goals.

Al systems (software or hardware) are capable of adapting their behavior to some extent by analyzing the
effects of previous actions and operating autonomously. They act equally in physical or digital environments, thus
perceiving them according to the data received, the interpretation of the structured or unstructured data received, in
full resonance with the knowledge or as a result of processing the information obtained from this data to decide

which is the best course to follow according to predefined goals.

Al systems can use symbolic algorithms or self-learn certain numerical patterns, being able to adapt their
behavior by analyzing the effects that their previous actions have on the environment in which they act. Thus,
Machine Learning (ML) is a subfield of Al, in which specific algorithms learn how to continuously develop certain

patterns from a set of data to determine the actions to be taken in order to fulfill a certain purpose.

In context, recently, criminal entities and organized crime groups have integrated new Al technologies into
their modes of operation, which has led to constant changes in the global crime landscape, thus creating significant

threats to law enforcement authorities in general and cyber security in the subsidiary.

CHAPTER 6 "The application of good corporate governance practices by Romanian companies”, presents
the adoption of good corporate governance practices which is an essential aspect for Romanian companies and for
the sustainable economic development of the country. Effective corporate governance ensures transparency,
accountability, ethics and involvement of all stakeholders in the management and administration of a company. By
applying good corporate governance practices, companies can attract investors, gain a positive image in the eyes of

customers and ensure an internal environment conducive to employee development.
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In recent years, Romania has made significant progress in adopting higher standards of corporate
governance. In this sense, several regulations and recommendations have been implemented to support companies
to apply good practices. Some of the key aspects of corporate governance that have been encouraged and applied in

the Romanian business environment include:

Transparency of information: Companies are encouraged to provide accurate, complete and relevant
information to both shareholders and the general public. Financial and business reporting must be transparent and
accessible.

Responsibility of the board of directors: The board of directors must fulfill its oversight role and make

decisions in the best interest of the company and its shareholders.

Protection of the rights of minority shareholders: The rights of minority shareholders must be respected
and protected, and they must have the opportunity to express their views and participate in general meetings of

shareholders.

Equity in the treatment of shareholders: All shareholders must be treated fairly and without

discrimination, and major decisions must be made with respect to the interests of all parties involved.

Diverse board of directors: Promoting a board of directors with a diverse composition as a result of

experience is extremely important and can bring many benefits in increasing the quality of decisions made.

Internal and external audit: Independent verification of business and financial reporting through internal

and external audit increases the transparency and credibility of the information provided by the company.

Risk Management: Implementing a robust risk management system protects the company against

potential threats and ensures a more effective strategy.

Adopting good corporate governance practices can help improve investor and public confidence in
companies, boost access to finance and enhance long-term performance. At the same time, the evolution towards a
more solid corporate governance is a continuous process, which requires the involvement of all stakeholders and

authorities to create a more transparent and responsible business environment in Romania.

The ability of businesses to adapt to changes in the business environment is essential for survival and
success in an increasingly competitive and ever-changing world. This adaptation process requires a combination of

managerial skills, strategic vision and the ability to manage change within the organization.

CHAPTER 7 "Using analytical techniques in evaluating organizational performance for sustainable
development", this chapter shows how using analytical techniques can bring significant value to this process by

providing a deep understanding of how the organization works and identifying opportunities for improvement. The
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evaluation of organizational performance is a crucial aspect for the sustainable development of a company or

organization.

The value of data and how to create more value with data is a major issue for decision makers today due to
the emergence and democratization of "big data". Many companies establish a data-driven strategic and operational
decision-making process, which actually becomes an asset with high potential for added value.

By using these analytical techniques and by adapting them to the specifics of the organization, a
comprehensive evaluation of organizational performance can be achieved for the purpose of sustainable
development. This will lead to the identification of strengths, the correction of weaknesses and the identification of

future development directions, in accordance with the principles of sustainability.

The evaluation of organizational performance is an essential element considering the impact of the
information provided on the competitiveness and future development of an organization. The importance of
ensuring and maintaining a level of performance and efficiency of the activities carried out by banking institutions
is primarily motivated by the contribution that this type of organization has in generating a sustainable
development. In this sense, the decisive role played by banks in the efficient allocation of resources should be

appreciated.

However, the paradigm shift in the use of data, due to the influence of "big data", requires companies to
consider the new challenge, the way to govern by analyzing an increasing volume of data. These management
methods are new concepts, being a new challenge companies will face in the coming years as they dive deeper into

the murky waters of a "data lake". Data governance becomes the best lifeline as they learn to navigate it.

With the advent of "big data" and how this source of information is now a key tool for companies around
the world, we are seeing data volumes grow exponentially year on year. This paradigm shift in how data is
accessed and the level of power this tool possesses, the issue of data governance becomes inevitable. Data is used
more innovatively and dynamically, and this results in increased data frequency with diametrically opposite
demand dynamics and reduced latency. This implies that governance must be flexible and have a tailored approach

to the analysis process to avoid becoming a brake on data use.

Financial risk management has gained significant importance in the last fifteen years is a real and justified
fact. Globalization, in particular, has played a crucial role in transforming the way companies manage financial

risks.

In conclusion, financial risk management is an essential aspect of managing a business in a globalized and
volatile environment. Companies that pay special attention to this area are more likely to protect their value and

ensure their long-term success.
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The volatility of global financial markets can have a significant impact on the capital structure and
financial performance of companies. To deal with the risks associated with this volatility, financial management
focuses on managing the main variables that can affect the performance of companies.

CHAPTER 8 "Improving economic performance based on information analysis" presents the steps
necessary to improve economic performance based on information analysis is a complex process by which relevant
data and information are used to identify opportunities for growth, make better informed decisions and to optimize
resources in an organization or a larger scale economy. Information analysis plays a crucial role in making

strategic and operational decisions to achieve economic goals.
Here are some key aspects of improving business performance through information analysis:

— Collecting Relevant Data: An essential first step is to collect relevant data from various sources,
including financial reports, economic data, surveys, customer feedback, etc.

— Use of technology for analytics: With the large volume of data available today, it is necessary to
use appropriate technologies and analytics tools such as data analytics, artificial intelligence and
machine learning to extract valuable insights from this data.

— ldentifying trends and patterns: By analyzing data, trends, patterns and correlations can be
identified that can provide insight into past and current economic performance and provide clues
for the future.

— Evaluating efficiency and effectiveness: By analyzing financial and operational information, one
can evaluate the efficiency and effectiveness of various aspects of the business or economy, thus
helping to identify and eliminate inefficient aspects.

— Identifying growth opportunities: Analyzing information can reveal growth opportunities that
organizations can exploit to expand their operations or develop new products and services.

— Risk reduction: By analyzing economic data and financial indicators, risks can be better estimated
and managed, helping to protect organizations against possible financial problems.

— Informed decision making: Information analysis provides a sound basis for decision making, be it
investments, marketing strategies or human resource planning.

— Performance monitoring: The analysis of economic information allows the constant monitoring of
the organization's performance, which allows the continuous adjustment of strategies and plans

according to the results obtained.

In conclusion, information analysis plays an essential role in improving economic performance, helping to
identify opportunities for growth, reduce risks and make more informed and effective decisions. A well-designed
approach to data analysis can have a significant impact on the success of an organization or an economy as a

whole.
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CHAPTER 9 "Concepts in Corporate Governance", refers to a set of principles and practices that guide
how a company is managed and controlled to ensure transparency, accountability, fairness and protection of the
interests of all parties involved. Effective corporate governance can help increase the confidence of investors and
stakeholders, protecting the long-term value of the company and creating a stable and sustainable environment for

development and innovation.

An effective corporate governance system contributes to increasing investor confidence, improving
companies' financial performance and protecting their long-term reputation. It can also reduce the risk of
malpractice and corporate fraud and enhance the sustainability of organizations in a competitive and complex

business environment.

Specialists, along with interested parties, have come up with different definitions of corporate governance
that reflect their special interest in the field, as it covers a large number of distinct economic phenomena.

Corporate governance is not just limited to the financial or administrative aspects of an organization, but
covers a wide spectrum of elements that influence the way companies are managed, overseen and interact with
their various stakeholders. These arrangements and practices together determine the direction of the organization

and how it contributes to the economy and society as a whole.

Different countries and jurisdictions may have different regulations and standards regarding corporate
governance, and practices may vary depending on the size and type of corporations, industry and local culture.
Overall, however, the objective remains the same: to create a leadership and management framework in which the

corporation operates at the highest level of integrity and efficiency for the benefit of all parties involved.

The results of this report demonstrated that different ownership structures of firms would actually lead to

different financial performance.

¢ In general, private structures would lead to significant performance. Thus, there is a significant
relationship between firm ownership structure and firm performance. In the context in which both
"institutional ownership" and "private ownership" structures were presented, the results illustrated
that when the ownership is governed by the type of institutional investors, firm performance will
tend to become weaker than the private ownership structure .

¢ However, with respect to private properties, it can be found that there is only a significant
relationship; but the type of relationship could not be deduced. This means that it is generally not
possible to determine whether private ownership would actually lead to superior performance or

not.

CHAPTER 10 "Corporate governance and public sector entities”, in relation to public sector entities,
corporate governance is of significant importance. The public sector comprises governments, government agencies,

state-funded non-profit organizations and other entities that provide public services and goods. The principles of
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corporate governance applied in this context are intended to promote transparency, accountability, integrity and

effective performance of these organizations to citizens and other stakeholders.

Improving corporate governance in the public sector can lead to more efficient administration, increased

citizen confidence and better delivery of public services.

The corporate governance of public entities is a concept that is gaining more and more scope both in the
specialized literature and in practice. Corporate governance of public bodies as a management and control method
involves a set of clear rules and principles (integrity, honesty/sincerity, transparency and accountability), clear risk
management and control mechanisms, elements necessary to achieve the purpose of public entities, which is to

satisfy public needs.

It can contribute to the efficient use of public funds, the reduction of expenditures or budget deficits, the

elimination of corruption and the increase of performance in public entities.

"Corporate governance refers to the management, control and regulation system of an organization with the aim of
ensuring that the interests of all interested parties (stakeholders) are taken into account and that the organization
operates efficiently, transparently and responsibly. This concept applies particularly within corporations, public
companies and large organizations, but its principles can be adapted to other types of organizations as well.”
Overall, corporate governance is a set of principles and practices designed to create an appropriate and ethical
operating framework for the organization, ensuring that all internal components work together in the common

direction of achieving organizational goals and the interests of all stakeholders.

¢ The balancing of forces between the board of directors and shareholders is a crucial aspect of corporate
governance. By applying appropriate measures, the aim is to ensure a transparent and fair decision-making
process, so that the interests of the main stakeholders are protected and respected.

¢ These measures are not exhaustive and can be adapted according to the specifics and size of the company,
but their purpose is the same: to ensure a balance in decision-making power and to protect the interests of
the main stakeholders, including shareholders, employees, customers and the community in which the

company operates.

The corporate governance of public authorities, through the provision of public services, aims to satisfy

citizens' needs and, respectively, the public benefit.

Corporate governance in developing countries is an important and complex subject, as it plays a crucial
role in promoting transparency, accountability and sustainability in the operation of companies and in protecting
the interests of all parties involved - shareholders, managers, employees and other stakeholders. Effective corporate

governance can also contribute to economic development and increased investment in these countries.
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Here are some relevant aspects of corporate governance practices in developing countries:

— Legislation and Regulations: In many developing countries, there are efforts to adopt and

implement corporate governance legislation and regulations. This legal framework can set
standards and guidelines regarding financial reporting, protecting the rights of minority
shareholders, and the roles and responsibilities of the board of directors.
Transparency and financial reporting: Effective corporate governance involves increased
transparency in financial reporting. Companies should provide accurate and relevant information
about their financial situation and performance. This transparency helps investors make more
informed decisions and trust the local market.

— Protection of the rights of minority shareholders: It is crucial that minority shareholders benefit
from legal protection and have a voice in the decision-making process of the company. This can be
achieved through increased shareholder rights such as voting rights, access to information and
participation in general shareholder meetings.

— Role of the board of directors: The board of directors of a company has a key role in ensuring
proper corporate governance. It is important that board members are independent, competent and
act in the best interests of the company and shareholders. Board member selection and evaluation
processes should be transparent and well defined.

— Social and environmental responsibility: In the context of developing countries, corporate
governance should also consider the social and environmental impact of companies' activities.
Compliance with environmental, ethical and social responsibility standards can contribute to the
sustainable growth and long-term development of companies and communities.

— Education and awareness: Developing corporate governance in developing countries often requires
a sustained effort to educate and raise awareness among all stakeholders. This includes
shareholders, managers, employees and other stakeholders on the importance of corporate

governance and its benefits.

Corporate governance can play a significant role in sustainable economic development and attracting
investment in developing countries. In this regard there are specific challenges these countries face in
implementing appropriate corporate governance practices, including corruption, limited infrastructure and limited
regulatory capacity. Therefore, strengthening corporate governance in developing countries requires continuous

commitment and support from all stakeholders.
CHAPTER 11 "Applicable risk analysis within the governance team".

Risk analysis is an analytical technique used to support the assessment of the risk represented by people
involved in the economic/management activity or in connection with this activity, by organizations or types of

activities, to potential business partners.
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Risk analysis applicable within the governance team is an essential process to identify, assess and manage
risks that may affect the achievement of the team's objectives. This helps ensure that the team operates more
efficiently and effectively, allowing them to make informed decisions and respond to potential problems before
they become critical.

Within the governance team, the risk analysis could address, for example, risks related to failure to meet
strategic objectives, possible internal conflicts, legislative or political changes that may affect the team's activities,

reputational issues, etc.

It is important that the entire team is involved in this process so that they benefit from multiple

perspectives and ensure that all team members understand and support the risk management measures.

The purpose of risk analysis is to provide information and estimates in order to manage and reduce risks,

the main objectives being:
= risk assessment;
= identification and assessment of informational needs and gaps;
= formulating recommendations regarding priorities in case of multiple threats;
= favoring prevention by evaluating post-event situations;
= presentation of information to decision-makers in order to arrange the necessary measures.

Risk analysis is useful at the public and private institutional level, considering its applicability on all three
basic levels of the information analysis field, namely strategic, operational and tactical. This type of analytical
product is frequently used in the proactive component of management, in the sense that it directs the activity

towards documentation prior to the recording of the incident/event/deed at the institutional level.

Risk analysis is a process for adopting and implementing management decisions. These presuppose the
prevention and minimization of risks in the activity carried out, but also of threats and vulnerabilities to the

organization.

Therefore, risk analysis management is a complex process that requires the involvement of all
organizational levels and a systematic approach to ensure effective risk management and protection of the

organization's objectives.

CHAPTER 12 “The Importance of OSINT Data,” is of significant importance in a wide range of fields and
activities, from security and intelligence to business decision-making and public policy development, providing a
vast and open window to diverse and current information that can had a significant impact in a wide range of

contexts and decisions.
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There is no single or universally accepted definition of new media, as this concept can be perceived in a

variety of ways by different categories of users and experts.

However, "any digital media product includes the interactivity and distribution through computer networks
of a digital nature, such as the totality of texts, sounds, images and graphic elements that can be processed on a
computer and organized in a database".

The online environment and new technologies have transformed every step of the OSINT process and

fundamentally changed the way we obtain, process, analyze and disseminate information.

In this context, the online environment and new technologies have transformed OSINT into a powerful but
demanding tool with an extraordinary ability to provide relevant information and support decisions in a variety of
domains. Adapting to this dynamic reality and developing the skills to navigate this complex environment become

essential to derive real benefits from OSINT data.

It is important to note that OSINT data must be used carefully and in accordance with appropriate law and
ethics to avoid violating individual privacy or rights. A critical approach is also required in evaluating OSINT data,
as it can be influenced by the sources and context in which it was released. However, when used properly, OSINT

data provides a valuable source of information for various purposes and industries.

CHAPTER 13 “Achieving Sustainable Competitive Advantage by the Firm Using Integrated Analysis of
Competitive Intelligence,” the chapter presents several ways in which achieving sustainable competitive advantage
is critical to a company's long-term success. An effective strategy to achieve this goal is the use of integrated
analysis of information from the competitive environment. This approach involves collecting, evaluating and
interpreting relevant data on the competition and the overall business environment to identify opportunities and

threats and develop innovative business strategies.

Here are some ways a firm can gain sustainable competitive advantage by using integrated analysis of

competitive intelligence:

— ldentifying a unique competitive advantage: By analyzing the competitive environment, a firm can
discover untapped opportunities or gaps in competitors' offerings. This can lead to the
development of a unique product or service offering that meets customer needs in a way that no
one else does.

— Improving added value: A competitive analysis can reveal how other players in the market provide
value to their customers. Based on this information, the firm can develop strategies to increase the
added value offered to its customers, whether through technological innovation, better services or
customized solutions.

— Understanding customer preferences: Analyzing the competitive environment can provide insight

into the competition's customers and their preferences. In-depth knowledge of customer needs and
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behavior can help the firm adjust its offering and develop more effective marketing campaigns,
which can lead to building a solid base of loyal customers.

— Anticipating market changes: By monitoring the activities of competitors, a firm can be prepared
to face market changes. Knowing your competitors' moves can help you anticipate new trends,
adapt quickly to changes, and maintain a sustainable competitive advantage.

— Development of strategic partnerships: Analysis of the competitive environment can also identify
potential partners that bring mutual advantages. Collaborating with other companies to strengthen
their market position or to access complementary resources and technologies can be an effective
way to improve their competitive advantages.

— Constant innovation: Constant monitoring and analysis of the competitive environment can
stimulate innovation within the firm. Awareness of threats and opportunities can encourage

creative thinking and the development of new ideas and solutions to stay ahead of the market.

In conclusion, the use of integrated analysis of information from the competitive environment can play a
crucial role in achieving sustainable competitive advantages for a firm. A deep understanding of the market and
competitors can help identify opportunities and develop the right strategies to remain competitive and prosperous

in the long term.

CHAPTER 14 "Competitive intelligence (Ci) - Concept and stages". Competitive Intelligence (ClI) is a
process of collecting, analyzing, and interpreting information about competitors, markets, and the business
environment to support strategic and tactical decision-making in an organization. The primary purpose of
Competitive Intelligence is to provide the organization with a competitive advantage and a deep understanding of

the competitive environment in which it operates.

To operate effectively, Competitive Intelligence requires an ethical approach and compliance with data

protection and fair competition laws and regulations.
Cl deals with the current need to obtain information that gives the capacity for action (intelligence).

- The simple possession of some information is no longer enough, the way in which it is analyzed and then

used becomes paramount.

- "Cl is a systematic activity of collecting and analyzing information regarding the activities of competitors

and the evolution of the market, with the aim of fulfilling the objectives of one's own company".

Information regarding the development intentions, salary policy of competitors, expected market
developments, possible mergers or price policy of competitors are essential in order to develop a company in a
crowded and competitive market. In fact, the essence of CI activity is to obtain, by legal and ethical means, useful
information about the market and competitors so that the company can create competitive advantages. Quantitative

methods are particularly important even in a society where the volume of information is excessively large, but
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among them CI activity stands out, which creates added value on the competitive market and helps to reduce the

volume of information.

The creation of intelligence follows a cycle of five stages presented below, and respecting the order and

characteristics of these stages is imperative in order to obtain the expected results.

CHAPTER 15 "Models of Information Analysis for Establishing a Firm's Strategy for Creating and

Consolidating Advantages," Analyzing information for establishing a firm's strategy for creating and consolidating

advantages is an essential step in developing and maintaining a company's long-term success. To perform this

analysis, several models and tools are required that can be applied together to gain a deeper understanding of the

company's position in the market and how it can achieve and maintain competitive advantages.

Here are some models of information analysis that you can use:

v

SWOT Analysis: It is one of the most popular models used in business strategy. SWOT is an
abbreviation for Strengths, Weaknesses, Opportunities and Threats. This type of analysis helps
identify the firm's internal strengths and vulnerabilities and identify external opportunities and
threats in the business environment.

Porter's Five Forces Model: This model proposed by Michael Porter analyzes the competitive
environment of a firm through the lens of five forces: competition between existing rivals, the
threat of entry by new competitors, the threat of substitutable products or services, the bargaining
power of suppliers and the bargaining power of customers. The company can develop strategies to
deal with these forces and gain competitive advantages.

BCG Matrix (Boston Consulting Group): This matrix ranks a company's portfolio of products or
business units by market growth rate and relative market share. This helps identify products or
business units that bring in significant revenue and require investment to ensure future success.
Value chain analysis: This model identifies the key activities that bring value in the production and
delivery process of the firm's products or services. By optimizing and consolidating these
activities, the company can gain competitive advantages by reducing costs and improving quality.
VRIO Model: This model assesses the firm's resources and capabilities to determine whether they
can provide a sustainable competitive advantage. VRIO stands for Valuable, Rare, Inimitable and
Organized. If a company's resources meet all these criteria, then it has a better chance of
developing sustainable competitive advantages.

PESTEL Analysis: This analysis focuses on the political, economic, social, technological,
environmental and legal factors that may affect the company's business. By understanding the
external context, the firm can anticipate and adapt strategies accordingly.

Value Map: This model, developed by W. Chan Kim and Renée Mauborgne, explores the strategic
space in which a firm operates and identifies possible areas of innovation and differentiation that

can lead to undeniable competitive advantages.
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It is important to use these models together and adapt them specifically to your company's needs and
context. Analyzing information and identifying competitive advantages must be an ongoing process because the

business environment is constantly evolving.

Moreover, being an activity with an impact on many factors of economic influence, the externalities
created by the integrated analysis of information are important. Whether we are talking about this activity at the
level of the economy or the company, the use of actionable information from the competitive environment will
inevitably affect third parties from the same market and even from different markets. As exemplified above, the
possession of a vast informational network leads to an increase in the company's performance and competitiveness,

which in turn influences a wide range of economic actors.

Taking into account these aspects, our proposal with which we conclude this chapter is to clarify the
current state and the way of conducting CI activity in the Romanian business environment, from a practical
perspective, the conclusions being the basis on which Romanian companies can establish the organizational
structure and production cycle specific to each. This approach is overall new both for the business environment and
for the academic environment in Romania, considering the fact that no other research, study or analysis has been
carried out in the direction of clarifying the methods, techniques and tools specific to the IC process.

The scientific research INFORMATION MANAGEMENT IN INCREASING THE PERFORMANCE OF
THE CORPORATE GOVERNANCE TEAM succeeds in combining the theoretical aspects specific to the field of
management with those of information analysis, offering theoretical contributions (e.g. new analytical methods for
interpreting and correlating data from open sources with those existing at the level of the management team
governance, the development or adaptation of existing ones to the current operational situation), conceptual and
methodological (e.g. Methodology project on the management of information obtained from open sources, which
can be managed by the governance team, Guide for the development of financial analyses, on the analysis

component of risk and the realization of an analytical product project regarding Multi-Source Analysis).

The theoretical contributions to the doctoral thesis consisted in the in-depth analysis of the specialized

literature in the field of management and information analysis, the personal contribution consisting of:

- the theoretical foundation of the field of OSINT (Open Source Intelligence) analysis is based on the idea
that information obtained from open sources can provide a rich and diversified perspective on events and the global
context. This type of analysis fits into the broader process of "intelligence”, which involves the collection,

evaluation and analysis of information to support strategic and operational decision-making;

In conclusion, OSINT analysis is a valuable tool for decision makers, providing them with a

comprehensive and long-term view of context and threats. By following a well-defined information cycle and
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respecting the principles of analysis, decision-makers can enhance the ability to prevent and respond to crises, thus

supporting the strategic and operational decision-making process.

- the creation of new analytical methods and techniques that constitute the scientific support for the
management of the risk analysis analysis (e.g. the Risk Analysis analysis, the analytical technique for identifying
financial risks that can be identified by analyzing Multi-Source type data);

The conceptual and methodological contributions of the thesis consist of:

Information Needs Analysis: Carrying out an in-depth study of the information needs of the corporate

governance team, identifying the essential information needed for strategic and management decision-making.

Systems dedicated to information management: Appreciating the various information management systems

available and identifying the most effective ones to support corporate governance activities.

Information Transparency: Analyzing the impact of information transparency on the performance of the
corporate governance team and identifying optimal ways to improve transparency within the organization.

Use of technology for information management: Proposals on the use of advanced technology, such as
artificial intelligence and data analytics, to optimize the collection, storage and analysis of information relevant to

corporate governance.

Information Security: Addressing information security issues, including protection against unauthorized

access and cyber threats, to ensure the integrity of data and confidential information.

Risk management: Identifying and assessing risks associated with information management within

corporate governance and developing strategies to mitigate these risks.

Effective Communication: Studying how relevant information can be effectively communicated to
members of the corporate governance team so as to support informed decision-making and facilitate collaboration

among team members.

Performance Evaluation: Proposals for using information and data to evaluate the performance of the

corporate governance team and to identify opportunities for improvement.

Good practice and case studies: Identify good practice in information management in the context of

corporate governance and analyze relevant case studies to extract valuable lessons.

Developing team skills: Suggesting ways in which corporate governance team members can be trained and

encouraged to develop their skills in managing information and using it to make strategic decisions.

These are just some of the directions that information management research in enhancing corporate

governance team performance could explore. It is important that the research is based on a rigorous scientific
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foundation and takes into account the specifics of the organizations and the business environment in which they

operate.

The scientific research carried out within the doctoral thesis revealed the confirmation of the following

working hypotheses:

1. The management system of a team depends directly on the volume and quality of the analyzed

information;

2. OSINT and Multi Source analysis and the methods specific to these types of analysis best respond to

current challenges, being able to cover the knowledge needs of high-level beneficiaries;
3. The need to establish at national level a Management System based on information analysis.

The use of information analysis techniques in corporate governance teams and in the performance

management of an organization brings several benefits and leads to important conclusions.

Informed decision making: Information analysis enables the collection and evaluation of relevant data to
make more informed and accurate decisions. Corporate governance teams and managers can use these techniques
to gain a deeper understanding of the business environment, markets, customers, and competitors. This enables

them to identify opportunities and threats, predict trends and make more informed strategic decisions.

Identifying risks and vulnerabilities: Analyzing information helps identify risks and vulnerabilities in an
organization. Corporate governance teams and managers can use these techniques to assess operational, financial
and compliance risks and develop strategies to manage them. By identifying and effectively addressing risks, the

stability and sustainability of the organization can be ensured.

Performance Monitoring: Information analysis enables monitoring of the performance of the organization
and its various departments or teams. Through the use of key performance indicators (KPIs) and other evaluation
methods, corporate governance teams and managers can track achievement of objectives and identify deficiencies
or areas for improvement. This makes it easier to adjust strategies and efficiently allocate resources to achieve peak

performance.

Increase operational efficiency: Information analysis can reveal inefficiencies and gaps in an organization's
operational processes. Corporate governance teams and managers can use these techniques to identify and
eliminate bottlenecks, optimize workflows, and implement streamlining measures. By increasing operational
efficiency, a reduction in costs, an increase in productivity and an improvement in customer satisfaction can be

achieved.
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Anticipate and adapt to change: Intelligence gives organizations the ability to anticipate and adapt to
changes in the business environment. Corporate governance teams and managers can use these techniques to assess

market trends, consumer behavior and evolution over time.

This paper offers analysts and experts the opportunity to develop information analysis management for use
in other areas of activity. The analytical methods presented in the paper can be perfected and adapted to effectively

define all areas of interest both at the level of a private company or at the level of state institutions.

Information analysis management was created not only to be used within the structures of the National
Security System, but also by companies or other organizations in order for strategic level decisions to be made on

solid scientific bases, analyzing the data and information available at a given moment.

In this sense, economists, analysts, managers of any level can use this research to develop, adapt and
modernize analytical methods specific to management by developing the information analysis component to be

useful in the decision-making process, including risk analyses. currently carried out within the companies.

At the same time, the management of information analysis can be included in the university curriculum in
the form of a course or even a master's program, the elements of this branch of management being useful for young
economists to substantiate their ideas or programs that they will develop at the level of the organizations where
they will be employed.

In conclusion, the management of information analysis represents a new field that can be further developed

for the benefit of state and private organizations and, implicitly, of Romanian society as a whole.

The term "OSINT" refers to "Open Source Intelligence" or "Information from Open Sources", and refers to
the use of publicly available information and data, such as websites, media, social networks, databases public, etc.,

to obtain knowledge and useful information in intelligence analysis.

OSINT products play an important role in performing multisource intelligence analysis because they

provide a global and balanced perspective on the situation.

Overall, OSINT products are valuable tools in intelligence analysis because they add an open and diverse
perspective to information collected from classified sources and can significantly contribute to decision-making

and understanding the overall context of complex situations.

93



