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Capitolul 1
Introducere

In ultima perioadi, incepand cu anii 2000, s-a observat o crestere a puterii de procesare si
capacitdtii de stocare a dispozitivelor inteligente (computere, tablete, telefoane inteligente), fapt
ce a dus la folosirea datelor digitale intr-un mod accelerat. In ziua de azi, aproape tot continutul
multimedia este trecut prin procesele de memorare, transmitere si prelucrare in format digital.
Faptul ca datele, in format digital, pot fi reproduse si distribuite cu usurintd, a ingreunat Tn mod
semnificativ securizarea continutului original si a proprietitii intelectuale. Pentru a remedia
aceastd problemad, au apdrut o noud generatie de algoritmi pentru transmiterea si securizarea
datelor digitale.

Marcarea digitala (digital watermarking) consta 1n inserarea unei informatii ascunse intr-
un semnal gazda care duce la modificarea imperceptibild a acestuia (Osborne et al. n [1]).
Pornind de la aceastd idee au fost dezvoltati si adaptati algoritmi specializati pentru diverse
semnale gazdd (fisiere audio sau video, imagine statica etc.) si in functie de aplicatia doritd
(protejarea drepturilor de autor, monitorizarea transmisiei, autentificarea continutului, adnotarea
de date).

1.1 Insertia reversibila de date

In comparatie cu insertia de date clasicd, algoritmii de insertie reversibili (RDH — re-
versible data hiding) oferd posibilitatea recuperdrii exacte a semnalului gazda, prin extragerea
completa a datelor ascunse. Trebuie luat in calcul faptul cd procesul de insertie a mesajului
secret produce distorsiuni.

Algoritmii RDH pentru imaginii exploateaza redundanta semnalelor (imagini, video, su-
net, etc.). In mod uzual, sunt adoptate dou criterii pentru a evalua eficienta unei metode RDH:
distorsiunea (evaluatd prin SNR - Signal to Noise Ratio la fisierele audio) si capacitatea de
insertie (EC - Embedding Capacity). Comparand semnalul gazda marcat cu originalul, primul

criteriu masoard modificarea datoratd ascunderii datelor pornind de la eroarea medie patratd
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FIGURA 1.1: Marcarea reversibila a unui semnal audio

(MSE — Mean Square Erorr) obtinutd. O valoare SNR ridicatd indicd o mai bund imperceptibi-

litate, adicd, semnalul gazda este asemdnator cu varianta sa initiala.

1.2 Continutul tezei

In capitolul 2 sunt prezentate si discutate cele mai relevante metode din domeniu insertiei
reversibile de date. Aici sunt descrisi algorimii de insertie si extragere clasici de translatarea
de histograma si expandarea erorii de predictie, precum si cei recenti derivati din ordonarea
valorilor pixeilor.

Trei metode noi de insertie reversibila in fisiere audio dezvoltate Tn aceasta teza sunt pre-
zentate in capitolul 3. Prima metodd permite un control fin pentru capacitatea de insertie 1n
functie de fisierul gazda. A doua metoda propusd combina doud abordari existente din insertia
in imagini digitale (translatarea histogramei de erori cu ordonarea valorilor pixeilor), adaptandu-
le pentru insertia reversibild n esantioane audio. Aceastd metoda obtine cele mai bune rezultate
raportate n literaturd pentru capacitati sub 0.3 bps (bits-per-sample). A treia metoda (o abordare
multi-bit cu predictie derivard din ordonarea valorilor pixeilor) oferd o solutie eficientd pentru
capacitdti intre 0.3 si 0.7 bps.

In capitolul 4 s-a propus a metodi de insertie simpld pentru o aplicatie de analiza a mer-
sului, avand ca scop reducerea volumului de date transmis de aplicatie. Achizitia de date de
la senzori se face cu ajutorul unui microcontroler, care transmite datele prin Bluetooth citre o
aplicatie Android de pe un telefon mobil.

Concluziile cercetarii sunt prezentate in ultima parte a tezei.

1.3 Stadiul actual al schemelor de insertie reversibila de date

Avand ca punct de pornire schema clasica in [ 1], Hossinger et al. este dezvoltatorul primei
scheme de marcare reversibild [2]. Metoda este bazatd pe inserarea unui cod de autentificare
intr-o imagine digitald, prin simpla operatie de adunare modulo 256, in imagini, W=(I+w) mod

256, unde I, w si W reprezintd imaginea originald, marcajul si imaginea marcatd. Cum w este



cunoscut, imaginea originald se obtine prin scaderea modulo 256, I=(W-w) mod 256. Metoda
introduce un zgomot de tip sare si piper, din cauza aritmeticii modulare 256.

Friedrich et al. propune in [3], prima schemd de marcare reversibild bazata pe compresie
fara pierderi. Schema este Tmbunadtatita ulterior in [3,4]. Problema acestor scheme este cd, pen-
tru a nu genera distorsiuni vizibile, insertia trebuie facutd Tn zona bitilor mai putin semnificativi.
In zona bitilor mai putin semnificativi, rata de compresie este foarte scizuti ceea ce conduce
la o rati de insertie foarte micd. in [5], Xuan et. al. a propus o metodi RDH de mare capaci-
tate, metoda bazatd pe transformata wavelet IWT). Pentru metodele bazate pe compresie mai
mentiondm schemele raportate de Celik et al. Tn [6].

In [7], Tian prezinti o metodi promititoare de mare capacitate de insertie RDH, ba-
zatd pe expandarea diferentei (DE). Aceastd metoda opereazd pe perechi de pixeli si insereaza
informatia 1n diferenta dintre pixeli. Perechile de pixeli sunt modificate astfel incat diferenta
dintre pixeli sd se dubleze. Folosind expandarea diferentei se atinge o capacitate maxima de 0.5
bpp pentru o etapa de marcare, tindnd cont de faptul ca in fiecare pereche de pixeli se introduce
cate un bit de informatie. Comparandu-se cu scheme anterioare bazate pe compresia fira pier-
deri, expandarea diferentei are rezultate mai bune oferind o capacitate de insertie mai mare $i 0
distorsiune scdzuta.

Alattar 1n [8], a propus 0 noud metoda care este bazatd pe expandarea diferentei dezvoltatd
de Tian, dar bazandu-se de aceastd data pe blocuri de pixeli de dimensiuni arbitrare, in loc sa
foloseasca perechi de pixeli. Astfel reuseste sa ajungd la capacitatea maxima de n — 1/n bpp,
pornind de la ideea de a insera Intr-un grup de n pixeli, n — 1 biti. PEE este propus in primul
rand de Thodi si Rodriguez in [9], iar aceastd tehnicd a fost adoptatd pe scard largd de multe
lucréri ulterioare de RDH in [10, 11]. Contributii recente aduse metodei PEE au fost aduse
in [12] (bazate pe selectia si sortarea pixelilor gazdd). Retelele neuronale convolutionale (CNN
- Convolutional neural network) au fost folosite cu succes pentru predictie in [13], [14], [15]
si [16]. Predictia pe bazd de CNN a fost optimizata apoi prin sortare [17] si rafinarea predictiei
initiale [18].

Ordonarea valorilor pixelilor (PVO-Pixel-Value-Ordering) este o metoda eficientd pentru
marcarea reversibild de inalta fidelitate. Metoda PVO dezvoltatd de X. Li et al. n [19], imparte
imaginea 1n blocuri egale. F. Peng et al. in [20] prezintd metoda Tmbunaitititd a ordonirii
valorilor pixelilor, metoda ce a imbundtatit procesul de calcul al diferentei. PVO este o abordare
extrem de populard pentru insertia Tn imagini digitale.

Abordarea PVO a fost introdusd ca predictor pentru translatarea de histograma si pentru
PEE, primind denumirea de ,,Pixel-based pixel value orderind” (PPVO). Si aceastd abordarea a
fost imbundtatita semnificativ in ultimii ani. Cele mai semnificative contributii au fost: optimi-

zarea insertiei, introducerea unui predictor hibrid si optimizarea selectiei pixelilor gazda.
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Insertia in perechi de pixeli, introdusa in [21] si optimizatad ulterior, permite o insertie
mai eficientd decat cea clasicd in pixelii gazdd. Aceastd abordare a fost utilizatd recent, Tnsd
rezultatele cele mai bune au fost obtinute prin combinarea sa cu PVO.

In domeniul audio, metodele RDH au fost derivate din cele pentru imaginile digitale, cel
mai frecvent din PEE. Metoda din [22] foloseste un predictor simplu non-causal (idee adaptata
din [23]). Acest predictor este inlocuit in [24] cu unul liniar, calculat prin regresie liniara pe
un numir variabil de esantioane audio. in [25], esantioanele din context sunt intai sortate, apoi
se determini predictorul liniar. In [26] se foloseste o codare reversibili bazatd pe multiplexare.
Metoda din [27] insereazd robust Tn domeniul trasformatei DCT cu valori intregi, abordare

facuta reversibila 1n [28].



Capitolul 2

Metode de insertie reversibila a datelor

2.1 Insertia RDH bazata pe translatarea histogramei

Algoritmul ce se bazeaza pe translatarea histogramei, introdus pentru marcarea reversibild
a imaginilor digitale, selecteaza la fiecare etapd a marcdrii doua valori ale erorii prezise:e,, si e,,.
Se vor modifica pixelii bazdndu-ne pe aceste erori, mai exact, doar acei pixelii care au eroarea
ep sau e, vor contine biti secreti, iar restul pixelilor din imagine vor fi lasati neschimbati sau

deplasati pentru evitarea suprapunerii lor cu acei pixeli marcati.
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FIGURA 2.1: Etapele marcdrii HS.
a: selectarea lui e, si e,,; b: deplasarea valorilor adiacente; c: inserarea marcajului.

Algoritmul de insertie de date HS
Functionalitatea algoritmului de marcare constd n parcurgerea imaginii gazda, citind va-
loarea fiecarui pixel Tn ordine rasterscan (de la stanga la dreapta si de sus in jos). In cazul in
care eroarea de predictie a pixelul analizat este egala cu e, sau e, acesta poate fi marcat cu:
X j + b, daca €ij = €p

2z = 2.1
Tij — b, daca €ij = €n
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unde bitul ascuns este b € {0,1}. Atunci cand b = 0, pixelii in care s-a introdus un bit de
informatie, rdman nemodificati sau cand b = 1, pixelii sunt deplasati astfel incat e, sd fie cu o
unitate mai aproape de extremele histogramei, e,;, sau e,.. Prezenta marcajului este indicatad
de urmatoarele erori :{e,, e,, €, + 1,e, — 1}.Valorile pixelilor din imaginea marcatd care au
eroarea initiald e, + 1 sau e,, — 1, trebuie deplasate astfel incét sd elimindm ambiguitatea dintre
pixelii marcati si ele. Insi deplasarea acestora muti problema ambiguititii la perechea e, — 2,
ep + 2. In acest caz, pentru distingerea corecti a pixelilor marcati fati de cei originali, toate
valorile care au e; j € [emin, €, — 1] U [€, + 1, emax] vor fi deplasate in domeniul (e, — 1, €, —
2] U [ep + 2, emax + 1]

o Tij+ 1, daca €ij > Cp 2.2)
x;; — 1, dacde;; <e,

In cazul unor anumite valori ale ep 81 e, vom observa ca existd pixeli ce respectd conditia
en < €;; < ep, iar in acest caz erorile acestora nu se vor mai suprapune cu cele deplasate sau
marcate si vor avea valoarea originald.

In cazul imaginilor pe 8 biti, nivelele de gri isi au limitele in intervalul [0, 255]. La fiecare
proces de marcare, distorsiunea maxima introdusd in pixelul gazda este de +1, dar imaginea
poate avea nivele de gri de 0 ori 255 si nu pot fi deplasate, devenind —1 sau 256. Inainte de
marcare, pixelii problema sunt identificati si deplasati la 1 respectiv 254, adica spre interiorul
intervalului, ceea ce mentine schema de marcare reversibild. Semnalele audio sunt in general pe
16 sau 24 de biti, domeniul fiind Tntre —32.768 si 32.767, respectiv —8.388.608 si 8.388.607.

Aceastd tehnicd de marcare foloseste o hartd pentru stocarea pozitiei pixelilor deplasati
s1 dupd aceea o compreseazd fard pierderi si impreund cu valorile alocate pentru e, si e, for-
meazd datele auxiliare. Inserarea acestora in imagine se face prin substituirea LSB-urilor. De
asemenea, bitii substituiti sunt stocati impreund cu marcajul.

Schema de marcare reversibild ce foloseste translatarea histogramei, oferd o capacitate de

insertie ce este oferitd de numarul pixelilor care au e, ; € {e,, e, }:

C = H(e,) + H(en) — Daux (2.3)

unde H (e,) si H(e,) reprezintd pixelii cu e; ; = e, respectiv e; ; = e, si dimensiunea datelor
auxiliare misurati in biti este notatd: D,.. In cazul imaginilor naturale, numirul de pixeli pur
negri sau albi este foarte scazut (poate fi nul pentru unele imagini), situatie ce face ca numérul
de biti al lui Dy sd nu fie unul mare. Insi cu fiecare etapi de marcare, mirimea acestuia creste

si devine o problema.
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FIGURA 2.2: Vizualizarea etapelor marcarii PEE pe histograma erorii de predictie.
a: selectarea intervalului [—7",T'); b: deplasarea valorilor vecine; c: insertia marcajului

2.2 Insertia RDH bazata pe expandarea erorii de predictie

Pentru marcarea prin expandarea erorii de predictie s-a dezvoltat un algoritm de inserare
reversibild (PEE) ce foloseste un interval al erorilor de predictie, de forma [—7',T'), unde T este
pragul de marcare. Valorile care nu apartin acestui interval sunt deplasate pentru crearea unui
spatiu liber folosit la marcare. Trebuie precizat faptul ca distorsiunile inserate nu mai au limita
la +1, si ajung pand la +7'.

Algoritmul de insertie de date PEE

Se foloseste din nou ordinea raster scan, pentru a fi parcursd imaginea pixel cu pixel.
Apoi se compari eroarea de predictie ce corespunde pixelului actual cu pragul de marcare 7'. In

cazul in care —1" < ¢; ; < T’ se insereazd un bit de informatie in z; ;:

.T;’j = .TiJ + 6’1‘73' + b (24)

Dupd insertie, intervalul de valori [T, T) este expandat la [—27',2T). Pixelii care au
€ij € lemin, —T) U [T, max], pentru eliminarea ambiguititii dintre ei si pixelii care au fost

marcati, sunt deplasati cu £7":

o T + T, daca €ij > T
7, = i 2.5)
Tij — T, daca € < =T

Controlul imbunaitatit al capacitatii

Distorsiunea introdusad de schema de marcare reversibila a PEE este compusa din distor-
siunea produsa de insertia marcajului si din distorsiunea deplasdrii pixelilor.

Distorsiunea datd de inserare este realizatd de expandarea erorii de predictie si de adduga-
rea bitilor de informatie. Dupa cum am mentionat in sectiunea anterioard, n loc sa cream spatiu

pentru B biti, se extind erorile de predictie pentru N pixeli in care eroarea de predictie este mai



mica decat 7' si pentru cei B — N pixeli ramasi care au o eroare de predictie de +7". Altfel spus,
pentru a obtine capacitatea de inserare doritd, schema de inserare cu doud praguri utilizeaza
pixelii care au cele mai mici erori de predictie posibile. Deoarece pixelii cu |p.| < 7 nu sunt
suficienti, odati ce acesti pixeli sunt inserati, se iau in considerare si pixelii cu |[p.| = 7. Acum
se observd clar ca 7" = T + 1 mentine eroarea de inserare minima. De exemplu, 77 > T + 1,
ar trebui sd gasim B — N biti suplimentari marcand mai putine randuri cu acest prag decét cu
T + 1, dar cu costul expandarii erorilor de predictie mai mari decit |7’ si, implicit, cu costul
cresterii erorii de inserare.

Eroarea de deplasare introdusa de schema de marcare PEE clasicd nu este simetrica. Pi-
xelii neinserati care au eroarea de predictie pozitivd sunt deplasati cu valoarea pragului, 7', in
timp ce cei care au eroarea de predictie negativa sunt decalati cu —(7" — 1). Eroarea pétrati a
deplasirii rezultd din 7% la erori de predictie pozitive si (7' — 1)? la erori de predictie negative,
adica o eroare cu 27 — 1 mai mica decat cea pentru pixelii cu valoare pozitiva.

Aceastd asimetrie se datoreazd inserdrii datelor. Eroarea de predictie a pixelilor marcati
este de 2p. + b, cu |p.| < T. Limita pentru eroarea de predictie pozitiva, 27" — 1, apare pentru
b = 1, In timp ce cea pentru erori de predictie negative apare pentru b = (. Cele doud limite
(T'si — T + 1) sunt pentru a asigura intervale de eroare de predictie disjuncte pentru pixelii
marcati si nemarcati.

Erorile de deplasare simetrice pot fi obtinute prin luarea in considerare in locul unui singur
prag, a unor praguri distincte pentru si erori de predictie pozitive. Astfel, In loc de praguri
simetrice (—77;T"), se pot lua in considerare (—7";7" — 1). Erorile de deplasare sunt reduse la
(T — 1)* atat pentru valori negative, cat si pentru valori pozitive ale erorilor de predictie, dar cu
pretul unei scideri a valorii capacititii de inserare. In mod similar, luim pragul (=7 — 1,7
pentru a creste capacitatea de inserare (si eroarea de deplasare). Daca notaim cu W(7,,, 7))
capacitatea schemei de marcare PEE pentru praguri distincte pozitive (7)) si negative (75,),
avem:

W(=T,T-1) <W(-T,T) < W(-T - 1,T)... (2.6)

Conditia pentru simetria erorilor de deplasare este:
T,=1T, —1 (2.7)

Ecuatia 2.6 oferd o segmentare mai find a intervalului de capacitate decat cea oferitd de
pragurile simetrice (sau cele nesimetrice). Metoda poate fi extinsa imediat pentru interpolarea

intre limitele furnizate de ecuatia 2.6.



Schema de insertie/extragere PEE necesitd un prag de insertie adecvat T’ pentru a furniza
numarul corect de esantioane gazda, care, la rindul sdu, determind capacitatea oferita. T’ con-
troleazd, de asemenea, distorsiunile de inserare introduse de schema PEE, prin urmare, selectia
lui 7" este cruciald pentru obtinerea unor rezultate optime de ascundere a datelor.

Schemele actuale de ultimd generatie PEE bazate pe RDH audio utilizeazd algoritmul
de control al capacititii de baza introdus pentru prima datd in [9]. Fie N numadrul necesar de

esantioane gazda pentru setul curent:

N=="4"E1N, (2.8)

unde NV, este dimensiunea datelor inserate, Nz este numarul de LSB-uri stocate din R si IV, este
numdrul estimat de esantioane care prezintd risc de depdsire (esantioane cu z; ¢ [—32768 +
T,32767 — TY). Retineti cd atat in [29] cat si in [22], controlul capacitatii este discutat doar Tn
termeni generali, pentru simplitate vom folosi ecuatia de mai sus.
Eroarea de predictie se determind cu urmdtoarea formuld pentru fiecare pixel din setul
curent:
€ =T — Ty 2.9)

Aceste valori sunt colectate Tntr-o histograma a erorilor de predictie. Fie H histograma
erorilor de predictie, unde H(e;) este egal cu numdrul total de esantioane din setul curent cu
eroarea de predictie e;. Pragul de inserare se selecteaza ca fiind cea mai mica valoare 1" care

indeplineste:
T-1

> H(e) > N (2.10)

ei:—T

Dupa ce toti bitii de date ascunse % au fost introdusi impreund cu bitii de date auxiliare
% si nu mai raman biti de semnalizare, atunci pixelii rdmasi in set nu mai sunt prelucrati si
raman neschimbati (si se Inregistreaza pozitia ultimului esantion modificat).

Algoritmul de control fin al capacitatii este derivat din schema RDH pentru imagini, pro-
pusd pentru prima datad in [30] si rafinatd in [29]. Spre deosebire de abordarea clasica (in care
marea majoritate a esantioanelor sunt modificate utilizand pragul selectat 7"), abordarea propusa
utilizeazd doua praguri distincte: 7" si 7' — 1, unde 7" a fost determinat cu (2.10).

Fie D numarul de esantioane gazda suplimentare care sunt necesare in cazul in care 7' — 1

a fost utilizat ca prag de insertie:

D=N- > H(e) 2.11)
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unde N a fost calculat cu (3.1) si ZGT;Q_T 1 H (e;) este numirul de esantioane gazda furnizate
de T — 1.

Procesul de inserare pentru setul curent incepe prin utilizarea lui 7' ca prag de inserare.
Dupi ce un total de D biti au fost inserati cu succes in esantioane cu ¢; € {7, 7T — 1}, pragul
de inserare devine 7" — 1 pentru restul esantioanelor din set. Cu alte cuvinte, esantioanele sunt
modificate cu T pana cand este inseratd capacitatea care nu a putut fi asigurata de 7' — 1, apoi
esantioanele ramase sunt modificate cu 7" — 1.

Principalele imbunatitiri fatd de [30] si [29] sunt estimarea capacititii bazatd pe biti de
semnalizare in (3.1) si modelul de implementare simplificat descris in aceastd sectiune. in plus,
ambele aborddri au fost dezvoltate pentru RDH pentru imagini si, din céte stim, algoritmul

clasic (inferior) de control al capacititii este singurul model utilizat in prezent in RDH audio.

2.3 Insertia RDH bazata pe ordonarea valorilor pixelilor (PVO)

Ordonarea valorilor pixelilor (pixel value ordering - PVO) [19] este insertia reversibild
in functie de ordonarea valorilor de gri a pixelilor. In inserarea reversibild de date bazati pe
expandarea erorii de predictie, histograma erorii de predictie este Tmpartitd in doud regiuni, una
fiind numitd regiunea interioard si cealaltd regiune exterioard. Erorile de predictie din regiunea
interioard a histogramei sunt extinse pentru a contine date, in timp ce cele din regiunea exteri-
oard sunt deplasate astfel incat interiorul si regiunile exterioare raiman separate dupa inserarea
datelor (similar cu metodele HS si PEE discutate mai sus). Dacé existd doar una sau doua valori
ale histogramei in regiunea interioara, adicd, modificarea maxima a valorii pixelilor Tn inserarea
datelor este 1 si se poate deduce cd valoarea modificarii pentru imaginea gazda este 0.5 N, + Ny,
unde N, si N, reprezintd capacitatea de insertie (in biti) respectiv numarul de pixeli deplasati.

In aceastd sectiune, ca o trecere in revistd, va fi prezentatd mai intdi metoda bazati pe
PVO alui Li et al. [19], iar apoi metoda lui Lee et al. [31].

Pentru inceput, imaginea gazda este impartita in blocuri nesuprapuse de dimensiuni egale.
Pentru un bloc dat, X care contine n pixeli, se sorteazd valorile acestora (z1, ...... , Tp,) in ordine
crescdtoare pentru a obtine Ty (1), -...; To(n), Unde o : 1,....;n — 1,....,n reprezintd o mapare
unicd unu la unu cum ar fi: z,(1) < ...Z,(), 0(1) < 0(j) dacd T,y = To(; Si (1) < (j). Apoi
se foloseste a doua cea mai mare valoare, Z4(,,—1), pentru a prezice maximul z,(,). Eroarea de

predictie corespunzdtoare este:

PEmax = To(n) — Lo(n—1) (212)
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In timp ce indltimea care are P F,,,,, = 1 este in mod uzual valoarea de varf a histogramei,

similar cu eroarea de predictie P F,,, este modificata in:

PFE, .« daca PE,.. = 0,
PEyax = § PEpox+ b daci PE,. =1, (2.13)
PEpax +1  daci PEy. > 1.

unde b € {0, 1} reprezinti bitul de informatie care va fi inserat. In conformitate cu valoarea

maxima () este modificatd in:

(EU(n) daca PEmaX = 0,
T = To(n-1) + PEmax =\ ZTo(n) +b daca PEmax =1, (214)
To(n) + 1 dacd PFE,. > 1.

Celelalte valori z4(1)..., T4 (,—1) Tdman neschimbate. Prin urmare, valoarea marcata a lui x
este (Y1, ....., yn), unde y,(n) = 7 si y; = x; pentru fiecare i # o(n). In procedura de mai sus,
deoarece maximul 7, este fie neschimbat, fie mdrit, ordinea valorilor pixelilor (maparea o)
ramane neschimbatd. Prin urmare, pentru un bloc marcat a cérui valoare este (y1, ..., Yn ), prin

calcularea erorii de predictie:

PEyax = Yo(n) = Yo(n—1) (2.15)
extragerea datelor si restaurarea imaginii poate fi realizata astfel:

e dacd PFE,,., = 0, blocul ramane neschimbat la insertia datelor iar valoarea sa originald este
doar (y1,....,Yn)

e dacd PE,,.x € {1, 2}, blocul este expandat pentru a incorpora datele de inserat. Bitul de date
de inserat b = PFE, .« — 1 si valoarea originald este (21, ...., Z,,), unde Zy () = Yo(n) — b i

x; = y; pentru orice i # o(n).

e dacd PF,,.x > 2, blocul este deplasat de datele inserate iar valoarea lor originala este

(21, ....75), unde To(n) = Yo(n) — 1 8i x; = ¥, pentru i # o(n).

Pentru PVO cantitatea de valori deplasate (shift-ate) poate fi reformulatad sub forma:

#H#{PFE . > 1}
#{PEmaz Z 1}

unde P FE\,. este eroarea de predictie a imaginii gazdd definitd in formula (2.15)

Pipifted = (2.16)

Pe langd insertia in valoarea maxima a blocului, PVO permite si insertia in cea minima.

Mai exact, a doua cea mai micd valoare, (), poate fi utilizatd pentru a prezice minimul
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FIGURA 2.3: Insertia PVO prin modificarea minimului unui bloc

T4(1), 1ar insertia PEE poate fi implementatd prin modificarea erorii de predictie corespunza-

toare PEyin = To(1) — To(2) In acest caz, eroarea de predictie P I, se modificd astfel:

PE. ;i daci PE,;, =0,
PEuwin={ PE,.. —b daci PE,, = —1, (2.17)
PE...—1 dacd PE,., < —1.

unde b € {0, 1} reprezintd bitul de informatie de inserat.

Luand in considerare atat maximul, cit si minimul, cel mult doi biti pot fi inserati in acelasi
bloc gazdd. De exemplu, atunci cand conditiile 24(n,) — To(n—1) = 1 §i T5(1) — To(2) = —1 sunt
ambele indeplinite, se pot insera doi biti Tn blocul curent.

In cele din urmi, observim ci utilizarea blocurilor uniforme este mai favorabili pentru
ascunderea reversibild a datelor. Complexitatea unui bloc se mdsoard prin diferenta x,(,—1) —
T4(2), 1ar un bloc este considerat ca fiind plat daca complexitatea sa este mai micd decat un prag
predefinit 7. De exemplu, pentru trei blocuri din Fig. 2(b), complexititile lor sunt z; — x5 =
43 — 42 = 1si 9 — gy = 119 — 117 = 2, respectiv z; — ¢4 = 154 — 153 = 1. Se observa
cd mdrimea T, (,—1) — To(2) €ste neschimbatd dupd insertia datelor, astfel codorul si decodorul
pot gisi exact aceleasi blocuri. Acest lucru garanteaza reversibilitatea metodei PVO, 1n cazul

utilizarii blocurilor uniforme.

2.4 Insertia RDH bazata pe ordonarea imbunatatita a valorii

pixelilor (IPVO)

Pentru o capacitate de insertie datd, metoda imbundtititd PVO (IPVO - Improved Pixel

Value Ordering) poate utiliza blocuri de dimensiuni mai mari pentru insertia datelor si, prin
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urmare, poate exploata mai bine redundanta imaginii, ceea ce este util pentru performanta in-

corporarii.

dmax = Ty — Ty (218)

unde

u = min(o(n),o(n — 1)), (2.19)

v =max(c(n),o(n —1)).
Aici, in loc de diferenta P Eyax = To(n) — To(n—1) Utilizata de PVO si care are intotdeauna
o valoare pozitiva, in aceastd sectiune noua diferentd d,., ia valori intre (—oo, +00). Si, spre
deosebire de cazul lui P Fiy,y, histograma lui d.,,, este o distributie de tip laplacian centraté la 0,
deoarece ambele diferente () — To(n—1) $1 Ly(n—1) — To(n) Sunt numdrate luénd in considerare
ordinea o(n) si o(n — 1). In acest fel, blocurile cu To(n) = To(n—1) POt fi exploatate de metoda

descrisa pentru a insera date prin modificarea lui dy, .

2.5 Insertia RDH bazata pe PPVO

Mai departe, metoda PPVO este analizata pe scurt. Spre deosebire de metodele anterioare
bazate pe PVO [19], PPVO [20] (Pixel-based Pixel Value Ordering) realizeaza predictia in
functie de pixel. Procedurile specifice de insertie si extragere a datelor sunt prezentate in cele
ce urmeaza.

Asa cum este ilustrat in figura 2.4, contextul de predictie al unui pixel tinta este determinat

de pixelii din apropiere din coltul din dreapta jos (a).
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Se construieste un context de predictie C' = {cy, ..., ¢, }, unde n este numarul de pixeli de
context. Pixelii de context vor fi apoi sortati, iar patru scenarii pot duce la predictia lui x. Apoi
se defineste eroarea de predictie.

Pentru o imagine gazda, procesul de insertie a PPVO se realizeazd in ordinea de scanare
raster, in timp ce procesul de extragere se realizeaza Tn mod invers. Ca urmare, fiecare pixel
marcat si pixelul gazda corespunzitor au contexte de predictie identice.

Apoi, eroarea de predictie marcata este calculatd prin ¢ = & — z . Bitul de date este extras
cab=0dacié=0sib=1dacié € {—1,1}. In cele din urma, pixelul original este recuperat
prinz =2 +e.

In plus, PPVO utilizeazi o abordare de selectie a pixelilor. Un pixel va fi utilizat pentru
insertia datelor daca complexitatea sa locald este mai micd decat un prag specificat, ceea ce
indicd faptul cd este mai simplu sa se faca o predictie precisa.

Dimensiunea contextului de predictie pentru fiecare pixel in PPVO este fixd. Cu toate
acestea, performanta etapei de inserte poate fluctua 1n functie de dimensiunea contextului de
predictie. Pe baza complexititii locale, in aceastd parte exploram efectele diferitelor dimensiuni
ale contextului de predictie asupra performantei de insertie.

In concluzie, capacitatea mare poate fi obtinutd cu un context de predictie mic, dar dis-
torsiunea introdusd de shift-area aferenta creste dramatic din cauza predictiei inexacte. Atunci
cand se utilizeaza un context de predictie de dimensiuni mari, distorsiunea de deplasare este
redusd, deoarece o multime de pixeli de acoperire sunt sdriti, Tn timp ce se poate obtine doar o

capacitate scazutd de insertie.
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Capitolul 3

Dezvoltarea de noi metode RDH pentru

domeniul audio

In acest capitol sunt introduse o serie de noi metode de insertie reversibila in domeniul
audio. Se urmdreste atat rafinarea metodelor existente, cat si formularea unor noi abordari care

sd permitd ascunderea datelor cu un grad mai bun de imperceptibilitate.

3.1 Controlul capacitatii prin adaptarea pragului de insertie

Metodele actuale de audio RDH bazate pe PEE utilizeaza un algoritm de bazd pentru
controlul capacititii de insertie introdus pentru prima data in [19]. Fie N numarul necesar de

esantioane gazda pentru setul curent:
N=—+—+N, (3.1)

unde N, este dimensiunea datelor ascunse, Ny este numéarul de LSB-uri stocate de la R
si N, este numarul estimat de esantioane care sunt expuse riscului de depdsire (esantioane cu
x; ¢ [—32768 + T, 32767 — T)).

Algoritmul propus de control a capacitatii este derivat din schema RDH de imagine, pro-
pusd mai Tntai 1n [30] si rafinatd in continuare in [29]. Spre deosebire de abordarea clasicad,
abordarea propusd utilizeazad doud praguri distincte: 7" si 7' — 1.

Fie D numairul de esantioane gazda suplimentare care sunt necesare pentru a ascunde un

total de N biti daca T" — 1 a fost folosit ca prag de insertie:
T-2

D=N- S H (3.2)

e;=—T+1
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FIGURA 3.1: Rezultatele SNR/Bit-rate pentru controlul capacitatii

Procesul de insertie pentru setul curent Tncepe prin utilizarea lui 7' ca prag de marcare.

Dupi ce un numdr total de D biti a fost inserat cu succes in esantioane cu e; € {—7.,7 — 1},
pragul de marcare devine T'— 1 pentru valorile raimase din set. Cu alte cuvinte, esantioanele sunt
modificate folosind 7" pana cand a fost inseratd capacitatea necesara care nu a putut fi furnizata

de T' — 1, apoi valorile ramase pot fi modificate cu 7" — 1.

3.1.1 Rezultate si concluzii

In acesti sectiune, algoritmii prezentati in capitolul anterior sunt comparati cu omologii
lor clasici PEE pentru RDH in domeniul audio. Performantele lor sunt evaluate pe 70 de fisiere
audio standard cu o ratd de esantionare de 44,1 kHz.

Cele doud abordéri de control al capacititii (clasica si cea propusd) sunt comparate mai
intai pe patru dintre clipurile de testare, rezultatele SNR/bit-rate sunt prezentate In Figura 3.1.
Se observi un castig clar In performanta pe toate cele patru clipuri de testare. Acest castig este
mai pronuntat atunci cand se utilizeaza predictia liniara.

Performanta schemei propuse este evaluatd in Tabelul 3.1. Controlul capacititii propus
aduce o crestere medie a performantei de 0.31 dB in SNR pentru o capacitate fixd de 0.6 bps. O
imbunatdtire mai mare fatd de abordarea clasicd este observatd la predictia liniard cu o crestere

medie a performantei de 0.51 dB.
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TABELUL 3.1: Comparatie in SNR intre control clasic al capacititii si abordarea propusa pentru

0.6 bps [dB].
Fisier Medie aritmetica|Predictie liniara| Fisier = |Medie aritmetici|Predictie liniara
de test|Clasic| Propus |Clasic| Propus detest |Clasic| Propus |Clasic| Propus
1 |51.17 5125 |86.92 86.92 36 52.59 5439 |53.64 55.51
11.97 12.03 |18.05 18.25 37 58.03 5820 |64.85 66.22
3 18222 8221 |83.33 83.34 38 5531 5531 |55.57 55.57
4 180.22 80.22 [83.25 83.25 39 59.32 60.51 |64.27 64.76
5 [4533 4537 |82.86 82.87 40 41.38 41.58 [40.86 40.95
6 |7827 7826 |80.68 80.69 41 60.18 61.22 |64.52 65.89
7 7432 75.10 [80.74 80.75 42 38.67 38.79 4591 46.19
8 [40.35 4046 |47.59 48.05 43 36.69 36.76 |47.61 47.73
9 (4430 4438 |52.66 52.69 44 48.24 4844 |54.78 55.31
10 |46.54 46.85 |52.33 52.78 45 4373 43.88 [50.64 51.38
11 |5936 59.55 [60.19 60.53 46 41.69 4194 |53.22 54.13
12 13920 3930 |50.28 50.69 47 47.09 4737 |57.25 57.76
13 |50.59 5091 |[58.78 59.46 48 4475 4490 |53.41 53.84
14 14196 4201 |55.74 56.03 49 48.85 49.24 |48.47 48.56
15 4587 46.01 5291 53.38 50 50 50.37 [52.82 53.22
16 [50.13 50.27 [62.59 63.01 51 4531 4547 |44.60 44.89
17 |47.56 47.71 |55.40 55.75 52 50.52 5091 |50.98 51.46
18 [56.61 57.12 |61.16 62.46 53 48.56 4891 [48.73 49.07
19 |56.29 56.63 [58.80 59.56 54 47.80 4820 [50.99 51.12
20 |51.95 5252 [55.69 56.46 55 4590 46.02 |60.11 60.53
21 5090 51.12 |62.81 63.50 56 33.15 33.17 |51.88 52.08
22 5545 5599 6542 66.56 57 2547 2553 [38.70 38.99
23 15928 59.74 |69.45 70.49 58 49.65 4998 |[52.18 5343
24 169.07 69.76 |74.17 74.17 59 40.61 40.65 |43.54 43.66
25 |63.27 6472 165.01 65.55 60 59.11 5931 [60.57 6147
26 |58.22 5831 |61.01 61.89 61 4227 4247 |52.99 53.46
27 (3497 3505 |38.74 39.12 62 52.62 53.13 |55.02 55.82
28 16048 6195 |60.48 61.96 63 4474 44776 |50.95 51.55
29 6631 6631 [66.31 66.30 64 36.17 36.23 46 46.13
30 16048 60.47 |60.76 60.76 65 51.29 5175 |59.27 60.44
31 [56.45 57.01 |56.36 56.76 66 3991 3998 |51.50 51.70
32 |44.12 4459 |47.27 48.20 67 49.15 4937 |53.51 54.54
33 [59.11 59.99 |58.02 58.66 68 54.24  54.57 |54.25 54.58
34 |54.78 5484 (5995 61.37 69 4043 40.71 |44.87 4534
35 (4197 42.07 |55.84 56.18 70 4290 43.08 |44.18 44.30
Medie pe set|50.22 50.53 |56.63 57.14
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3.2 Audio RDH derivat din PVO si PPVO

In aceast subcapitol, sunt introduse doui metode RDH pentru fisiere audio. Aceste noi
metode au la baza principiile de insertie PE - HS, IPVO si PPVO, abordaéri intens utilizate pentru

insertia in imagini digitale, prezentate in sectiunile 2.1, 2.4 si 2.5.

Audio RDH prin sortarea esantioanelor audio (SVO)

Regiunile perfect uniforme sunt rare Tn imaginile naturale, dar esantioanele audio pot avea
sectiuni de tdcere. Aceste regiuni sunt ideale pentru predictie si prin urmare, ele pot fi usor de
exploatat pentru RDH. Toate abordairile bazate pe blocuri PVO necesitd ca referintele si valorile
sortate intre ele sd ramana neschimbate. Capacitatea de insertie se pierde dacd nu se iau 1n
considerare toate esantioanele din sectiunile de liniste. Acest efect este intr-o oarecare mdsurd
atenuat de o mai buna performantd a PVO pe zone mai complexe. Cu toate acestea, schemele
bazate pe PVO nu permit in mod corespunzator exploatarea sectiunilor uniforme.

Pentru a rezolva problema mentionatd mai sus, a fost creat un nou sistem de cadru bazat
pe PVO pentru RDH audio, si anume ordonarea valorii esantionului (Sample Value Ordering-
SVO). Aceastd abordare Tncepe prin Tmpartirea fisierului audio gazda in blocuri de dimensiunea
n. Pentru fiecare bloc, se calculeazd complexitatea locald a blocului numai pe baza valorilor

esantioanelor vecine:

le = max(Tivn, oy Tivon) — MIN(Tipp, ooy Tivon) (3.3)

Toate valorile dintr-un bloc pot fi acum modificate fard a modifica complexitatea locald
a blocului respectiv. Din cauza dimensiunii mici a blocului (n € [3,24]), blocurile vecine ar
trebui sd aiba acelasi tip de complexitate.

In continuare, blocurile sunt clasificate pe baza complexititii locale. Blocurile netede
(cu l. < ty) sunt acum procesate ca esantioane individuale utilizind insertia RFH bazatd pe

translatarea histogramei din sectiunea 2.1. Valorile prezise sunt calculate cu:

4 2

(3.4)

€r; =

N 3(EZ + x; 1
\‘ +2 +2 + J

Trebuie retinut faptul cd valorile din blocurile Tnvecinate sunt utilizate pentru a prezice

esantioanele de limitd din blocul curent. Eroarea de predictie se calculeazi cu:
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Audio RDH derivat din PPVO

Metoda PPVO (discutatd 1n sectiunea 2.5) reprezintd o solutie eficientd de a insera date
in imagini digitale. Principala contributie a acestei abordari este selectia dintre doud valori
de predictie distincte pentru fiecare pixel gazdi. In continuare se urmadreste mentinere acestui
avantaj si adaptarea sa pentru domeniul audio. Noua metoda foloseste trei valori posibile de
predictie pentru fiecare esantion audio: o medie simpld a esantioanelor Invecinate din jurul
pozitiei curente si doud medii ponderate. Diferentele Intre valori Tnvecinate sunt folosite pentru
a selecta dintre cele doud medii ponderate. Insertia reversibild PPVO este apoi folositd pentru a
selecta predictorul final pentru fiecare esantion din cei doi predictori ramasi (media simpla si o
medie ponderatd). Algoritmul de insertie a datelor este, de asemenea, adaptat pentru a permite
insertia a mai multor biti intr-o singurd valoare gazda. Aceastd abordare exploateazd mai bine
histograma erorilor de predictie intalnitd in domeniul audio.

Metoda RDH introdusa utilizeaza un context de predictie centrat pe esantionul curent, prin
urmare, atat valorile originale, cat si cele modificate sunt utilizate pentru predictie. Retineti ca
ordinea inversa 1n etapa de decodare mentine reversibilitatea schemei. Etapa de insertie Incepe

prin calcularea unei perechi de valori absolute ale diferentei pentru fiecare esantion gazda:

di = |z — wio| + |Tim0 — zi3| + |73 — 4]

(3.6)
d} = |Tiy1 — Tiva| + [Tive — Tigs| + [Tigs — Tig4]
x dacax >0
unde |z| =
—r dacdz <0
Complexitatea locald a esantionului curent este calculatd cu:
le=d,+d] 3.7

In continuare se foloseste o valoare prag pentru complexitate, 7., pentru a controla ca-
pacitatea oferitd de metoda. Doar esantioanele z; ce indeplinesc [. < T, pot fi folosite pentru
ascunderea datelor.

Prima valoare prezisd &, este calculatd ca:

(3.8)

o Ti—g + Tiog + Tip1 +Tigo 1
r; = 1 =+ 5
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A doua valoare prezisd (necesard pentru insertia PPVO), 27,

este selectat dintre doud
valori de predictie (mediile ponderate ale celor mai apropiati vecini 1n cele doua directii dispo-
nibile). Selectia se bazeaza pe valorile diferentelor absolute calculate cu ecuatia (3.6).

3xi_1+T;— 1 s g "
| 2=tz g L dacd df < d

& = (3.9)

L%# + %J altfel

Dacid 7, = 2!/, calculam un nou ; pentru a avea doud valori distincte de predictie:
4 !
A 7 (2
& = (3.10)

Esantioanele cu 2 < x; < Z/ nu pot fi folosite pentru ascunderea datelor si sunt ldsate

nemodificate. Pentru restul de esantioane se determind eroarea de predictie:

€; — .
xTr; — f;/ daca Z; > i‘;’

Insertia reversibila de date se face printr-o noud ecuatie de tip multi-bit derivata din PEE:

(
ri+(n—1)e; —d; dacie; > —T,sixz; <1
zi+(n—1)e;+d; dacie; <T.siz; >z

z; = 3.12)
x;— (n—1)T, dacie; < —T.six; <7
(i + (n— 1T, dacie; > T, six; > 1/

unde n controleaza numadrul de biti inserati in x;; 7. reprezintd pragul de marcare, iar d; este
informatia ascunsd. Un esantion marcat contine log,n biti ascunsi.

Rezultate si concluzii

Acelasi set de test alcatuit din 70 de fisiere audio este utilizat pentru a evalua eficienta
metodelor propuse. Figura 3.2 oferd o comparatie intre SVO, schema propusa bazata pe PPVO si
rezultatele raportate in [25,26] pe cele sase clipuri de testare utilizate in [26]. In timp ce schema
bazatd pe SVO oferd rezultate mai bune pentru capacititi scdzute, capacitatea sa maxima este
limitata la 0.3 bps pentru majoritatea fisierelor audio. Schema bazatd pe PPVO are cel mai bun
rezultat pentru capacititi medii, depdsind semnificativ atat pe [25] cat si pe [26]. Metoda PPVO

nu permite inserarea de date in pixeli cu &, < z; < 2, prin urmare capacitatea sa maxima este
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FIGURA 3.2: Rezultatele SNR/Bit-rate predictorul necauzal, codarea prin multiplexare, SVO
si metoda derivatd din PPVO.

limitata de acest aspect. Pe de altd parte, predictia mai buna oferitd de doud valori de predictie
permite inserarea de mai multi biti atunci cand incorporarea este posibila.

Comparatiile SNR 1intre schemele propuse SVO, PPVO si [25] sunt furnizate in tabelele
din 3.2. Mentionam ca mediile setului de testare au fost calculate folosind numai valorile exis-
tente Tn care schema RDH a furnizat capacitatea necesard. De exemplu, in tabelul 3.2, SNR-ul
mediu pentru schema PPVO a fost obtinut ca medie a 69 de valori, deoarece Clipul 61 nu a
putut furniza rata de biti necesara de 0.2 bps.

Schema PPVO a fost dezvoltata pentru rate medii de biti (sub 0.7 bps), dar performanta
sa este determinatd de eficienta predictiei. Din aceastd cauzd, ea nu a putut furniza o ratd de
biti de 0.2 bps pe Clipul 61 mentionat mai sus (cu o ratd de biti maxima de 0.17 bits/sample),
asa cum se poate vedea in Tabelul 3.2 . Pe cinci dintre fisierele audio de test (clipuri de testare
cu o corelatie mai slaba intre valorile invecinate) schema PPVO nu a putut oferi o capacitate de
0.3 bps. Pentru trei dintre aceste fisiere audio (clipurile 1, 2 si 67) capacitatea maxima este de
aproximativ 0.24 bps Clipul 63 oferd o ratd de biti putin mai mare de 0.28 bps. Setul de clipuri
problematice este extins la zece pentru rate de biti de 0.4 bps. Cu toate acestea, schema RDH
bazatd pe PPVO a depaisit rezultatele raportate n [25], cu un céstig mediu In SNR de peste 5
dB. Schema de predictie noncauzald din [25] a avut rezultate mai bune pe 3 clipuri audio de test
(clipurile 5, 24, 39) cu o diferenta de 1 dB.

Capacitatea mai limitatd a metodei SVO este vizibild in tabelul 3.2 (sub 0.2 bps pentru
19 clipuri de test). A obtinut o capacitate maxima de 0.56 bps pe Clip 6, unde schema PPVO a

depasit 1 bps. Capacititi similare au fost observate si pe celelalte clipuri In care SVO a furnizat

22



TABELUL 3.2: Comparatie in SNR ntre metoda derivatd din PPVO, SVO si predictorul neca-
uzal pentru o capacitate de 0.2 bps [dB].

Fisier | Predictor SVO Metoda || Fisier | Predictor SVO Metoda || Fisier | Predictor SVO Metoda
de testnoncausal propusi|/de testnoncausal propusi|/de testnoncausal propusa
1 91.74 - 87.75 24 78.63 88.30 81.82 47 68.62 83.96 77.40
2 30.96 - 30.29 25 72.35 81.02 77.03 48 69.63 85.22 78.68
3 88.17 94.77 88.82 26 67.61 77.90 71.01 49 67.38 - 74.11
4 88.08 94.66 88.90 27 60.16 75.40 68.82 50 68.73 60.57 75.99
5 87.64 93.64 88.77 28 69.70 80.05 72.93 51 69.45 80.09 77.42
6 85.51 91.40 86.01 29 70.71  80.29 73.10 52 67.98 72.66 74.10
7 85.54 93.68 86.96 30 65.06 74.55 68.05 53 66.58 81.60 75.41
8 69.26 - 75.05 31 63.98 72.63 68.84 54 66.60 81.89 75.44
9 72.52  56.00 8I1.11 32 59.04 - 64.83 55 68.47 - 72.36
10 66.13 - 72.87 33 65.52 72.06 68.89 56 67.26 - 76.93
11 71.95 - 76.41 34 67.29 79.09 72.35 57 58.08 73.86 67.30
12 64.81 77.90 73.30 35 66.74 79.37 73.80 58 62.77 77.61 71.31
13 72.40 86.99 80.49 36 63.17 73.94 66.83 59 58.34 - 68.09
14 73.16 85.54 82.04 37 72.42 83.80 77.98 60 67.26 69.69 69.70
15 71.18 86.50 80.27 38 60.12 69.46 62.10 61 63.58 - -
16 76.50 90.21 83.59 39 71.69 77.89 75.48 62 65.52 - 70.61
17 73.67 89.04 82.68 40 59.99 73.47 67.31 63 63.55 - 64.52
18 74.16 87.48 80.94 41 73.56 85.44 78.86 64 70.03 - 80.46
19 69.32 83.83 77.88 42 64.53 78.42 73.28 65 72.15 - 76.50
20 70.95 84.36 77.86 43 73.39 - 81.76 66 68.50 83.85 77.38
21 70.66  82.25 75.90 44 68.17 77.97 76.87 67 64.08 - 56.11
22 71.08 82.05 75.39 45 63.71 79.00 72.47 68 63.64 - 65.98
23 76.53 86.00 79.45 46 64.54 79.59 73.26 69 60.57 - 70.41
70 67.89 82.56 76.79
Medie| 69.01 80.77 74.69
pe set

o rati de biti peste 0.4 bps. In ceea ce priveste SNR, abordarea bazati pe blocuri a SVO oferi

cele mai bune rezultate pentru capacititi mici (sub 0.3 bps). Pe de altd parte, capacitatea sa

redusd limiteazd gama de aplicatii posibile. Pentru capacitati intre 0.3 si 0.7 bps, schema RDH

bazatd pe PPVO oferd capacitati stabile cu rezultate bune in SNR.

Rezultatele experimentale prezentate in acest capitol au demonstrat cd metoda propusa de

control al capacitatii aduce un castig in SNR comparativ cu abordarea clasica. Metoda propusa

de insertie prin SVO obtine cele mai bune rezultate pentru capacititi mici (sub 0.3 bps), iar

metoda propusd, derivatd din PPVO este cea mai performanta la capacitati medii (intre 0.3 si

0.7 bps). Astfel toate metodele introduse in aceasta teza au avantaje clare fata de metodele RDH

existente, dar au si aplicabilitatea lor distinctd cand sunt comparate intre ele.
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Capitolul 4
Transmiterea de date de la senzori mobili

Exista o multitudine de aplicatii care achizitioneaza date ce trebuie transmise la distanta,
constringerile fiind legate de cantitatea acestora, vitezi, intdrziere etc. In ultimii ani, detectia si
analiza mersului reprezintd un subiect care se dezvoltd in cercetare, mai ales datoritd utilizarii
Unitdatilor de Mdsurare Inertiale (IMU). Datele achizitionate sunt ulterior transmise prin diferite
solutii de transport de date — Bluetooth, WiFi, GPRS, LTE etc.

Contributiile la insertia reversibild de date in semnale 1D, aduse in aceastd lucrare, pot
sa fie utilizate si Tn acest domeniu cu ajutorul unui algoritm simplu de insertie si recuperare a
informatiei.

Intentia nu este de a proiecta un algoritm pentru detectia si analiza miscdrii ci de a prelua,
a modifica si a transmite datele achizitionate de la IMU respectiv de a receptiona datele si a
recupera informatia ascunsi. In acest sens sursa va reprezenta un echipament purtabil ce are
la baza plici de dezvoltare prototip, semnalele fiind achzitionate prin intermediul unui IMU de
tipul 9DOF, parametrii de baza fiind acceleratia, viteza unghiulard si magnetizatia. Destinatia o
va reprezenta o aplicatie software ce ruleazd pe un telefon mobil (sistem Android), aplicatie care
va evidentia semnalele originale, doua fiind alterate iar al treilea fiind transmis prin intermediul
bitilor primelor doud semnale.

Ideea este de a insera esantioanele unui semnal prin RDH 1in celelalte semnale. Cu o astfel
de impachetare se reduce memoria necesard stocdrii (echivalent, timpul de transmisie).

Este prezentat scenariul in care semnalele se esantioneazd cu aceeasi frecventd, caz in
care esantioanele unui semnal se serializeaza si se insereaza, bit cu bit. Astfel, la 8 semnale se

vor stoca/transmite doar 7.
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4.1 Analiza mersului

Mersul pe jos este o activitate zilnicad care necesitd o interactiune complexd Intre nervi,
muschi si sistemul cardiorespirator. Exista diferite forme de mers care se considera a fi sdna-
toase acestea depinzand de sexul, varsta si conformatia corpului fiecdrui individ.

Parametrii de mers, precum lungimea pasului, numérul de pasi etc, masurati cu sau fard
un echipament electronic permit, printr-un proces de analizd, identificarea unor forme anormale
de mers care se regasesc sub denumirea de mers dezordonat. Tulburarile (dificultatile) de mers
au fie o cauza neurologicd, fie non-neurologicd, iar debutul lor acut poate indica o leziune a
sistemului nervos sau o boala sistemicd. Un individ poate avea una sau mai multe tulburari, sau
nu va avea daca mersul sdu este sdndtos. Diagnosticul tulburdrilor de mers este realizat de un
specialist care observa ,,calitatea” mersului unui pacient in timp ce merge.

O alternativa ar fi ca pacientii sd poarte senzori care colecteaza date, cum ar fi unititile de
masurd inertiale care madsoard miscarea, utilizate pentru a estima valorile parametrilor de mers
si efectueazd analiza mersului. Stocarea si procesarea datelor inregistrate este usoara si rapidd,
deoarece se poate conecta un senzor la un microcontroler la fel de ieftin cu interfete fara fir, cum
ar fi Bluetooth si Wi-Fi, si poate trimite datele catre un smartphone care poate fie si le stocheze
si sd le proceseze, fie sd le transfere unui server pentru o prelucare detaliata.

Exista doud faze, evidentiate in figura 4.1, care descriu mersul uman: faza de pozitionare
(stance) si faza de balansare (swing). Faza de pozitionare constituie aproximativ 60% din ciclul
de mers si este subdivizatd 1n contact initial (heel-strike, HS), raspuns la Incércare si pozitie de
mijloc (foot-flat, FF), pozitie terminala (heel-off, HO) si pre-balansare. Ambele picioare sunt
pe pamant la Tnceputul si la sfarsitul fazei de pozitie. Fiecare dintre aceste doud perioade de
sprijin dureaza aproximativ 10-12% din ciclul de mers. Faza de balansare ocupd aproximativ
40% din ciclul de mers si este subdivizata in balansare initiald (foe-off, TO), balansare la mijloc

si balansare terminald, incheiata prin lovirea cédlcaiului cu solul.

Stance Phase Swing Phase ———»

Heel strike Loading Mid-stance Terminal stance Pre-swing Mid-swing Terminal swing
response

Double : Double
support Eingle:suppott support

Single support ——————————»

FIGURA 4.1: Fazele ciclului unui mers normal
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Daca se considera doar patru evenimente identificate prin HS, FF, HO si TO se poate
considera cd faza de pozitie este reprezentatd de perioda dintre HS si TO iar faza de balansare

este reprezentatd de perioada dintre TO si HS ( figura 4.2) [33].

Swing Phase
| |
| ’) |
! Heel-Strike Foot-Flat Heel-Off Toe-Off

Y_

! Stance Phase

FIGURA 4.2: Detectarea evenimentelor si fazelor mersului

Un pas este reprezentat de avansul unui picior (figura 4.3). Un ciclu de miscare este

echivalent cu un pas facut de piciorul sting si un pas facut de piciorul drept (lungimea ciclului).

Swing Phase
IW \5 I
| f ’) f |
! Heel-Strike Foot-Flat Heel-Off Toe-Off

Y_

! Stance Phase

FIGURA 4.3: Terminologia de baza care descrie un ciclu de mers

Diferentele dintre parametrii miscdrii picioarelor evidentiaza asimetriile, iar pozitionarea
senzorilor pe ambele picioare poate s fie o solutie pentru evaluarea separatd a parametrilor. De
cele mai multe ori, chiar daca distanta parcursd de fiecare picior separat este diferitd, distanta
parcursa intr-un ciclu de miscare este aceeasi. Daci se va considera un singur senzor atunci se
va presupe ca simetria exista.

Pasii anormali sunt adesea prezenti in tulburdrile de mers, cateva exemple fiind evidentiate
in figura 4.4. Printre tipurile de mers anormal regasim, mersul adinamic, mers leganat, mersul
rigid, mersul tarait.

Detectia mersului si analiza mersului, utilizdnd senzori purtabili, vor putea sd ofere para-
metrii necesari unui kinetoterapeut / podolog pentru identificarea unei solutii de corectie.

In general, se utilizeazi senzori inertiali de tip accelerometru, giroscop, magnetometru,
combinati intr-o unitate de masurare inertiald (IMU). Astfel de exemple sunt MPU-6050 sau
MPU-9250. In aplicatia dezvoltati s-a utilizat BMX055.

26



FIGURA 4.4: Secvente de pasi in tulburdri clasice de mers.
a) normal; b) adinamic; c) legdnat; d) parkinsonian (rigid); e) frontal (tarait).

Identificarea evenimentelor unui ciclu de miscare implicd algoritmi precum al lui Tjhai
[33] sau Trojaniello [34]. in cazul primului algoritm, axele giroscopului trebuie aliniate cu
axele planurilor frontal, sagital si transversal ale corpului uman si cunoscand ca faza de leganat
incepe cu TO si se incheie cu HS (figura 4.5), pentru miasurarea vitezei unghiulare sagitale se
preiau trei valori consecutive de evolutie a semnalului, plecand de la primul TO si Incheind cu al

treilea HS. Daca semnalul este slab, se trece la urmatorul ciclu de mers care include 3 perioade.

Pitch Rate () A )
Stance lSwing: Stance :Swlng: Stance

I
| [
|
1

1
Foot-Flat \Foot-Flat

Toe-Off Toe-Off Toe-Off

Time in seconds

FIGURA 4.5: Semnalul sagital receptionat.
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Metoda propusd de Trojaniello [34] se dovedeste mai bine adaptatd detectarii evenimen-
telor mersului patologic (figura 4.6). Viteza unghiulard, w, In planul sagital (Oy) este mai mare
in zona intermediara a fazei de balansare. Se identificd maximul acestor valori si se defineste un
interval de incredere care cuprinde aceastd valoare, acesta fiind definit ca intervalul unde viteza
unghiulard este mai mare decat un prag, ex. 20% din valoarea maxima. Daca w depdseste acest
prag de mai multe ori, asa cum se poate intdmpla in unele mersuri patologice, (Tsy ) este de-
finit ca intervalul dintre prima si ultima trecere. Sunt stabilite doud constringeri suplimentare:
(Tsw ) trebuie s fie de cel putin 100 ms, iar doud (Tsy) consecutive ale aceluiasi picior trebuie
sd apara la cel putin 200 ms una de cealaltd. Acest interval poate fi de incredere ca apartine
fazei de balansare a unui ciclu de mers.

Atunci cind nu apar evenimente de mers (GE) in timpul (7syy ), piciorul se va balansa prin
aer. Deoarece cele doud membre inferioare isi alterneaza faza de balansare in timp ce piciorul
opus este in contact cu solul, (Tsy) — ul unui membru inferior poate fi folosit ca interval de
pozitie de incredere (Tsr) al celuilalt membru. Astfel, atunci cind sunt combinate, cele doud
(Tsw ) permit identificarea atat a T'sp, ct si a (Tsy/ ) pentru fiecare membru, ingustind intervalul
de céutare pentru gésirea contactului initial HS in zona (7}¢) si a contactului final TO in zona
Trc.

Lovirea célcaiului de sol este identificata ca momentul minimului w in zona (7}¢) inainte
de momentul acceleratiei maxime. TO este momentul de acceleratie minima identificat in zona
(Trc), deoarece este de asteptat sd apard in momentul unei miscéri bruste inainte de momentul

acceleratiei maxime din zona (Tr¢).

—
-]
1rad/fs) =

ML angular velacity {1 div

FIGURA 4.6: Viteza unghiulard si acceleratia pentru un subiect cu mobilitate redusa.

In figura 4.6 dreptunghiurile realizate cu linie punctati (a) reprezinti (T iar cele cu
linie continui reprezinti (Ts7). In zona (b) dreptunghiurile hasurate reprezinti (T;¢) (gri des-

chis) si (Tr¢) (gri inchis) iar liniile verticale se refera la perioadele GE.
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4.2 Proiectarea arhitecturii hardware si software

4.2.1 Arhitectura hardware a modelului experimental

Solutia propusd (figura 4.7) permite achizitionarea datelor de la senzori (accelerometru,
giroscop, magnetometru) acestea fiind transmite prin Bluetooth cand acesta se imprecheaza cu
dispozitivul Bluetooth al telefonului mobil. Aplicatia de pe telefonul mobil permite afisarea re-
zultatelor fard sa realizeze o analiza de semnal pentru detectarea sau analiza mersului. Aplicatia
se poate completa cu doud module software, primul care sd realizeze o detectie rapidd a mersu-
lui, pe baza analizei datelor curente respectiv un al doilea modul care sd transmitd aceste date
cdtre un server pe care sa ruleze un mecanism de “machine learning” pe baza unor seturi de
date, n final rezultatul fiind expediat aplicatiei de pe telefonul mobil sau unei aplicatii externe

gestionate de un kinetoterapeut / podolog.

FIGURA 4.7: Module de achizitie de date

In aceasti fazi, vorbim despre un concept, dezvoltat prin implementarea solutiei utilizand
placi de dezvoltare (figura 4.7). S-au utilizat trei module hardware: clicker 2 for PIC18FJ
avand la bazd microcontrolerul PIC18F87J50 ce lucreaza la frecventa de 48 kHz, BLE 3 click
ce are la bazd modulul NINA-B1 si 9DOF 3 click ce are la bazd senzorul BMX055. Aplicatia
din microcontroler permite transmiterea datelor Tn varianta clasica respectiv prin substitutie
simpld de LSB. Intr-o primi fazi s-a utilizat o aplicatie de tip Serial Bluetooth Monitor pentru
receptionarea datelor iar in final s-a dezvoltat o aplicatie pentru un sistem Android care sd

permita vizualizarea numerica a datelor din sistem respectiv sub forma de grafic.

4.2.2 Insertie RDH cu 2 biti

Factorul limitator la aceastd aplicatia este memoria/puterea de procesare limitatd a mi-

crocontrolerului. Algoritmul de insertie RDH trebuie sd fie de complexitate redusd. Valorile
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transmise prin Bluetooth sunt cu virguld mobild, Tnsd algoritmii RDH folosesc valori gazda
intregi. Pentru a remedia aceastd problema, algoritmul va efectua modificari doar la partea 1n-
treagd a semnalului. Distorsiunea introdusd este controlatd cu parametrul de marcare u. Acesta

controleaza deplasarea la stinga a zecimalelor valorii gazda:

Z; = |10z @.1)

Partea fractionard fiind stocatd temporar: f; = x; — 1%@.
Esantionul anterior este folosit pentru a estima esantionul curent (primul set de masuratori
este transmis integral, insertia RDH Tncepe cu setul 2 de citiri de la senzori). Eroarea de predictie

e; pentru esantionul x; este calculata ca:

€ = Tj — Ti— (4.2)

In scenariul 1 se insereazi o valoare pe 16 biti in 8 esantioane de aceasi mirime, fiind
necesar sa se ascundd 2 biti in fiecare esantion gazda. La scenariul 2 considerdm ca semnalul
lent (magnetizatia) are o frecventd de 4 ori mai micd decat semnalele rapide (acceleratia si
viteza unghiulard). Astfel, in ambele scenarii este nevoie sd se insereze 2 biti de informatie
in fiecare esantion gazdd. Un esantion este marcat dacd eroarea lui de predictie Indeplineste
—T < e; < T, unde T este pragul de marcare (insertie multi-bit PEE din sectiunea 3.2 cand

=4):

T, =T; + 3e; + 2by + biyi (4.3)

unde by, si by ; reprezintd cei 2 biti inserti in /.
Insertia este consideratd validd doar cind setul integral de 16 biti a fost inserat in 8
esantioane gazdd. Valoarile gazdd curente sunt transmise ca:
z!
1 i )
T = {gu + fi (4.4)

Altfel, marcarea a esuat si esantioanele si valoarea curentd pentru magnetizatie sunt trans-

mise direct fard insertie RDH.
Pentru a reduce complexitatea algoritmului, s-a eliminat cazul de deplasare. Esantioanele
ce nu indeplinesc conditia —7" < e; < T sunt considerate ca fiind parte din cazul de marcare

esuatd.
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Metoda RDH | Metoda RDH, deplasare zecimale cu 1 pozitie!
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FIGURA 4.8: Rezultatele SNR/Capacitate, scenariu 1 (semnale cu aceasi frecventd de
esantionare)

4.3 Rezultate si concluzii

Pentru cele 3 axe se citesc 3 valori cu virguld mobild fiecare valoare fiind reprezentatd
pe 16 biti. Sistemul va achizitiona 10 citiri/s (la fiecare 100ms) conduce la un volum de date
transmis de 9 x 16 biti x 10 esantioane/s x60 s/min = 86400 biti/min ~ 10.8 kB/min pentru
transmisia clasica in scenariul 1.

Pentru validarea rezultatelor se considera si cazul marcdrii prin subtitutie de LSB. Acest
tip de insertie introduce o distorsiune permnanenti in semnalul gazdi. In acest caz, ultimele
doua straturi LSB ale esantioanelor gazda sunt Tnlocuite cu bitii ascunsi. Substitutia de LSB
reduce volumul datelor cu 1.2 kB/min, dar distorsionand semnalul gazda.

In continuare se considerd transmisia a unui set de 11 inregistiri de cite 2 minute cu 10
citiri/s (n total 9 x 13200 esantioane, care vor fi separate In esantioane gazda si date ascunse).
Figura 4.8 prezinta rezultatele metodei RDH propuse. Se observa ca SNR-ul obtinut depinde de
u (variabila de control a deplasarii zecimalelor). SNR-ul cel mai bun este obtinut cand folosit la
marcare cit mai multe zecimale, Tnsa acolo avem si capacitatea de insertie mai mica (domeniul
erorilor marcabile devenind mai mic). La transmisia clasica volumul de date trasmise este de
237.6 kB acesta poate fi redus cu pand la 16 kB (la un SNR de 12 dB, necesitind extragerea
datelor pentru vizualizarea semnalului gazda) sau cu 6 kB (57dB, distoriunea semnalului gazda
este imperceptibile si poate fi eliminatd complet prin extragerea datelor). Substitutia de LSB
reduce volumul cu 26.4 kB, insd distorsiunile introduse (cu un SNR de 120 dB) sunt permanente.

Metoda simpld de insertie RDH a redus cu succes volumul de date transmis la o aplicatie
de analizd a mersului. O parte din valorile citite de la senzori au fost inserate prin RDH 1n
celelalte masurdtori pentru a reduce numdrul de biti memorati/transmisi. Aceste date pot fi

extrase mai tarziu, eliminand 1n totalitate distrosiunea introdusd in esantioanele gazda.
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Concluzii

In aceasti tezi a fost discutatd insertia reversibild de date in fisiere audio. In Capitolul 1
s-a prezentat un scurt istoric al domeniului de cercetare. Cele mai relevante metode din domeniu
au fost prezentate si discutate in Capitolul 2.

Apoi s-au propus noi metode de insertie reversibild 1n fisiere audio in Capitolul 3. Initial
s-a adaptat o metodd de control a capacitdtii din domeniul imaginilor digitale in cel audio. S-
a demonstrat cd aceastd abordare conduce la un raport mai bun SNR/capacitate pentru doud
metode RDH existente in domeniu. Metoda PVO (Pixel Value Ordering), intens utilizata la
insertia in imagini, a fost adaptatd pentru domeniul audio sub numele de SVO (Sample Value
Ordering), aducand cea mai eficientd marcare pentru capacititi de sub 0.3 bps. Tot in Capitolul
3 s-a introdus o noud metodd RDH adaptata din PPVO. Pentru imagini digitale PPVO este
de capacitate mici, fiind in competitie directd cu PVO. Insd abordare propusi se foloseste de
de capacitate medie. Eficienta metodelor propuse este demonstratd experimental, testele fiind
efectuate pe un set de fisiere audio intens utilizate in domeniul de audio RDH. Metodele RDH
propuse aduc un castig in performantd comparativ cu aborddrile existente Tn domeniu: SVO
oferd o crestere de 7 dB comparativ cu rezultatele din [26] la capacititi sub 0.3 bps, metoda
derivatd din PPVO oferd in medie 5 dB fatd de [26] pentru domeniul 0.3 - 0.7 bps (aspect
discutat in sectiunea 3.2), iar controlul capacitdti propus aduce un castig de 0.5 dB la metodele
existente de marcare reversibilda in domeniul audio (sectiunea 3.1.1).

In capitolul 4 s-a propus a metodi RDH simpli de camuflare a datelor pentru o aplicatie de
analiza a mersului. Achizitia de date de la senzori se face cu ajutorul unui microcontroler, care
transmite datele prin Bluetooth cdtre o aplicatie Android de pe un telefon mobil. Insertia rever-
sibild este folosita pentru a reduce datele transmise prin Bluetooth. Factorul limitator la o astfel
de aplicatie este memoria si puterea de calcul limitatd a unui microcontroler. S-a implementat o
metoda simpld de insertie RDH ce foloseste masuratorile anterioare pentru predictie, inserand
valorile pentru magnetizatie in cele pentru acceleratie si viteza unghiulara. Pentru comparatie
s-a implementat o abordare simpld (nereversibild) prin substitutie de LSB 1n aceleasi valori

gazda.
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Contributii originale

In capitolul 3 au fost introduse trei metode noi de insertie reversibili in domeniul audio.
Prima metodd permite controlul fin al capacitdtii prin adaptarea pragului de insertie. Abor-
darea este de complexitate redusd, ideald pentru fisierele audio. Aceasta nu necesitd sortarea
esantioanelor si poate fi folositad indiferent de numarul etapelor de marcare. Astfel, metoda este
extrem de flexibild si poate fi usor Incorporata in metodele existente de audio RDH.

Metoda SVO adapteaza pentru domeniul audio avantajele oferite de PVO in domeniul
imaginilor. Spre deosebire de abordarea clasica (care lucreaza doar pe blocuri de pixeli), SVO
combind insertia pe blocuri (in acest caz blocuri de esantioane audio) cu cea in esantioane
individuale prin insertia PEE. Astfel, insertia de capacitate redusa pe blocuri este folositd doar
in regiuni complexe, iar in cele uniforme se utilizeazd complet esantioanele disponibile.

Abordarea derivata din PPVO a adus o serie de contributii semnificative domeniului. Me-
toda clasica PPVO foloseste doi predictori ficsi (minimul si maximul pe contextul de predictie).
In schimb, metoda propusi alege dinamic intre doi predictori ponderati. Perechea de predictie
PPVO este cu predictorul ales si cel medie pe contextul ce inconjoara esantionul gazda. Predictia
este de complexitate redusa (adundri si impartiri cu multipli de 2), iar marcarea se face intr-o
singurd etapa. Ecuatiile de insertie PPVO au fost adaptate pentru a permite marcarea multi-bit.

Algoritmii audio RDH dezvoltati in aceastd tezd oferd cele mai bune rezultate pentru
capacitdti mici (SVO), medii (metoda derivatd din PPVO) si imbundtdtesc metodele existente
de capacitate mare (prin metoda de control a capacititii prin adaptarea pragului de insertie).

In capitolul 4 propunem utilizarea algoritmilor RDH in sistemele de achizitie a datelor ca
solutie pentru reducerea traficului de date prin insertia unui semnal lent Intr-un semnal rapid.
Insertia reversibild de date a fost implementatd la un sistem cu microcontroler pentru analiza

mersului.
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Directii viitoare de cercetare

Rezultatele cercetdrii din aceastd tezd pot fi dezvoltate si extinse prin urmatoarele abor-

dari:

Rafinarea algoritmul de control al capacitatii

Controlul capacititii propus in aceastd lucrare foloseste doud praguri consecutive de mar-
care. Metodele PEE din domeniul imaginilor utilizeaza sortarea bazata pe complexitatea locala.
Solutia optimald ar trebui sd fie o combinatie dintre cele doud metode. Complexitatea locald
este folositd pentru eliminarea esantioanelor din regiuni zgomotoase, iar cele doud praguri sunt

folosite pentru rafinarea capacitatii pentru valorile ramase.

Optimizarea insertiei prin utilizarea histogramei 2D

Histograma 2D a fost folositd cu succes la insertia in imagini (In perechi de pixeli si
mai recent combinatd cu algoritmul PVO). Numarul mare de esantioane audio Intdlnite intr-un
fisier audio nu permite implementarea directd a metodei. Insd se pot genera abordari noi 2D de

complexitate redusd care sa aduca avantajele metodei din domeniul imaginilor 1n cel audio.

Adaptarea metodei derivate din PPVO pentru domeniul criptat

Stocarea datelor cu ajutorul sistemelor de cloud au dus la aparitia unor noi metode RDH
specializate pentru domeniul criptat. Predictia propusa derivatd din PPVO poate fi adaptatad

pentru o astfel de metoda, permitand insertia reversibila a datelor in fisiere audio criptate.
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Chapter 1
Introduction

Recently, since the 2000s, there has been an increase in the processing power and storage
capacity of smart devices (computers, tablets, smartphones), which has led to an accelerated
use of digital data. Today, almost all multimedia content is being digitally stored, transmitted
and processed. The fact that data, in digital format, can be easily reproduced and distributed
has made it significantly more difficult to secure original content and intellectual property. To
remedy this problem, a new generation of algorithms for transmitting and securing digital data
has emerged.

Digital watermarking is the insertion of hidden information into a host signal that results
in an imperceptible change in the signal (Osborne et al. in [1]). Based on this idea, speciali-
sed algorithms have been developed and adapted for various host signals (audio or video files,
still images, etc.) and depending on the desired application (copyright protection, transmission

monitoring, content authentication, data annotation).

1.1 Reversible data hiding

Compared to classical data insertion, reversible insertion algorithms (RDH - reversible
data hiding) offer the possibility of accurate recovery of the host signal by fully extracting the
hidden data. It must be taken into account that the secret message insertion process produces
distortions.

RDH algorithms for images exploit the redundancy of signals (images, video, sound, etc.).
Usually, two criteria are adopted to evaluate the efficiency of an RDH method: distortion (eva-
luated by SNR - Signal to Noise Ratio on audio files) and embedding capacity (EC). Comparing
the marked host signal with the original, the first criterion measures the change due to data
hiding based on the Mean Square Error (MSE) obtained. A high SNR value indicates better

imperceptibility, i.e., the host signal is similar to its original version.
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FIGURE 1.1: Audio signal reversible data hiding

1.2 Thesis content

In chapter 2 the most relevant methods in the field of reversible data insertion are presented
and discussed. Here the classical insertion and extraction algorithms of histogram translation
and prediction error expansion are described, as well as recent ones derived from the ordering
of pixel values.

Three new methods of reversible insertion into audio files developed in this thesis are
presented in chapter 3. The first method allows fine control for the insertion capacity depending
on the host file. The second proposed method combines two existing approaches from insertion
into digital images (error histogram translation with pixel value ordering), adapting them for
reversible insertion into audio samples. This method achieves the best results reported in the
literature for capacities below 0.3 bps (bits-per-sample). The third method (a multi-bit approach
with derivative prediction from the ordering of pixel values) provides an efficient solution for
capacities between 0.3 and 0.7 bps.

In chapter 4 a simple insertion method for a walking analysis application was proposed,
aiming to reduce the amount of data transmitted by the application. Data acquisition from
sensors is done using a microcontroller, which transmits the data via Bluetooth to an Android
app on a mobile phone.

The research findings are presented in the last part of the thesis.

1.3 Current status of reversible data insertion schemes

Starting from the classical scheme in [1], Hossinger et al. is the developer of the first
reversible marking scheme [2]. The method is based on inserting an authentication code into a
digital image by simply adding modulo 256, into images, W=(I+w) mod 256, where I, w and
W represent the original image, the mark and the marked image. As w is known, the original
image is obtained by subtracting modulo 256, I=(W-w) mod 256. The method introduces salt

and pepper noise due to the modulo 256 arithmetic.



Friedrich et al. propose in [3], the first reversible marking scheme based on lossless
compression. The scheme is further improved in [3,4]. The problem with these schemes is
that, in order not to generate visible distortions, the insertion must be done in the area of the less
significant bits. In the region of the least significant bits, the compression rate is very low leading
to a very low insertion rate. In [5], Xuan et. al. proposed a high-throughput RDH method based
on the wavelet transform (IWT). For compression-based methods we also mention the schemes
reported by Celik et. al. in [6].

In [7], Tian presents a promising high-throughput RDH insertion method based on diffe-
rence expansion (DE). This method operates on pairs of pixels and inserts information into the
difference between pixels. The pixel pairs are modified so that the difference between pixels do-
ubles. Using difference expansion, a maximum capacity of 0.5 bpp is achieved for one marking
step, taking into account that one bit of information is inserted in each pixel pair. Compared
to previous schemes based on lossless compression, difference expansion performs better by
providing higher insertion capacity and lower distortion.

Alattar in [8], proposed a new method that is based on the difference expansion developed
by Tian, but this time relying on blocks of pixels of arbitrary size instead of using pairs of
pixels. Thus he manages to reach the maximum capacity of n — 1/n bpp, starting from the idea
of inserting in a group of n pixels, n — 1 bits. PEE is first proposed by Thodi and Rodriguez
in [9], and this technique was widely adopted by many subsequent RDH works in [10, 11].
Recent contributions to the PEE method were made in [12] (based on host pixel selection and
sorting). Convolutional neural networks (CNN) have been successfully used for prediction in
[13], [14], [15] and [16]. The CNN-based prediction was then optimized by sorting [17] and
refining the original prediction [18].

Pixel-Value-Ordering is an efficient method for high-fidelity reversible marking. The PVO
method developed by X. Li et al. in [19], divides the image into equal blocks. F. Peng et
al. in [20] present the improved pixel value ordering method, which improved the difference
calculation process. PVO is an extremely popular approach for insertion into digital images.

The PVO approach has been introduced as a predictor for histogram translation and for
PEE, receiving the name "Pixel-based pixel value ordering" (PPVO). This approach has also
been significantly improved in recent years. The most significant contributions have been: op-
timizing the insertion, introducing a hybrid predictor and optimizing the host pixel selection.

Paired-pixel insertion, introduced in [21] and further optimized, allows more efficient
insertion than classical insertion in host pixels. This approach has been used recently, but the
best results have been obtained by combining it with PVO.

In the audio domain, RDH methods have been derived from those for digital images, most

commonly from PEE. The method from [22] uses a simple non-causal predictor (idea adapted

4



from [23]). This predictor is replaced in [24] by a linear one, computed by linear regression
on a variable number of audio samples. In [25], the context samples are first sorted, then the
linear predictor is determined. In [26] a reversible coding based on multiplexing is used. The
method in [27] inserts robust in the domain of the integer-valued DCT transform, an approach

made reversible in [28].



Chapter 2

Reversible data hiding methods

2.1 RDH insertion based on histogram translation

The histogram translation algorithm introduced for reversible marking of digital images
selects at each marking step two values of the predicted error:e, and e,,. It will modify pixels
based on these errors, specifically, only those pixels that have the error e, or e, will contain
secret bits, and the rest of the pixels in the image will be left unchanged or shifted to avoid

overlapping with those marked pixels.
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FIGURE 2.1: Stages of HS marking.
a: selection of e, and e,,; b: displacement of adjacent values; c: insertion of the mark.

HS data insertion algorithm
The functionality of the tagging algorithm consists of scanning the host image, reading
the value of each pixel in rasterscan order (left to right and top to bottom). If the prediction

error of the analyzed pixel is equal to e, or e,, it can be tagged with:

x/ o T j -+ b, if €ij = €p (21)
Ty — b, if €ij = €n
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where the hidden bitis b € {0,1}. When b = 0, the pixels in which a bit of information
has been inserted remain unchanged, or when b = 1, the pixels are shifted so that e, is one
unit closer to the extremes of the histogram, e, or en.c. The presence of the marking is
indicated by the following errors :{e,, e, €, + 1, e,, — 1}.The pixel values in the marked image
that have the initial error e, + 1 or e,, — 1, must be shifted so as to eliminate ambiguity between
the marked pixels and themselves. But shifting them moves the ambiguity problem to the pair
en — 2, e, + 2. In this case, for the correct distinction of the marked pixels from the original
ones, all values that have e; ; € [emin, €, — 1] U [e, + 1, €max] Will be shifted into the domain
[emin — 1, €, — 2] U [e) + 2, €max + 1]

, { i+ 1, ife; >ep 2.2)
i — 1, ife; <e,

In the case of certain values of e, and e,, we will notice that there are pixels satisfying the
condition e,, < e;; < ¢€,, and in this case their errors will no longer overlap with the displaced
or marked ones and will have the original value.

In the case of 8-bit images, grey levels have their limits in the range [0, 255]. At each
marking process, the maximum distortion introduced in the host pixel is 1, but the image can
have grey levels of 0 or 255 and cannot be shifted, becoming —1 or 256. Before marking, the
problem pixels are identified and shifted to 1 or 254 respectively, i.e. to the inside of the range,
which keeps the marking scheme reversible. The audio signals are generally 16 or 24 bits, with
the range being —32, 768 to 32, 767 and —8, 388, 608 to 8, 388, 607 respectively.

This marking technique uses a map to store the position of the displaced pixels and then
compresses it losslessly and together with the values assigned to e, and e,, forms the auxiliary
data. Inserting these into the image is done by substituting LSBs. The substituted bits are also
stored together with the markup.

The reversible marking scheme using histogram translation provides an insertion capacity

that is given by the number of pixels that have e; ; € {e,, e, }:

C = H(e,) + H(en) — Daux (2.3)

where H (e,,) and H (e,) represent pixels with e; ; = e,, and e, ; = e, respectively and the
size of the auxiliary data measured in bits is denoted: D,,. In the case of natural images, the
number of pure black or white pixels is very low (it may be zero for some images), which makes
the bit number of D, not large. But with each marking step, its size increases and becomes a

problem.
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FIGURE 2.2: Viewing the stages of PEE marking on the prediction error histogram.
a: selecting the interval [—7",T); b: displacement of neighbouring values; c: mark insertion

2.2 RDH insertion based on prediction error expansion

For tagging by expanding the prediction error, a reversible embedding algorithm (PEE)
has been developed using a range of prediction errors of the form [—7,T), where T is the
tagging threshold. Values not belonging to this interval are shifted to create a free space used
for marking. It should be noted that the inserted distortions are no longer bounded at 1, and
goup to £7".

PEE data insertion algorithm

Use the em raster scan order again to go through the image pixel by pixel. Then compare
the prediction error corresponding to the current pixel with the threshold mark 7. If =T <

e;; < T abit of information is inserted into x; ;:
x;,j = ZIJiJ + ei,j + b (24)

After insertion, the range of values [—7',7T") is expanded to [—27',2T"). Pixels that have

€ij € [emin, —1) U [T, emax], to eliminate ambiguity between them and the pixels that have been
marked, are shifted by £7"

, { X 5 + T, if €i,j 2 T (25)

x;; =T, ife; <-T

Improved capacity control

The distortion introduced by the PEE’s reversible data hiding scheme is composed of the
distortion produced by the marking insertion and the pixel displacement distortion.

The distortion given by the insertion is achieved by expanding the prediction error and
adding bits of information. As mentioned in the previous section, instead of creating space for

B bits, we expand the prediction error for N pixels where the prediction error is less than 7" and




for the remaining B — N pixels that have a prediction error of £7". In other words, to achieve
the desired insertion capacity, the two-threshold insertion scheme uses the pixels that have the
smallest possible prediction errors. Since pixels with |p.| < T are not enough, once these pixels
are inserted, pixels with |p.| = T are also considered. It is now clear that 7" = 7" + 1 keeps
the insertion error to a minimum. For example, 7" > T+ 1, we should find B — N additional
bits marking fewer rows with this threshold than with 7" + 1, but at the cost of expanding the
prediction error larger than | 7| and, implicitly, at the cost of increasing the insertion error.

The displacement error introduced by the classical PEE marking scheme is not symme-
trical. Uninserted pixels with positive prediction error are shifted by the threshold value, T',
while those with negative prediction error are shifted by — (7" — 1). The squared error of the
displacement results from 72 at positive prediction errors and (7" — 1)? at negative prediction
errors, i.e. an error 27" — 1 smaller than that for pixels with a positive value.

This asymmetry is due to data insertion. The prediction error of the marked pixels is
2p + b, with |p.| < T. The limit for positive prediction error, 27" — 1, occurs for b = 1, while
that for negative prediction error occurs for b = 0. The two bounds (7" and — T + 1) are to
provide disjoint prediction error ranges for the marked and unmarked pixels.

Symmetric displacement errors can be obtained by considering distinct thresholds for and
positive prediction errors instead of a single threshold. Thus, instead of symmetric thresholds
(=T;T), one can consider (—T;T — 1). The shift errors are reduced to (7' — 1)? for both
negative and positive values of the prediction errors, but at the cost of a decrease in the value
of the insertion capacity. Similarly, we take the threshold (—7" — 1, T') to increase the insertion
capacity (and displacement error). If we denote by W (T}, T},) the capacity of the PEE marking

scheme for distinct positive (7,) and negative (7},) thresholds, we have:
W(=T,T—1) < W(-T,T) < W(~T — 1,T)... (2.6)
The condition for displacement error symmetry is:
T, =T, — 1 2.7

The equation 2.6 provides a finer segmentation of the capacity range than that provided by
the symmetric thresholds (or non-symmetric ones). The method can be immediately extended
for interpolation between the boundaries provided by the equation 2.6.

The PEE insertion/extraction scheme requires an appropriate insertion threshold 7 to pro-

vide the correct number of host samples, which in turn determines the capacity provided. The



T also controls the insertion distortions introduced by the PEE scheme, therefore the selection
of T'is crucial for optimal data hiding results.

Current state-of-the-art PEE schemes based on audio RDH use the basic capacity control
algorithm first introduced in [9]. Let N be the required number of host samples for the current

set:

N=2t4 BN, 2.8
5 t 5 T (2.8)

where N, is the size of the inserted data, Ng is the number of LSB’s stored from R and
N, is the estimated number of samples at risk of overflow (samples with x; ¢ [—32768 +
T,32767 — T). Note that in both [29] and [22], capacity control is discussed only in general
terms, for simplicity we will use the equation above.
The prediction error is determined with the following formula for each pixel in the current
set:
€ = T — I 2.9)

These values are collected in a histogram of prediction errors. Let H be the prediction er-
ror histogram, where H (e;) equals the total number of samples in the current set with prediction
error ¢;. The insertion threshold is selected as the smallest value 7" that satisfies:

T-1
Y H(e) =N (2.10)
i=—T

e

After all hidden data bits % have been inserted together with the auxiliary data bits %
and no signal bits remain, then the remaining pixels in the set are no longer processed and
remain unchanged (and the position of the last modified sample is recorded).

The fine capacity control algorithm is derived from the RDH scheme for images, first
proposed in [30] and refined in [29]. Unlike the classical approach (where the vast majority of
samples are modified using the selected threshold 7"), the proposed approach uses two distinct
thresholds: 7" and T' — 1, where T" was determined with (2.10).

Let D be the number of additional host samples that are needed if 7" — 1 was used as the

insertion threshold:
T2

D=N- > H(e) 2.11)

e;i=—T+1

where N was calculated with (3.1) and ZZ;Q_T +1 H (e;) is the number of host samples provided
by T — 1.

10



The insertion process for the current set starts by using 7" as the insertion threshold. After
a total of D bits have been successfully inserted into samples with ¢; € {=7,7 — 1}, the
insertion threshold becomes 7" — 1 for the remaining samples in the set. In other words, the
samples are modified by 7" until the capacity that could not be provided by 7" — 1 is inserted,
then the remaining samples are modified by 7" — 1.

The main improvements over [30] and [29] are the capacity estimation based on the signa-
Iling bits in (3.1) and the simplified implementation model described in this section. In addition,
both approaches have been developed for image RDH and, to the best of our knowledge, the

classical (lower) capacity control algorithm is the only model currently used in audio RDH.

2.3 RDH insertion based on pixel value ordering (PVO)

Pixel value ordering (PVO) [19] is the reversible insertion according to the grey value or-
dering of pixels. In reversible data insertion based on prediction error expansion, the prediction
error histogram is divided into two regions, one is called the inner region and the other the outer
region. The prediction errors in the inner region of the histogram are expanded to contain data,
while those in the outer region are shifted so that the inner and outer regions remain separate
after data insertion (similar to the HS and PEE methods discussed above). If there are only one
or two histogram values in the inner region, i.e., the maximum change in pixel value in data
insertion is 1, and it can be inferred that the change value for the host image is 0.5N, + N,
where N, and N, represent the insertion capacity (in bits) respectively the number of shifted
pixels.

In this section, as a review, the PVO-based method of Li et al. [19] will be presented first,
and then the method of Lee et al. [31]

. To begin, the host image is divided into non-overlapping blocks of equal size. For a
given block X containing n pixels, sort their values (z1, ...... , ) in ascending order to get
To(1)y -5 To(n), Where o @ 1,....,n — 1,....,n represents a unique one-to-one mapping such
that 2,01y < .%o, 0(1) < 0(J) if 2,4) = To(j) and (i) < (j). Then use the second largest

value, 7, (,_1), to predict the maximum z,(,). The corresponding prediction error is:
PFEnax = Lo(n) — Lo(n—1) (2.12)

While the height that has PF,,,x = 1 is usually the peak value of the histogram, similar

to the prediction error P F,,, is changed to:

11



PFoax if PEpa =0,
PPBuax = PEpax + b if PEpax = 1, (2.13)
PEpax+ 1 if PEpay > 1.

where b € {0, 1} represents the bit of information to be inserted. According to the maximum

value z, ) is changed to:

xo‘(n) lf ]DEJmax - 0,
T = Zo(n-1) + PEmax = \ To(n) +b if PEmax = 1, (214)
Ton) + 1 if PE,. > 1.

The other values z4(1)..., T5(,—1) remain unchanged. Therefore, the marked value of x is
(Y1, eery Yn), Where y,(n) = Z and y; = x; for each i # o(n). In the above procedure, since
the maximum z,,) is either unchanged or increased, the order of pixel values (the o mapping)
remains unchanged. Therefore, for a marked block whose value is (y1, ..., ), by calculating

the prediction error:

PFEnax = Yo(n) = Yo(n-1) (2.15)

data extraction and image restoration can be performed as follows:

o if PE..« = 0, the block remains unchanged when data is inserted and its original value is
only (Y1, v, Yn)

o if PFE. € {1,2}, the block is expanded to incorporate the insert data. Insert data bit

b = PFE..x — 1 and the original value is (21, ...., Z,,), Where Zo(,) = Yo(n) — b si x; = y; for
any i # o(n).

o if PE,,., > 2, the block is displaced by the inserted data and its original value is (z1, ....z,),

where To(n) = Yo(n) — 1six; =y, fore 7é O(H)
For PVO the amount of displaced values can be reformulated as:

#{PE . > 1}

]Dshifted = #{PEm(n > 1} (2.16)

where P, is the host image prediction error defined in the formula (2.15)
In addition to inserting at the maximum block value, PVO also allows insertion at the

minimum. Specifically, the second smallest value, z4(2), can be used to predict the minimum

12
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FIGURE 2.3: PVO insertion by changing the minimum of a block

T4(1), and the PEE insertion can be implemented by modifying the corresponding prediction

error PEnin = T5(1) — To(2) In this case, the prediction error P E,i, is changed as follows:

PErnin if PEmin = Oa
PEwin={ PE,. —b if PE., ——1, (2.17)
PE... —1 if PEy, < —1.

where b € {0, 1} represents the bit of information to insert.

Considering both maximum and minimum, at most two bits can be inserted in the same
host block. For example, when the conditions 7,(,) — Zo(n—1) = 1 and z5(1) — T,2) = —1 are
both satisfied, two bits can be inserted into the current block.

Finally, we observe that the use of uniform blocks is more favorable for reversible data
hiding. The complexity of a block is measured by the difference x4 (,—1) — Zo(2), and a block
is considered flat if its complexity is less than a predefined threshold 7'. For example, for three
blocks in Fig. 2(b), their complexities are vy —xo =43 —42 = land 2o — x4 = 119 —117 = 2,
respectively x; — x4 = 154 — 153 = 1. Note that the size z5(,-1) — Zo(2) IS unchanged after
data insertion, so the encoder and decoder can find exactly the same blocks. This guarantees the

reversibility of the PVO method when using uniform blocks.

2.4 RDH insertion based on enhanced pixel value ordering
(IPVO)

For a given insertion capacity, the Improved Pixel Value Ordering (IPVO) method can
use larger block sizes for data insertion and therefore better exploit image redundancy, which is

useful for embedding performance.

13
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Amax = Ty — Ty (2.18)
where

(2.19)

Here, instead of the difference PEnax = To(n) — To(n—1) used by PVO which always
has a positive value, in this section the new difference d,,., takes values between (—oo, +00).
And unlike the case of PFE.,., the histogram of d,,,x is a Laplacian distribution centered at
0, because both Z4(;) — Ty(n—1) and To(n—1) — To(n) are counted taking into account the order
of o(n) and o(n — 1). In this way, the blocks with z,(,,) = Z,(,—1) can be exploited by the
described method to insert data by modifying d,ay.

2.5 RDH insertion based on PPVO

Further on, the PPVO method is briefly analysed. In contrast to previous PVO-based me-
thods [19] Pixel Value Ordering, PPVO [20] Pixel-based Pixel Value Ordering performs pixel-
based prediction. The specific data insertion and extraction procedures are presented below.

As illustrated in Figure 2.4, the prediction context of a target pixel is determined by the
nearby pixels in the lower right corner (a).

It builds a prediction context C' = ¢y, ..., ¢,, Where n is the number of context pixels. The
context pixels will then be sorted, and four scenarios can lead to the prediction of z. Then the

prediction error is defined.

14



For a host image, the PPVO insertion process is performed in raster scan order, while the
extraction process is performed in reverse. As a result, each marked pixel and the corresponding
host pixel have identical prediction contexts.

Then, the marked prediction error is calculated by € = & — 2 . The data bit is extracted as
b=0ifée=0andb=1ifé € {—1,1} . Finally, the original pixel is recovered by x = & + ¢ .

In addition, PPVO uses a pixel selection approach. A pixel will be used for data insertion
if its local complexity is less than a specified threshold, indicating that it is easier to make an
accurate prediction.

The size of the prediction context for each pixel in PPVO is fixed. However, the per-
formance of the insertion stage may fluctuate depending on the size of the prediction context.
Based on the local complexity, in this part we explore the effects of different prediction context
sizes on the insertion performance.

In summary, high capacity can be achieved with a small prediction context, but the dis-
tortion introduced by the related shift-area increases dramatically due to inaccurate prediction.
When a large prediction context is used, the shift-shift distortion is reduced because a lot of the

cover pixels are skipped, while only low insertion capacity can be obtained.
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Chapter 3

Development of new RDH methods for

audio

This chapter introduces a number of new reversible insertion methods in audio. The aim
is both to refine existing methods and to formulate new approaches that allow data hiding with

a better degree of imperceptibility.

3.1 Capacity control by adjusting the insertion threshold

Current RDH audio methods based on PEE use a basic algorithm for insertion capacity
control first introduced in [19]. Let N be the required number of host samples for the current
set:

N—]\be—l—]\;%—i—]\fo (3.1)

where N, is the size of the hidden data, Ny is the number of LSB’s stored from R and N,
is the estimated number of samples that are at risk of overflow (samples with x; € [—32768 +
T,32767 — T)).

The proposed capacity control algorithm is derived from the image RDH scheme first pro-
posed in [30] and further refined in [29]. Unlike the classical approach, the proposed approach
uses two distinct thresholds: 7" and 7" — 1.

Let D be the number of additional host samples that are needed to hide a total of N bits if

T — 1 was used as the insertion threshold:

D=N- S He) (32)
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FIGURE 3.1: SNR/Bit-rate results for capacity control

The insertion process for the current set starts by using 7" as the marking threshold. After

a total number of D bits has been successfully inserted into samples with e; € {—=7,7 — 1},
the marking threshold becomes 7" — 1 for the remaining values in the set. In other words, the
samples are modified using 7" until the required capacity that could not be provided by 7" — 1

has been inserted, then the remaining values can be modified with 7" — 1.

3.1.1 Results and conclusions

In this section, the algorithms presented in the previous chapter are compared with their
classical PEE counterparts for RDH in the audio domain. Their performance is evaluated on 70
standard audio files with a sampling rate of 44.1 kHz.

The two capacity control approaches (classical and proposed) are first compared on four
of the test clips, the SNR/bit-rate results are shown in Figure 3.1. A clear gain in performance
is observed on all four test clips. This gain is more pronounced when using linear prediction.

The performance of the proposed scheme is evaluated in Table 3.1. The proposed capacity
control yields an average performance increase of 0.31 dB in SNR for a fixed capacity of 0.6
bps. A larger improvement over the classical approach is observed in linear prediction with an

average performance increase of 0.51 dB.
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TABLE 3.1: SNR comparison between classical capacity control and the proposed 0.6 bps

approach [dB].

File|/Arithmetic average Linear prediction File Arithmetic average(Linear prediction
test|Clasic| Proposed [Clasic| Proposed test Clasic| Proposed |Clasic| Proposed
1 |51.17 51.25 86.92  86.92 36 52.59 54.39 53.64  55.51
2 |11.97 12.03 18.05 18.25 37 58.03 58.20 64.85  66.22
318222 82.21 83.33 83.34 38 55.31 55.31 55.57 55.57
4 180.22 80.22 83.25 83.25 39 59.32 60.51 64.27  64.76
5 |45.33 45.37 82.86  82.87 40 41.38 41.58 40.86  40.95
6 |78.27 78.26 80.68  80.69 41 60.18 61.22 64.52  65.89
7 174.32 75.10 80.74  80.75 42 38.67 38.79 4591  46.19
8 140.35 40.46 47.59  48.05 43 36.69 36.76 47.61  47.73
9 |44.30 44.38 52.66  52.69 44 48.24 48.44 54.78  55.31
10 |46.54 46.85 52.33 52.78 45 43.73 43.88 50.64  51.38
11]59.36 59.55 60.19  60.53 46 41.69 41.94 53.22 5413
12 {39.20 39.30 50.28  50.69 47 47.09 47.37 5725  57.76
13 /50.59 50.91 58.78  59.46 48 44.75 44.90 53.41 53.84
14 {41.96 42.01 55.74  56.03 49 48.85 49.24 48.47  48.56
15 |45.87 46.01 5291 53.38 50 50 50.37 52.82 53.22
16 |50.13 50.27 62.59  63.01 51 45.31 45.47 44,60  44.89
17 |47.56 47.71 55.40  55.75 52 50.52 50.91 50.98  51.46
18 |156.61 57.12 61.16  62.46 53 48.56 48.91 48.73  49.07
19 |56.29 56.63 58.80  59.56 54 47.80 48.20 50.99  51.12
20 (51.95 52.52 55.69  56.46 55 45.90 46.02 60.11  60.53
21 /50.90 51.12 62.81  63.50 56 33.15 33.17 51.88  52.08
2215545 55.99 6542  66.56 57 25.47 25.53 38.70  38.99
23159.28 59.74 69.45  70.49 58 49.65 49.98 52.18  53.43
24 169.07 69.76 7417  74.17 59 40.61 40.65 43.54  43.66
25 163.27 64.72 65.01  65.55 60 59.11 59.31 60.57 61.47
26 |58.22 58.31 61.01 61.89 61 42.27 42.47 52.99  53.46
273497 35.05 38.74  39.12 62 52.62 53.13 55.02  55.82
28 160.48 61.95 60.48 61.96 63 4474 44.76 50.95  51.55
29 166.31 66.31 66.31  66.30 64 36.17 36.23 46 46.13
30 [60.48 60.47 60.76  60.76 65 51.29 51.75 59.27  60.44
31 156.45 57.01 56.36  56.76 66 39.91 39.98 51.50  51.70
32 [44.12 44.59 4727  48.20 67 49.15 49.37 53.51 5454
33 159.11 59.99 58.02  58.66 68 54.24 54.57 54.25  54.58
3415478 54.84 59.95 61.37 69 40.43 40.71 4487 4534
35141.97 42.07 55.84  56.18 70 42.90 43.08 44.18  44.30
Average per set| 50.22 50.53 56.63 57.14
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3.2 Audio RDH derived from PVO and PPVO

In this subchapter, two RDH methods for audio files are introduced. These new methods
are based on the PE insertion principles - HS, IPVO and PPVO, which are widely used approa-

ches for insertion into digital images, presented in the sections 2.1, 2.4 and 2.5.

Audio RDH by sorting audio samples (SVO)

Perfectly uniform regions are rare in natural images, but audio samples may have sections
of silence. These regions are ideal for prediction and therefore can be easily exploited for RDH.
All PVO block-based approaches require that the references and values sorted between them
remain unchanged. Insertion capacity is lost if not all samples in the linear sections are consi-
dered. This effect is somewhat mitigated by better PVO performance on more complex areas.
However, PVO-based schemes do not adequately allow the exploitation of uniform sections.

In order to solve the above mentioned problem, a new PVO-based framing scheme for
audio RDH, namely Sample Value Ordering, was created. This approach starts by dividing
the host audio file into blocks of size n. For each block, the local complexity of the block is

calculated based only on the values of the neighbouring samples:
le = max(Tisn, ooy Tivon) — MIN(Tigp, ooy Tivon) (3.3)

All values in a block can now be changed without changing the [, of that block. Because of
the small block size (n€ [3, 24]), neighboring blocks should have the same type of complexity.
Next, blocks are classified based on local complexity. The smooth blocks (with [. <
t1) are now processed as individual samples using the RFH insertion based on the histogram

translation in Section 2.1. The predicted values are computed with:

4 2

/ 3x; f 1
4 {$+2+9€+2+ J

i

(3.4)

Note that the values in neighbouring blocks are used to predict the boundary samples in

the current block. The prediction error is calculated with:

Audio RDH derived from PPVO
The PPVO method (discussed in section 2.5) is an efficient solution to insert data into

digital images. The main contribution of this approach is the selection between two distinct
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prediction values for each host pixel. In the following we aim to maintain this advantage and
adapt it for the audio domain. The new method uses three possible prediction values for each
audio sample: a simple average of neighbouring samples around the current position and two
weighted averages. The differences between the neighbouring values are used to select between
the two weighted averages. The reversible PPVO insertion is then used to select the final pre-
dictor for each sample from the two remaining predictors (the simple average and a weighted
average). The data insertion algorithm is also adapted to allow the insertion of multiple bits into
a single host value. This approach better exploits the histogram of prediction errors found in
audio.

The RDH method introduced uses a prediction context centred on the current sample,
therefore both the original and modified values are used for prediction. Note that the reverse
order in the decoding step maintains the reversibility of the scheme. The insertion step starts by

calculating a pair of absolute difference values for each host sample:

di = |xi1 — Timo| + |Tica — Tig| + |Tisz — xi_4]

(3.6)
di = [Ti1 — Tiva| + |Tive — Tivs| + |Tivs — Titd]
T ifz>0
unde |z| =
—x ifx<0
The local complexity of the current sample is calculated with:
o= d] +d! (3.7)

Next, a threshold value for complexity, 7., is used to control the capacity provided by the
method. Only samples z; satisfying /. < T can be used for data hiding.

The first predicted value 2, is computed as:

Tig+ i1+ Tig1+ T2 1

= { | + zJ (3.8)

The second predicted value (required for PPVO insertion), z7,

is selected from two pre-

dicted values (weighted averages of the nearest neighbors in the two available directions). The
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selection is based on the absolute difference values calculated with equation (3.6).

3zi_1+xi— 1 . / "
|2ttt L L e d < d

3 = (3.9)
Li?’ri“zri” + %J else

If % = 2!, we compute a new 2 to have two distinct prediction values:
K3 K3 3

. T+1 ifz=a!
g = (3.10)
T else

Samples with z; < x; < z! cannot be used for data hiding and are left unchanged. For

the remaining samples the prediction error is determined:

e = (3.11)

Reversible data hiding is done by a new multi-bit equation derived from PEE:

z;+(n—1)e;—d; ife; > T, and z; < 7
ri+(n—1)e;+d; ife; <T.andz; > &

v (3.12)
x; — (n—1)T, ife; < —T,and z; < 7/
x;+ (n—1)T, ife; > T, and z; > 7/

where n controls the number of bits inserted in z;; 7¢ is the tagging threshold, and d; is the
hidden information. A tagged sample contains log,n hidden bits.

Results and conclusions

The same test set of 70 audio files is used to evaluate the effectiveness of the proposed
methods. Figure 3.2 provides a comparison between SVO, the proposed PPVO-based scheme
and the results reported in [25, 26] on the six test clips used in [26]. While the SVO-based
scheme gives better results for low capacities, its maximum capacity is limited to 0.3 bps for
most audio files. The PPVO-based scheme performs best for medium capacities, significantly
outperforming both [25] and [26]. The PPVO method does not allow data to be inserted into
T, < x; < 7 pixels, so its maximum capacity is limited by this. On the other hand, the better
prediction provided by two prediction values allows the insertion of more bits when embedding

is possible.
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FIGURE 3.2: SNR/Bit-rate results of the non-random predictor, multiplex coding, SVO and
PPVO-derived method.

SNR comparisons between the proposed SVO, PPVO and [25] schemes are provided in
the tables in 3.2. Note that the test set averages were calculated using only the existing values
where the RDH scheme provided the required capacity. For example, in table 3.2, the average
SNR for the PPVO scheme was obtained as the average of 69 values because Clip 61 could not
provide the required bit rate of 0.2 bps.

The PPVO scheme was developed for medium bit rates (below 0.7 bps), but its perfor-
mance is determined by the prediction efficiency. Because of this, it could not deliver a bit
rate of 0.2 bps on the above-mentioned Clip 61 (with a maximum bit rate of 0.17 bits/sample),
as can be seen in Table 3.2 . On five of the test audio files (test clips with lower correlation
between neighboring values) the PPVO scheme could not deliver 0.3 bps. For three of these
audio files (clips 1, 2 and 67) the maximum capacity is about 0.24 bps Clip 63 offers a bit rate
slightly higher than 0.28 bps. The set of problem clips is extended to ten for bit rates of 0.4
bps. However, the PPVO-based RDH scheme outperformed the results reported in [25], with an
average gain in SNR of over 5 dB. The noncausal prediction scheme in [25] performed better
on 3 test audio clips (clips 5, 24, 39) with a difference of 1 dB.

The more limited capacity of the SVO method is visible in the table 3.2 (below 0.2 bps for
19 test clips). It obtained a maximum capacity of 0.56 bps on Clip 6, where the PPVO scheme
exceeded 1 bps. Similar capacities were observed on the other clips where SVO provided a bit
rate above 0.4 bps. In terms of SNR, SVO’s block-based approach provides the best results for

low capacities (below 0.3 bps). On the other hand, its low capacity limits the range of possible
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TABLE 3.2: Comparison in SNR between the method derived from PPVO, SVO and the non-
aural predictor for a capacity of 0.2 bps [dB].

File|Noncausal SVO Proposed| File Noncausal SVO Proposed| File [Noncausal SVO Proposed
test| predictor approach|/de test| predictor approach| test |predictor approach
1 91.74 - 87.75 24 78.63 88.30 81.82 47 68.62 83.96 77.40
2 30.96 - 30.29 25 72.35 81.02 77.03 48 69.63 85.22 78.68
3 88.17 94.77 88.82 26 67.61 77.90 71.01 49 67.38 - 74.11
4 88.08 94.66 88.90 27 60.16 7540 68.82 50 68.73 60.57 75.99
5 87.64 93.64 88.77 28 69.70 80.05 72.93 51 69.45 80.09 77.42
6 85.51 9140 86.01 29 70.71  80.29 73.10 52 67.98 72.66 74.10
7 85.54 93.68 86.96 30 65.06 74.55 68.05 53 66.58 81.60 75.41
8 69.26 - 75.05 31 63.98 72.63 68.84 54 66.60 81.89 75.44
9 72.52  56.00 8I1.11 32 59.04 - 64.83 55 68.47 - 72.36
10| 66.13 - 72.87 33 65.52 72.06 68.89 56 67.26 - 76.93
11 71.95 - 76.41 34 67.29 79.09 72.35 57 58.08 73.86 67.30
12| 64.81 7790 73.30 35 66.74 79.37 173.80 58 62.77 77.61 7131
13| 7240 86.99 80.49 36 63.17 73.94 66.83 59 58.34 - 68.09
14| 73.16 85.54 82.04 37 7242 83.80 77.98 60 67.26 69.69 69.70

15 71.18 86.50 80.27 38 60.12 69.46 62.10 61 63.58 - -
16| 76.50 90.21 83.59 39 71.69 77.89 7548 62 65.52 - 70.61
17| 73.67 89.04 82.68 40 59.99 7347 67.31 63 63.55 - 64.52
18| 74.16 87.48 80.94 41 73.56 85.44 78.86 64 70.03 - 80.46
19| 69.32 83.83 77.88 42 64.53 78.42 73.28 65 72.15 - 76.50
20| 70.95 8436 77.86 43 73.39 - 81.76 66 68.50 83.85 77.38
21 70.66  82.25 75.90 44 68.17 77.97 76.87 67 64.08 - 56.11
221 71.08 82.05 75.39 45 63.71 79.00 72.47 68 63.64 - 65.98
23| 76.53 86.00 79.45 46 64.54 79.59 73.26 69 60.57 - 70.41
70 67.89 82.56 76.79
Average| 69.01 80.77 74.69
per set

applications. For capacities between 0.3 and 0.7 bps, the PPVO-based RDH scheme offers

stable capacities with good SNR results.

The experimental results presented in this chapter demonstrated that the proposed capacity

control method brings a gain in SNR compared to the classical approach. The proposed SVO

insertion method achieves the best results for low capacities (below 0.3 bps) and the proposed

PPVO-derived method performs best at medium capacities (between 0.3 and 0.7 bps). Thus all

methods introduced in this thesis have clear advantages over existing RDH methods, but also

have distinct applicability when compared to each other.
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Chapter 4
Transmission of data to mobile sensors

There are a multitude of applications that acquire data to be transmitted remotely, the
constraints being quantity, speed, delay, etc. In recent years, gait detection and analysis is a
growing research topic, especially due to the use of Inertial Measurement Units (IMUs). The
acquired data is then transmitted via different data transport solutions - Bluetooth, WiFi, GPRS,
LTE, etc.

The contributions to reversible data insertion in 1D signals made in this paper can also be
used in this area using a simple insertion and information retrieval algorithm.

The intention is not to design an algorithm for motion detection and analysis but to retri-
eve, modify and transmit the data acquired from the IMU or to receive the data and retrieve the
hidden information. In this sense source will represent a wearable equipment based on proto-
type development boards, the signals being acquired through a 9DOF IMU, the basic parame-
ters being acceleration, angular velocity and magnetization. The destination will be a software
application running on a mobile phone (Android system), which will highlight the original sig-
nals, two being altered and the third being transmitted via the bits of the first two signals. The
idea is to insert the samples of one signal through the HDR into the other signals. With such
packing, the memory required for storage (equivalently, transmission time) is reduced.

The scenario where signals are sampled at the same frequency is shown, in which case
the samples of a signal are serialized and inserted, bit by bit. Thus, for 8 signals only 7 will be

stored/transmitted.
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4.1 Walk analysis

Walking is a daily activity that requires a complex interaction between nerves, muscles
and the cardiorespiratory system. There are different forms of walking that are considered to be
healthy depending on the gender, age and body shape of each individual.

Walking parameters such as step length, number of steps, etc., measured with or without
electronic equipment allow, through a process of analysis, the identification of abnormal gait
patterns that are referred to as disordered gait. Gait disturbances (difficulties) have either a
neurological or a non-neurological cause, and their acute onset may indicate a nervous system
lesion or a systemic disease. An individual may have one or more disorders, or will not have
them if their gait is healthy. The diagnosis of gait disorders is made by a specialist who observes
the *quality’ of a patient’s gait as they walk.

An alternative would be for patients to wear sensors that collect data, such as inertial
measurement units that measure motion, used to estimate gait parameter values and perform
gait analysis. Storing and processing the recorded data is easy and fast, as one can connect a
sensor to an equally inexpensive microcontroller with wireless interfaces such as Bluetooth and
Wi-Fi, and send the data to a smartphone that can either store and process it or transfer it to a
server for detailed processing.

There are two phases, highlighted in the figure 4.1, that describe human gait: stance and
swing. The stance phase constitutes approximately 60% of the gait cycle and is subdivided
into initial contact (heel-strike, HS), response to loading and midstance (foot-flat, FF), terminal
stance (heel-off, HO) and pre-swing. Both feet are on the ground at the beginning and end of
the stance phase. Each of these two stance periods lasts about 10-12% of the gait cycle. The
swing phase occupies about 40 % of the gait cycle and is subdivided into initial swing (foe-off,

T0O), mid-swing and terminal swing, ending with the heel striking the ground.

Stance Phase Swing Phase

Heel strike Loading Mid-stance  Terminal stance | Pre-swing
response

Mid-swing Terminal swing

Double Single support Double

’ el
support support Single support

FIGURE 4.1: The phases of a normal walking cycle
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If we consider only four events identified by HS, FF, HO and TO we can consider that
the position phase is represented by the period between HS and TO and the swing phase is
represented by the period between TO and HS ( figure 4.2) [33].

Swing Phase
1 1
1 ’) 1
I Heel-Strike Foot-Flat Heel-Off Toe-Off

y_

! Stance Phase

FIGURE 4.2: Event and walk phase detection

A step is represented by the advance of a foot (figure 4.3). One cycle of movement is

equivalent to one step taken by the left foot and one step taken by the right foot (cycle length).

Swing Phase
N\ Ly N\
I Heel-Strike Foot-Flat Heel-Off Toe-Off

y_

! Stance Phase

FIGURE 4.3: Basic terminology describing a walking cycle

Differences in leg movement parameters highlight asymmetries, and positioning the sen-
sors on both legs may be a solution for separate evaluation of the parameters. Most of the time,
even if the distance travelled by each leg separately is different, the distance travelled in a move-
ment cycle is the same. If only one sensor is considered then it will be assumed that symmetry
exists.

Abnormal steps are often present in gait disorders, some examples are highlighted in
figure 4.4. Among the types of abnormal gait we find, adynamic gait, swaying gait, stiff gait,
shuffling gait.

Gait detection and gait analysis, using wearable sensors, will be able to provide the ne-
cessary parameters for a physiotherapist/pediatrist to identify a corrective solution..

In general, inertial sensors such as accelerometer, gyroscope, magnetometer, combined in
an inertial measurement unit (IMU) are used. Such examples are MPU-6050 or MPU-9250. In
the developed application BMX055 was used..

26



FIGURE 4.4: Step sequences in classical walking disorders.
a) normal; b) adynamic; c)swinging; d) parkinsonian ( inflexible); e) frontal (crawling).

Identifying the events of a motion cycle involves algorithms such as Tjhai’s [33] or Tro-
janiello’s [34]. In the case of the first algorithm, the axes of the gyroscope must be aligned
with the axes of the frontal, sagittal and transverse planes of the human body, and knowing that
the swing phase starts with TO and ends with HS (figure 4.5), three consecutive signal evolu-
tion values are taken for the sagittal angular velocity measurement, starting with the first TO
and ending with the third HS. If the signal is weak, the next run cycle including 3 periods is

performed.

Pitch Rate § A )
Stance  'Swing ' Stance _:Swing : Stance | Swing |

1
Foot-Flat

Foot-Flat

Heel-Strike

Toe-Off Toe-Off Toe-Off

Time in seconds

FIGURE 4.5: Sagittal signal receive.
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Trojaniello’s proposed method [34] proves better suited to detecting pathological gait
events (figure 4.6). The angular velocity, w, in the sagittal plane (Oy) is higher in the interme-
diate zone of the swing phase. Identify the maximum of these values and define a confidence
interval encompassing this value, this being defined as the interval where the angular velocity
is greater than a threshold, e.g. 20 % of the maximum value. If w exceeds this threshold several
times, as may happen in some pathological gait, (Tsy) is defined as the interval between the
first and last pass. Two additional constraints are set: (7sy) must be at least 100 ms, and two
consecutive (Tsyy) of the same leg must occur at least 200 ms apart. This interval can be trusted
to belong to the swing phase of a gait cycle.

When no gait events (GE) occur during (Tsw ), the leg will swing through the air. Since
the two lower limbs alternate their swing phase while the opposite leg is in contact with the
ground, the (Tsy)— of one lower limb can be used as the reliable (T'sy) position interval of
the other limb. Thus, when combined, the two (T'sy) allow the identification of both Ts7 and
(Tsw ) for each limb, narrowing the search interval for finding the initial contact HS in the area
(T7¢) and the final contact TO in the area T'rc.

The heel strike is identified as the moment of minimum w in the area (7¢) before the
moment of maximum acceleration. TO is the moment of minimum acceleration identified in
area (T'rc), as it is expected to occur at the moment of sudden motion before the moment of
maximum acceleration in area (Tp¢).

()

ML angular velacity (1 div = 1 rad/s)
o

FIGURE 4.6: Angular speed and acceleration for a subject with reduced mobility.

In the figure 4.6 the rectangles made with dotted line (a) represent (7sy) and those with
solid line represent (7Ts7). In area (b) the hatched rectangles represent (77¢) (light grey) and
(Trc) (dark grey) and the vertical lines refer to GE periods.
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4.2 Hardware and software architecture design

4.2.1 Hardware architecture of the experimental model

The proposed solution (figure 4.7) allows data acquisition from sensors (accelerometer,
gyroscope, magnetometer) to be transmitted via Bluetooth when paired with the Bluetooth de-
vice of the mobile phone. The application on the mobile phone allows results to be displayed
without performing a signal analysis for gait detection or analysis. The application can be com-
pleted with two software modules, the first one performing a quick gait detection based on the
analysis of the current data and the second one transmitting this data to a server running a "ma-
chine learning" mechanism based on some data sets, finally the result is sent to the application

on the mobile phone or to an external application managed by a physiotherapist/foot specialist.

FIGURE 4.7: Data acquisition modules

At this stage, we are talking about a concept, developed by implementing the solution
using development boards (figure 4.7). Three hardware modules were used: clicker 2 for
PIC18FJ based on PIC18F87J50 microcontroller working at 48 kHz frequency, BLE 3 click
based on NINA-B1 module and 9DOF 3 click based on BMX055 sensor. The application in the
microcontroller allows data to be transmitted in the classical way, i.e. by simple substitution of
LSB. Initially, a Serial Bluetooth Monitor application was used to receive the data, and finally
an application was developed for an Android system to allow the numerical display of the data

in the system in graphical form.

4.2.2 2-bit RDH insertion

The limiting factor in this application is the limited memory/processing power of the
microcontroller. The RDH insertion algorithm must be of low complexity. Values transmitted

via Bluetooth are floating point, but RDH algorithms use integer host values. To remedy this
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problem, the algorithm will only make changes to the integer part of the signal. The introduced
distortion is controlled with the u tagging parameter. It controls the left shift of the decimal of
the host value:

T
10w

The fractional part being stored temporarily: f; = z; —
The previous sample is used to estimate the current sample (the first set of measurements
is transmitted in full, the RDH insertion starts with set 2 of sensor readings). The prediction

error e; for sample z; is calculated as:

€ =Tj — Ti— 4.2)

In scenario 1, a 16-bit value is inserted into 8 samples of the same size, requiring 2 bits to
be hidden in each host sample. In scenario 2 we consider that the slow signal (magnetization)
has a frequency 4 times lower than the fast signals (acceleration and angular velocity). Thus,
in both scenarios it is necessary to insert 2 bits of information in each host sample. A sample
is flagged if its prediction error meets —1" < e; < 7', where 1" is the flagging threshold (PEE

multi-bit insertion from section 3.2 when n = 4):

T, = T; + 3e; + 2bg + brys 4.3)

unde b, and by ; represents the 2 bits inserted into z.
The insertion is considered valid only when the full 16-bit set has been inserted into 8 host
samples. The current host values are transmitted as:
T
1 i .

Otherwise, the marking has failed and the samples and the current value for magnetization

are transmitted directly without RDH insertion.
To reduce the complexity of the algorithm, the displacement case has been removed. Sam-
ples that do not satisfy the =T < ¢; < T condition are considered to be part of the failed

marking case.

4.3 Results and conclusions

For the 3 axes 3 floating point values are read, each value being represented on 16 bits.

The system will acquire 10 reads/s (every 100ms) leading to a transmitted data volume of 9 x 16
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FIGURE 4.8: SNR/Capacity results, scenario 1 (signals with the same sampling frequency)

bits x 10 samples/s x60 s/min = 86400 bits/min ~ 10.8 kB/min for classical transmission in
scenario 1.

For the validation of the results, the case of LSB subsitution labelling is also considered.
This type of insertion introduces a permnanent distortion in the host signal. In this case, the last
two LSB layers of the host samples are replaced by hidden bits. The LSB substitution reduces
the data volume by 1.2 kB/min, but distorts the host signal.

The following considers the transmission of a set of 11 recordings of 2 minutes each with
10 reads/s (in total 9 x 13200 samples, which will be separated into host samples and hidden
data). Figure 4.8 shows the results of the proposed RDH method. It can be seen that the SNR
obtained depends on u (the decimal shift control variable). The best SNR is obtained when used
to mark as many decimal places as possible, but there we also have lower insertion capacity
(the range of markable errors becomes smaller). In classical transmission the volume of data
transmitted is 237.6 kB, this can be reduced by up to 16 kB (at an SNR of 12 dB, requiring data
extraction to view the host signal) or by 6 kB (57dB, host signal distortion is imperceptible and
can be completely eliminated by data extraction). LSB substitution reduces the volume by 26.4
kB, but the introduced distortion (with an SNR of 120 dB) is permanent.

The simple RDH insertion method successfully reduced the amount of data transmitted
to a gait analysis application. Some of the readings from the sensors were inserted via RDH
into the other measurements to reduce the number of bits stored/transmitted. This data can be

extracted later, completely eliminating the distortion introduced into the host samples.
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Conclusions

In this thesis the reversible insertion of data into audio files was discussed. In Chapter 1
a brief history of the research area was presented. The most relevant methods in the field were
presented and discussed in Chapter 2.

Then new methods of reversible insertion into audio files were proposed in Chapter 3.
Initially a method of capacity control was adapted from the digital image domain to the audio
domain. It was shown that this approach leads to a better SNR/capacity ratio for two existing
RDH methods in the field. The PVO (Pixel Value Ordering) method, extensively used in image
insertion, was adapted for the audio domain under the name SVO (Sample Value Ordering),
bringing the most efficient marking for capacities below 0.3 bps.

Also in Chapter 3 a new RDH method adapted from PPVO was introduced. For digital
images PPVO is low capacity, being in direct competition with PVO. But the proposed approach
uses its improved prediction together with multi-bit insertion to achieve the best medium capa-
city results. The efficiency of the proposed methods is experimentally demonstrated, with tests
performed on a set of audio files intensively used in the field of audio RDH. The proposed RDH
methods bring a gain in performance compared to existing approaches in the field: SVO pro-
vides a 7 dB gain compared to the results from [26] at capacities below 0.3 bps, the method
derived from PPVO provides on average 5 dB over [26] for the range 0.3 - 0.7 bps (discussed in
section 3.2), and the proposed capacity control provides a 0.5 dB gain over existing reversible
marking methods in the audio domain (section 3.1.1).

In chapter 4 a simple RDH method for data cloaking for a gait analysis application was
proposed. Data acquisition from sensors is done using a microcontroller, which transmits the
data via Bluetooth to an Android application on a mobile phone. Reversible insertion is used
to reduce the data transmitted via Bluetooth. The limiting factor in such an application is the
limited memory and computing power of a microcontroller. A simple RDH insertion method
has been implemented that uses previous measurements for prediction, inserting the values for
magnetization into those for acceleration and angular velocity. For comparison a simple (non-

reversible) LSB substitution approach was implemented into the same host values.
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Original contributions

Three new reversible insertion methods have been introduced in the audio domain in 3.
The first method allows fine control of the capacitance by adjusting the insertion threshold. The
approach is of low complexity, ideal for audio files. It does not require sample sorting and can
be used regardless of the number of marking steps. Thus, the method is highly flexible and can
be easily incorporated into existing audio RDH methods.

The SVO method adapts the advantages offered by PVO in the image domain to the audio
domain. In contrast to the classical approach (working only on blocks of pixels), SVO combines
block insertion (in this case blocks of audio samples) with single-sample insertion via PEE
insertion. Thus, low-capacity block insertion is used only in complex regions, and in uniform
regions the full available samples are used.

The PPVO-derived approach has made a number of significant contributions to the field.
The classical PPVO method uses two dummy predictors (minimum and maximum per predic-
tion context). In contrast, the proposed method dynamically chooses between two weighted
predictors. The PPVO prediction pair is with the chosen predictor and the one averaged over
the context surrounding the host sample. The prediction is of low complexity (addition and
division by multiples of 2) and the scoring is done in one step. The PPVO insertion equations
have been adapted to allow multi-bit tagging.

The audio RDH algorithms developed in this thesis provide the best results for small
(SVO), medium (PPVO-derived method) and improve on existing large capacity methods (via
the capacity control method by adapting the insertion threshold).

In chapter 4 we propose the use of RDH algorithms in data acquisition systems as a
solution to reduce data traffic by inserting a slow signal into a fast signal. Reversible data

insertion has been implemented on a microcontroller system for gait analysis.
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Future directions for research

The research results in this thesis can be developed and extended through the following

approaches:

Refinement of the capacity control algorithm

The capacity control proposed in this paper uses two consecutive marking thresholds.
PEE methods in the image domain use sorting based on local complexity. The optimal solution
should be a combination of the two methods. The local complexity is used to remove samples
from noisy regions, and the two thresholds are used to refine the capacity for the remaining

values.

Optimization of insertion using 2D histogram

The 2D histogram has been successfully used for insertion into images (in pixel pairs
and more recently combined with the PVO algorithm). The large number of audio samples
encountered in an audio file does not allow direct implementation of the method. However, new
low complexity 2D approaches can be generated that bring the advantages of the method from

the image domain to the audio domain..

Adaptation of the PPVO-derived method for the encrypted domain

Data storage using cloud systems have led to the emergence of new specialised RDH
methods for the encrypted domain. The proposed prediction derived from PPVO can be adapted

for such a method, allowing reversible insertion of data into encrypted audio files.
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